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Learning Objectives

wList typical V&V activities

wClassify verification techniques according to their
place In the lifecycle

Requirementbased testing

wRecall basic testing concepts

wDescribe the goal of specificatiddrased test
design techniques

wUse basic test design techniques




Overview of V&V technigues




Typical steps in development lifecycle

Requirement
analysis

System
specification

Architecture
design

Module
design

Module
implementation

System
integration

System
delivery

Operation,
maintenance

System
engineer

Architect

Developer,
coder

Test
engineer

Schedule, sequencing

depends on lifecycle model!




Requirement analysis

Requirement
analysis

Task

V&YV criteria

V&\Vtechnique

System
specification

Defining functions,
actors, use cases

Architecture
design

- Risks
- Criticality

Module
design

arequirements
Acceleration

Module
implementation
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System
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- Checklists

- Failure mode and
effects analysis

FAILURE MODE & EFFECTS ANALYSIS (FMEA) Date: 142000
Revision: 1.3
Frocess Mame: Left Front Seat Beft Install Process Mumber: SBT 445
Failure Mode A) Severity | B)Probability | C) Probability Risk
of Occurance | of Detection Preference
Fate 1410 Rate 1-10 Rate 1 -10 | Humber (RPH)
10 = Mot 10 = Highest 10 = Lowwest Ao
Severe Probability Probahility

17 Select Wrong Color Seat Belt 5 4 3 1]

21 Seat Belt Boft Mot Fully Tightened 9 2 g 144

31 Trim Cover Clip Misaligned 2 3 4 24




System specification

Requirement
analysis

System
specification

Architecture
design

Module
design

Module
implementation

System
integration

Task

V&YV criteria

V&Vtechnigue

requirements

Defining functional
and nonfunctional

- Completeness
- Unambiguity

- Verifiability

- Feasibility

- Reviews
- Static analysis
- Simulation

| BookStore rendszer ‘ Verzig: 2.2

| szoftverkavetelmény-spedifikicid (SRS) ‘ Datum: 2010.10.22

] funkciok a ko 5 fobb

+  Be- és kijelentkezés,
s Kanyvek bingészése és vasarlsa,
s Karbantartdsi munkak.

A funkcidk részletes lefrdsa a 3.2 fejezetben taldlhatd.

1.5 Felhaszn3loi jellemzék

A rendszer felh. al6i a ko & j6I elkalénuld c: kbél alinak.

Gen nem ismerd, eldké & nem G szem

«  |gyfelek: a rendszert alap
inisztra Gi, akik részletes kiképzést kaptak a rendszer

a rendszer {
és miikddésérdl.

1.6 Definicick

| rendszer fabb fogalmai a kovetkezképp definialhatoak/

|n rendszer 316, aki kényvet akar

isdt igénybe vevd

dgyfél (client)

A rendszer karbantartdsat végz6 személy.

System
delivery

Operation,
maintenance

(Administrator)

Konyv (Book) Egy absztrakt elem, mely egy, a rendszerben forgalmazott k

reprezentalja

Példany (Instance) | Eqy kanyw konkrét, megvasérolhats példanya.

List of desired requirement characteristics

Necessary: If it is removed or deleted, a deficiency will exist, which cannot be fulfilled by other
capabilities

Implementation Free: Avoids placing unnecessary constraints on the design

Unambiguous: It can be interpreted in only one way; is simple and easy to understand
Complete: Needs no further amplification (measurable and sufficiently describes the
capability)

Singular: Includes only one requirement with no use of conjunctions

Feasible: Technically achievable, fits within system constraints (cost, schedule, regulatory...)
Traceable: Upwards traceable to the stakeholder statements; downwards traceable to other

documents

Verifiable: Has the means to prove that the system satisfies the specified requirement




Requirement
analysis

System
specification

Architecture
design

Module
design

Module
implementation

System
integration

System
delivery

Operation,
maintenance

Architecture design
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V&V criteria

V&Vtechnigue

- Decomposing
modules

- HW-SW cedesign

- Designing

communication

- Function coverage

- Conformance of
interfaces

- Nonfunctional
properties

- Static analysis
- Simulation

- Performance,
dependability,
security analysis




Module design (detailed design)

ﬂ Sendotion  For Tock Moo sl
DSRS XB v 2> ef |we -FuDEH BE
i <'Dr—’[l—
Requwement o] = .
analysis a1 [= 1 |
bt »(” B scope |[=] <
ST eE oL ARBRB BA S s
System o
specification '
Architecture 5] Fene.difation +-1 el
. &
deS|gn rrwy . .lUser.d 55555555 Il
Module
design
Module

implementation

Task V&V criteria V&Vtechnique
System : -
integration - Designing detailed| - Correctness of |- Static analysis
Systom behavior critical internal |- Simulation
delivery (data structures, algorithms and |- Formal verification
Soeration algorithms) protocols - Rapid prototyping

maintenance




Requirement
analysis

System
specification

Architecture
design

Module
design

Module
implementatior

System
integration

System
delivery

Operation,
maintenance

Module implementation

5 SonarQube

# Issues Measure

ag: Rums: 119119 B Errors: 0 B Failures:
D @ Type 5 SonarQube (5 SonarQube
Stofa 2 Ll ¢ L | e A
Stefan Betler Ot | Bug P e 2] 2| LIt Tests [FRunner: JUnit 3] (0,469 5)
Dave Borowitz B\ inerability I
- WA Bug @ Major O Open Not Eit] junit.samples, WeckorTest (0,000 =)
C Smel |
g s Etl junit.samples, moneyMoneyTest {0,000 =)
! =) SonarQube (=) SonarQube e
{2 Resolution SN o [=-FE] Framewark Tests (0,469 =)
e
o, | Unresolved Fixed The retum value of "parseDout ik Framework Tesks (0,016 )
False Positive Won't fix Bug @ Critical O Open N¢ =l E?_l Framewoark Tests {0.344 S)
== . . '
Henod Eitl junit.tests.runner, StackFilter Test (0,000 =)
Y SonarQube (=) SonarQube B . .
O Severit = : mt] junit.bests, runner, SorkerTesk (0,000 =)
Ty . o . e e
0O NullPointerException might be nrown as vailie’ 1§ Huniabié r

Bug @ Biocker O Open

V&YV criteria

Simon Brandhof  10min effc

V&V technique

- Software
Implementation

Code is

- Safe

- Verifiable

- Maintainable

- Coding conventions
- Code reviews
- Static code analysis

- Verifying module
Implementation

- Conformance to
module designs

- Unit testing
- Regression testing




System Iintegration

— Task V&V criteria V&Vtechnique
equirement

analysis - Conformance of
System - Integrating modules$ integrated

specification - Integrating SW behavior
py— with HW - Verlfylng. |
design communication

- Integration testing
(incremental)

Module
design

Module
. . << TestContexts»
implementation BluetoothSuite

==TesiCompanents=
co: Test-Coordinator

System
integration

System
delivery

1 = Tgmcamaanbr
Operatl on ! hw: Hardware
maintenance




Requirement
analysis

System
specification

Architecture
design

Module
design

System delivery and deployment

SourceVideo and radatest (Bosch)

SourceConsumer Reports

V&YV criteria

V&Vtechnigue

Module
implementation

System
integration

- Assembling
complete systen

- Conformance to
system specificatio

- System testing

= Measurements,
monitoring

System
delivery

Operation,
maintenance

- Fulfilling user
expectations

- Conformance to
requirements and
expectations

- Validation testing
- Acceptance testing

- Alfa/beta testing



http://www.meetup.com/teszt-tea/
http://www.consumerreports.org/cars/how-consumer-reports-tests-cars/

Operation and maintenance

Requirement

analysis
System Tasks during operation and maintenance
specification - Failure logging and analysfer failure predictior)

- V&V of modifications

Architecture
design

Module
design

Module
implementation

System
integration Mini-|ifecyC|e
System for each
delivery modification
Operation,

maintenance




Basic V&V Concepts

Recap fronboftware Engineeringourse




V&YV techniques

wWhat: any artefact
(documentation, model, code)

StatIC wHow: without execution
wE.g.: review, static analysis

wWhat: Qxeputable qrtecht§
. OYZ2RSt X O2ZRSXDVU
Dynam IC wHow: with execution

wE.g.: simulation, testing




Basic concepts
Speqﬂcahon —» Test cases —»' Test_ |—> Verdicts
requirements execution

A SUTsystem under test

A Test case

0 a set of test inputs, execution conditions, and
expected results developed for a particular objective

A Test sulte

Ve

A Test oracle

0 A principle or mechanism that helps you decide
whether the program passed the test

AVerdicty NBadzt & oLJ aa «k Tl




Problems and tasks

A Test selection
0 What test inputs and test data to use?

A Oracle problem

0 How to get/create reliable oracle?
A Exit criteria

0 How long to test?

v

A Testability
0 Observability + controllability




V&V In the nodel

Requirement
analysis

\

System
specification

\

Architecture

System val.
design

System test
design

Operation,
maintenance

A

System
validation

/

System
verification

/

Integration test

integ

System

ration

/

design design
Module L Module test
design design

Module

verification

\/

Module
implementation

V&V in each

step!

Not just after
coding




Case study: AUTOSAR

Acceptance Tests

SourceAUTOSAR ATS OvervieBWTOSAR ATS RTE



https://www.autosar.org/specifications/acceptance-tests-11/
https://www.autosar.org/specifications/acceptance-tests-11/specifications/

AUTOSAR concepts (recap)

AUTOSAR
Software

Component

Interface

Standard
Software

Application
Software
Component

AUTOSAR
Interface

T

Interfaces:

$= VFB & RTE
relevant

':::* RTE

relevant

™ BsSW
relevant

Possible interfaces
inside
Basic Software
[which are
not specified
within AUTOSAR)

AUTOSAR
Software

AUTOSAR Runtime Environment (RTE)

Standardized
Interface
g
Operating Eg-
System gﬂ‘
=1

e Standardized AUTOSAR AUTOSAR
Infeat: Interface Interface Interface
ECU
Services Communication s
Standardized Standardized Standardized
Interface Interface Interface
Complex
Drivers
Standardized
Interface

ECU-Hardware

Microcontroller
Abstraction




AUTOSAR Acceptance Tests

A Systemlevel testsbased orspecification

A Checkwisible functionalities
0 Application level and Bus level

A Acceptance Test Specifications (ATS)

A Test suites for different specifications

o Communication (CANFlexRa}{ 0 = a SY 2 NEB
Runtime Environment [RTEK]




Example: AUTOSAR ATS RTE

A Tests RTE functionality
A5 features, 68 test cases, 251 pages (!)

Feature: RTElient Server Communication

A General TegDbjectives S —

Multiple Client/Server Operations |

coverthe Client Server S TN

{
__Communication Timeout |,

featureof the RTE

[ RS_B R F_O 13 1 2] LSS _ Communication modes

inous [RTE00079]
_ Port Defined Argument Values

__Buffering [RTE00029]

Inter-ECU Communication

Features Tree




Requirements and specification to test

[RS BRF _013]1AUTOSARTE shall support calling of
subroutines (client/servarall, includingemote

procedure calls ' i

[ISRS_Rte 00029heRTE shall support multiptdent
singleserver ("n:1"clientserver (functionnvocation)

communication. ' e
efine

[SWS _Rte 0451hew ¢ 9 Qa A YLX SYSy
clientservercommunication shaknsure that a service
result is dispatched to the correct client if more tlosue
clientuses a service.




What Is heeded to define a test

A Test architecture
o{ ! ¢ AaAAYdzZ I SR O2YLRYSY

A Test configuration and data
ot F N> YSUSNARZ YSaal3aS RI G

A Test cases

0 Test goal, preonditions, sequence of steps (input +
expected output), posO2 Y RA I A 2y a4 X




Test architecture
Starting and Software Component: System Under Test
controlling tests for testing

Point of Control and

Observation




