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Learning Objectives

Model-based testing

e Recall what is model-based testing
e List how models can be used in testing

Test modeling

e Explain the concepts in UML Testing Profile

e Apply UTP to specify configurations and
scenarios in test models




Introduction to MBT




What is model-based testing?

“Testing based on or involving models” [ISTQB]

= Not just test generation
= Not just automatic execution

= Not just for model-driven engineering

Source of definition: ISTQB. “Foundation Level Certified Model-Based Tester Syllabus”, Version 2015




Software and Systems ]/-rlflcat

dscape of MBT goals

Shared
under-
standing

Checking : : Test data Executable
specifications creation tests

more informal more formal




Using models in testing (examples)

<< lestContexts>
BluetoothSuite

) ==TesiComponents» )
| ready | watch.start running watch.unsplit co: Test-Coordinator [ll-:ct:‘tlon—
. > entry/ resetDispla >| entry/ ensureTimer & — T
> " J do/ syncDisplay .
A ~ - << TestComponant=:s|
watch.split sa: Slave-
watch.reset watch.stop) : Application N

| —
I stopped | . paused

l entry/ stopTimer |‘ watchAstopl do/ freezeDisplay I

1 [ 1
<< TestComponani>>

isPinCorrect(invalidPIN)

hw: Hardware
Behavior of SUT Test configuration

cimer t; hwe “:#:I” current

t.start(5.0); | E i

alt { storeCardData(current) =} i

[] i.receive("coffee") { t1(2.0) X— | |

Count := Count+1l; } display( Enter PIN') : |

[] t.timeout { } t | |

' I

isPinCorrect(invalidPIN)

.

|
I
} —
{0..3} I isPinCorrect : false
' isPinCorrect - false | [~ TTTTTTTTTTTITTTC

Test sequences
Test sequences

Source: OMG UTP



http://utp.omg.org/

Benefits of using models

= Close communication with stakeholders

o Understanding of domain and requirements
= Early testing: modeling/simulation/generation

* Higher abstraction level (manage complexity)

= Automation (different artefacts)




Reuse: Development and Test modeling

What if | have existing desigh models?

Requirements Model

) = /'NO Problem: what do we

Generation

Ay
ﬂ G'/ \ test here?

Test Case Specification
| I R F—

S— Code
— '::> Test Cases <I>

— Manual HW, OS, Legacy
verdicts

Model
for Development

< = z @)
Approach: separate dev. H (\:,gggtg'z O s

odin

and test models °

Requirements

Generatlon
Test Case Specifications

I— —
Testfélle
Automatlc HW, OS, Legacy

Verdicts

A. Pretschner, J. Philipps. ,,Methodological Issues in Model-Based Testing”, Model-Based Testing of Reactive Systems, 2005.




MBT User Survey

Testing levels

System testing 77,4%
Integration testing 49,5%
Acceptance testing 40,9%
Component testing 31,2%

Generated artifacts
Automated test scripts 84,2%

2019 Model-based

Testing O Manual test cases 56,6%
eStngIE. Test data 39,5%
Survey: Results Others (docs, test suites...) 28,9%

- “approx. 80h needed to become proficient”
- MBT is effective
- Lots of other details!



https://www.cftl.fr/wp-content/uploads/2020/02/2019-MBT-User-Survey-Results.pdf

Recap: Tests in finite state machines

= (System modeling VIMIAAOO course)

= Sequence of input events and expected actions

= Model coverage
o State coverage
o Transition coverage

= Selecting tests to achieve coverage goals




In the current course we will mainly work on
test modeling and not automated test
generation (see MSc courses on that topic)




UML Testing Profile (UTP)




UML Testing Profile (UTP)

= UML profile by OMG

= Capture information for functional black-box testing
(specification of test artifacts)

o Mapping rules to TTCN-3, JUnit

" Language (notation) and not a method (how to test)

= Defines stereotypes




Packages (concept groups)

TeSt e Elements and relationship involved in test
Architecture e Importing the UML design model of the SUT

e Structures and values to be processed in a
Test Data oot P

Test BEhaVior e Observations and activities during testing

Time e Timer (start, stop, read, timeout), TimeZone
Conce pts (synchronized)




Packages (concept groups)

Test e Elements and relationship involved in test
Arch itecture e Importing the UML design model of the SUT

e Structures and values to be processed in a
Test Data oot P

Test Behavior e Observations and activities during testing

Time e Timer (start, stop, read, timeout), TimeZone
Conce pts (synchronized)




Overview of test architecture

Driving the SUT;
evaluate response Controlling test
execution

Supplying
test data Test environment

Test Test
components software Black bOX;

different levels

Databases

MIL / SIL /

Hardware

HIL / PIL... 1

Test
configuration

Simulators

&5 How SUT and
test components
are connected

Connecting Adaptors
toim p|e_ Comparators

mentation

Source: OMG UTP



http://utp.omg.org/

UTP Test Architecture package

ldentification of main components:
= SUT: System Under Test

o Characterized by interfaces to control and observation
o System, subsystem, component, class, object

= Test Component: part of the test system (e.g., simulator)
o Realizes the behavior of a test case

= Test Context: collaboration of test architecture elements

o Initial test configuration (test components)
o Test control (decision on execution, e.g., if a test fails)

= Scheduler: controls the execution of test components
o Creation and destruction of test components

= Arbiter: calculation of final test results
o E.g., threshold on the basis of test component verdicts




Example: UTP Test Architecture

ATMTest
«testComponent»
HWEmulator IHardware
-pinOk : Boolean
-enteredPI!\l : stnng hlcom
-message : String IATM
-t1 : Timer
IBank «testContext»
i class ATMSuite
I_I -
«testComponent» -accounts «interface» ‘?Odlng )
BankEmulator . IAccount Encrypted
«Sut> - Tee
atm : BankATM [] ] be : BankEmulator
’ bankCom
—
atmPort
L
hwe : HWEmulator current : CardData

Source: OMG UTP



http://utp.omg.org/

Packages (concept groups)

TESt e Elements and relationship involved in test
Architecture e Importing the UML design model of the SUT

Test Data

Test BEhaVior e Observations and activities during testing

Time e Timer (start, stop, read, timeout), TimeZone
Conce pts (synchronized)




UTP Test Data package

ldentification of types and values for test
(sent and received data)

= Test Parameter (Stimulus and observation)

= Abstract test data
o Wildcards (* or ?)

o Data Partition: Equivalence class for a given type

= Concrete test data

o Instances with concrete values

o Data Selector: Retrieving data out of a data pool




Example: UTP Test Data

«Signal»
TriangleRequest
a: Real
b : Real
¢ : Real
NV N\
«DataPartition»
TriangleRequestValid

Constraint{
a>00andb>0.0andc>0.0

A Constraint{
a<=0.0xorb<=0.0xorc<=0.0

} }
ins: TriangleRequestValid __ ins: TriangleRequestinvalid
a=15 a=15
b=3.7 1 b=-3.7
c=10.3 c=10.3
[C=103 [C=103
|C51U.:i |C=1U.j

Equivalence
classes (abstract)

Concrete values
usable in tests

Source: UML Testing Profile Tutorial



http://www.model-based-testing.de/mbtuc11/presentations/Wendland_etal-UTP-Tutorial_1.pdf

Packages (concept groups)

TESt e Elements and relationship involved in test
Architecture e Importing the UML design model of the SUT

e Structures and values to be processed in a
Test Data oot P

Test Behavior

Time e Timer (start, stop, read, timeout), TimeZone
Conce pts (synchronized)




UTP Test Behavior package

= Specification of default/expected behavior

= |dentification of behavioral elements:
o Test Stimulus: test data sent to SUT
o Test Observation: reactions from the SUT
o Verdict: pass, fail, error, inconclusive values
o Actions: Validation Action (inform Arbiter), Log Action

= Test Case: Specifies one case to test the SUT
o Test Objective: named element

o Test Trace: result of test execution
* Messages exchanged

o Verdict




Example: UTP Test Behavior

Data partition

sd invalidPIN J

{readOnly} Integer invalidPIN; { current.isPinCorrect(invalidPIN) = false }

hwe ‘:‘tL:::} current

| |

i storeCardData(current) H: Stimu I us
t1(2.0) X— |

B display("Enter PIN") !

I~ I .

nxX— o | g Observation
isPinCorrect(invalidPIN) P' isPinCorrect(invalidPIN) |

isPinCorrect : false

Duration 0.3
o

display("Invalid PIN")

|
| |
' |
|
B display("Enter PIN again”) ! }
1= | |
| |
: «validationAction» ! |
Verdict pass

Source: OMG UTP



http://utp.omg.org/

Summary of UTP concepts

Test objective Wildcards Timer
Test components Test case Logical partition Time zone
Test suite Defaults Coding rules

Test configuration Verdicts
Test control Validation action

Arbiter Test trace

Utility part Log action




Recommended method for using UTP

1. Define a new package for tests

2. Use interfaces and data types from design model
3. Define test objectives and focus of test
4

. Test architecture
1. Assign SUT to tested component/system
2. Define test components
3. Specify test configurations (instances)

5. Test behavior
1. Design test cases (manually)
2. Specify defaults and test data




Case study: UTP Test models

for Bluetooth roaming

Source: Zhen Ru Dai et al. “From Design to Test with UML: Applied to a
Roaming Algorithm for Bluetooth Devices”, TestCom 2004, pp 22-49



http://dx.doi.org/10.1007/978-3-540-24704-3_3

About the case study

= Bluetooth: short-range wireless communication
= Standard: HW (radio, baseband) + SW (protocol)

= Roaming algorithm:
o Master devices connected to LAN
o Slave devices move, may loose connection to master

o Roaming:
* Check periodically the quality of link to master

* Select a new master if necessary




Components and protocol stack

Slave:

S R I P I|H|'II'+'|I HHEHEHE R R

Slav
Roaming Layer
H‘CI II-II-IIIIHI-II-II-IIIIHI-II-I:I-IIIILII-II-IHIIII-II-II-IHIIII-II-II-IIIIHI-

Link Manager
' Slave
Baseband BT-
Hardware

Bluetooth Radio
1

ok Data Exchange
Slave Application |- —— == g

(Virtual Connection)

T

Master

BT-
Hardware

Master:

Master Application |

I'|H|II|'I|'II'|H|II|'I|'II'|H|II|'I|'|I'|II|H+II'|I'|II|H|'II'|I'|II|‘I|'II'|I HRI

Master
Roaming Layer

HCT wwymmwmemnn  musmsmmgmnn LN T

Link Manager

‘ Baseband LAN

‘Eluetuutt'l Radio

A

Hadio Connection

Test objective:

= Slave Roaming Layer functionality
o Monitoring link quality
o Connecting to a different master

Fixed Connection




Possible test levels and setups (1)

Component/module test with software

L1 L i L b oL L b L L b L1

Test component




Possible test levels and setups (2)

Integration test with software

Slave:

Test.component
% (1 T3 R T R R R (R R (R R R ST T

Slav
Roaming Layer
H{::I II-II-IIIIHI-II-II-IIIIHI-II-III-IIII'-II-II-IHIIII-II-II-IHIIII-II-II-IHIHI-

Link Manager

Slave

Baseband BT-

Hardware

Test component /

emulator




Possible test levels and setups (3)

Integration test with software

Slave: Master:
Data Exchange
Test.component |SESpelpagilt BN Test component
- L et 1 e T L 1 e e L [ L {vlnual Cﬂnnec“ﬂn} I R FI'
Slav | Master ‘
Roaming Layer Roaming Layer
HCI II-II-IIIIHI-II-II-IIIIHI-II-I:I-IIII'-II-II-IHIIII-II-II-IHIIII-II-II-IHIHI- HCTI ssmvmmmmsw  mwmmsmmymsn LN T
Link Manager T T Link Manager
' Slave Master '
Baseband BT- BT- ‘ Baseband LAN
. Hardware Hardware .




Possible test levels and setups (4)

System test with hardware

Slave: Master:

Test component || IEREISSELUINN - Test component

(Virtual Connection)

i (it T T - 1 T R ] R R L R R

(11131 T 1 R T T

Slav | Master
Roaming Layer Roaming Layer
HCI II-II-IIIIHI-II-II-IIIIHI-II-I:I-IIII'-II-II-IHIIII-II-II-IHIIII-II-II-IHIHI- HCTI ssmvmmmmsw  mwmmsmmymsn LN T
Link Manager T Link Manager
' Slave Master '
Baseband BT- BT- | Baseband LAN
. Hardware Hardware .
Bluetooth Radio ! | |Biuetooth Radio
A _ i
Hadio Connection Fixed Connection

Moving physical devices or wireless test chamber...




Refining test objective

Slave Roaming Layer functionality

“Is the Slave Roaming layer able to choose a new
master by looking up its roaming list when the
connection with its current master gets weak?”

1.

. “Does t

establis

. “Does t

ne Slave Roaming layer request a connection
nment to the chosen master?”

ne Slave Roaming layer wait for a connection

confirmation of the master when the connection has
been established?”

“Does the Slave Roaming layer send a warning to the

environ

ment, when no master can be found and the

roaming list is empty?”




Selected test configuration

tast componant
Test-Coordinator o umﬂ_p&n """"
: Location-DataBase
Test =L O Location
Coordinator : Sarver
— |
—
& e ATa
“testcomponent . { test component i test component
SlaveApp Master1 Master2
Slave Master Master
Application Application Application
{J\ - J\ R
%m 7 T
suT |
Master Master
Slave BTRoaming BTRoaming
BTRoaming
............... J\ e i

. System Under Test
TisuUT)

] . Test Component
L i with new class

] i . Test Components
! |7 with existing classas

Multiple
masters




UTP Test architecture: components

Test package Test context
BluetoothTest
= '
IO |

= Tas&uﬂﬁrﬂm} """"" = Elum?mh =<TestContexts>

e TastConixtss Slave— caming BluetoothSuite
BluetoothSuite Application + RList: list
— threshold: Integer
BCI % LHI TCI — verdict: Verdict

HC

{Jﬂ';:;ﬂ e s {Jg:,‘;ﬂmm — + ConneFl_to_Mgster(}
e Master + Bad_Link_Quality()
+ Good_Link_Quality()
<<TestCase=>
«<TastComponants> LK1 — TestRoaming_noWaming(): Verdict
Test— p1[.1]|:<; Location LRI {{TSS?C&SE?} . . .
Coordinator DataBasze [‘}D — TestRoaming_withWarning(): Verdict




UTP Test architecture: configuration

<< lestContexts=
BluetoothSuite

== TasiCompaonant=»
. o - C+H—] Location-
co: Test-Coordinator ——
<< Tesisompon emt=:
sa: Slave-
Application
1

F=

L | - LT
=< lastComponant=x»
hw: Hardware

Test configuration




Selecting test scenarios for test objectives
= Objective:

o Choosing new master when the connection with its
current master gets weak

= Scenario 1:

o “After the exchange of two data packages, the link
quality between Slave and its current master m1
becomes bad. The first alternative master in the
roaming list m2 cannot be reached since the link
quality is also weak. Thus, after at most two seconds, a
further master m3 is chosen from the roaming list and
the connection is established successfully.”




sd TestRoaming_noWaming():Verdict mLﬂ?

T ] e P [t (el (e
1 Appiication Roaming Coordin :
scenario | Ti(63) _
e Connect_To_Master("M1")
data . daa
(0 5:'—} =1 Good_Link_Quality : |
v data . data
pretl Bad_Link_Quality f
con_request("M2”) con rw’
' 5 .,_Ccon request
| | T2(2s) =
;mn_raquast{‘M;i"] | con reques}
| _con_request | '
T2
. con_accept i _
- : con_confim("M3")
. con_confirm_slave i g
| E“E:‘f;:‘;‘wj--..._;_mn confirm(*M3")
rof ! ) . i
makeList
roamingList("M1","M2* "M4"]):
_roamingList("M1”""M2""M4]) | roamingList(["M1","M2","M4") |
] i s . i i
Disconnect
T
«wm:ﬁmm:
pass

T

MUEGYETEM 176Gz



Test scenarios (details)

sd Good_Link_Quality

<<SUT>
sr:Slave

Roaming

v

< TestComponents
hw:Hardware

get_link_quality

quality(good)

sdBad_Link_Quality |

cxSUT>=
sr:Slave
Roaming

W

<< TestComponent=
hw:Hardware

get_link_quality

. quality(bad)

Sequence diagrams

waoDafaul £

statemachine Coord_

Deto

Ti/setverdict(fail)

/

&

=

e

U

*fsetverdict{inconc)

T2/=zetvardict{fail)

Default behaviors specified
to catch the observations

that lead to verdicts

e Here: Processing timer events




Summary

What is model-based testing? Using models in testing (examples)

< Tas e
BluetoothSuite

“Testing based on or involving models” [ISTQB]

= Not just test generation et

Behavior of SUT Test configuration

= Not just automatic execution

curment |

. . . . timer t; " - (::“
= Not just for model-driven engineering Lo | ccetores ]
alt ( siomCalistcument)
[1 i.receive(“coffee™) { o F—
Count := Countsl; } !
)[] t.timeout { } " '—: Do) | ooty |
.3 . SPwCavect : ke | |
- BPnComect : falsa

Test sequences
Test sequences

Source of definition: ISTQR. “Foundation Level Certified Model-Based Tester Syllabus”, Version 2015

Source: OMG UTP

U2TP Test architecture: configuration Example: U2TP Test Behavior

<<TestContext>>

BluetoothSuite sd invalidPIN
{readOnly} Integer invalidPIN; | currentisPinCorrect(invalidPIN) == false |
hwe «sute ’ current
atm
<< TestComponent>>] | I i
s : storeCardData(current) E
11(20) X— | !
ke dispiay(‘Enter PIN") 3
1 X— i
isPinCorrect{invalidPiN) | isPinC N)

 EA— isPinCorrect : faise |

T
H ! i
5 di Invalid PIN® } i
——dspnCinvald PIN) i
|
!
i
i
|

Test configuration L dispiayCEntor PIN again')

«validationActions
pass
i

MOEGYETEM 1782



