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= Motivations and applications

= The testing concept
o Context modelling
o Requirements modelling
o Test strategies
o Test evaluation

" Testing tool-chain (testing framework)
= Case studies

= Summary
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Introduction

= R3-COP and R5-COP projects

o Development of methods and tools for
the efficient verification and testing of
dependable and safety-critical systems

" Focus of these projects is testing ...

o Autonomous systems

* that make decisions to execute missions
without direct human control

o Context-aware systems

e that use perceived context information
to provide relevant services
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Objectives and applications

= Systems to be tested in the project

o Autonomous robots: household and manufacturing robots
o Autonomous vehicles: LGV, UAV, RUAV

= Objectives of testing

o Robustness and safety: safe system behaviour in the presence
of stressful environmental conditions

o Context-awareness: dependency of the system behaviour on
the evolving state of the complex environment (context)
" Typical safety requirements to be addressed

o “In case the robot is in close proximity to living beings it shall
send sound or voice alerts”

o “When an obstacle gets to the dangerous area then the vehicle
shall stop”

— Context-related conditions (initial, interim and final),
and corresponding sequence of actions
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Test purpose and test environment

= Black-box testing of the behaviour
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= Test execution:

1. Configuration of the (dynamic) context
2. Starting the robot to execute its mission
3. Observing context-dependent actions

= Test environment:

o Simulator
o Real (physical) environment

- Méréstechnika és
© BME-MIT Informacios Rendszerek 6
Tanszék b




Challenges and solutions

Typical challenges in testing: Proposed solutions:

" Informal requirements —> ® Precise requirements

specification specification
> Specification of context-aware > Modelling contexts, dynamic
behaviour is difficult events and actions
> Adaptivity is an issue > Modelling scenarios
" Manual preparation —> ® Systematic, model based test
of test cases data generation
> Based on experience > Based on context model
> Testing behaviour > Testing behaviour in
in typical situations stressful context
" |mprecise test quality —> ® Model based test coverage
metrics metrics
> Relation to context > Context based coverage
> Relation to requirements > Scenario based coverage
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The testing concept
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Overview

= Test goals

o Systematic generation of test data,
i.e., test contexts that include stressful (unexpected) situations

o Evaluating the safety of the observed behavior

= What is needed?

o ] Context
o Description of the environment: model
Context modeling Generating }
o Capturing the test requirements: Scanars test data
Scenario modeling models
o Systematic generation of test data: tGe?eratilng }
. . est oracies
Testing strategies Testing
- trat
= Tools for the tedious steps Saesy

- Méréstechnika és
© BME-MIT Informacios Rendszerek 9
Tanszék b




Context modeling

= Domain ontology — Context metamodel

o Objects with properties, including dynamic objects
o Relations: concrete or abstract relations
o Constraints: physical limitations and application-specific constraints

= Action model for control actions

Context
model
- Generating
e test data
III* Room ContextEvent .
| R Scenario
connected rT1()(jEEIS
‘ MovablaObject |—target—| MoveEvent ‘ |pre.arEven1
Generating
test oracles
| Noise | | Tabla | | Bad | | L | | S ‘ Testin g
strategy
+ Constraints (Object Constraint Language)
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Scenario modeling

= Safety requirements — Scenario model
o Initial context fragment: instances of the context metamodel
o Trigger part: Events (perception) and messages (commands)
o Assertion part: Expected or forbidden actions and context changes
o Precise semantics based on MSC and LSC constructs with time

sd R2 ) | niial context ConlextFragmen!2 il EEEEE ! Context
Perceplion suT Actuators E mo d e I
| | [ :
alt J | humanDetected N | E Generatin g
| | | ! test data
| mmabees ) | ! Scenario
| | | ! models
assort ) | | speakearbyrlent | | i
- ! Generating
| | . ¥
| | ContoxtFragmentz test oracles
| | Bl Fear Testing
_— T~ strategy
R : Robat — L : LivincBeing
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Strategies for testing robustness

" Unexpected objects — Context coverage
o Extending the initial context fragment with extra objects
= Complex contexts — Scenario coverage
o Combining (n-wise) the initial context fragments of scenarios
= Extreme situations — Robustness coverage
o Mutating initial context fragments:
using boundary values of properties, Contdeft
violating application constraints mode
Generating
L test data
_ _ Scenario
| : Abstract Test Data Generator : Concrete Test Data Generator
Cortext Metamod! o Abstract mOdeIS
e [“1;;1:&— o T““ B Generating
Weé':'gjg;:ﬁ;: Metaheurit HF“V”:.‘JZ” - Generating test data test oracles
Contiran by search based Testin
Hagemerts nton \ technic_|ues Strateggy
- Resolving abstract
relations
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Evaluating test traces

" Evaluating a test trace simultaneously against each
requirement scenario, from each relevant step

o Matching events and context changes (respecting object hierarchy):
using efficient graph-based decomposition techniques

o Automated evaluation of traces: synthesis of observer automata
from the scenarios

o ldentifying violated scenarios — metrics Context
model
W0 ] [t ez N Generating
‘ Perzpion ‘ ‘ st ‘ ‘ s ‘ test data
EDRITTR | Scenario
B | models
| oo |
=y, I : — ; Generating
| | | test oracles
| ; ‘ Testing
strategy
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The testing tool-chain
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The testing tool-chain
Context j Test data }_ Test Test
model generation data execution

\ 4

A 4

Context and :
) Scenario Test
requirement
) model traces
modeling
Action Test oracle Test Test
model generation oracle evaluation
Test
metrics

= Lightweight but precise requirement modeling
= Automated tools to support test generation and evaluation
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Tool: Test data generation

Input (context) models: (Constraints: A (Tool framework: A
* From Papyrus or RSA * Mapped to EMF * Eclipse technology
* Mapped internally model patterns * Prototype implementation

to EMF models * Matching is checked

y 7 o y 7 y
/ / Test D:tt:néiieratur /

/S
\ : Abstract T// /A(ﬂ Generator : Concrete Test Data Generator
\

Cortext Metamodel || Model manipulation:

Concrete

Context . * Efficient search engine [
Modification |— [ g | Test Data
Rules to select test data

Well-formedness

. * EMF IncQuery technolo
E Metaheuristicjé[ﬁe/\ V i J
algorithm Tl |

Constraints
Semantic
Caonstraints // \
: Objective _|_——— Test strategies:
Initial Contesxt function | ———
Fragements

e Matching single context fragment
e Matching the combinations of context fragments

k’ Generation of extreme test data
J
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Test generation: Combining contexts

Test requirement scenarios:

sd R3 Initial contaxt: ContaxtFragmentd
ContextFragmentd ) | - b‘
‘ Percaption ‘ ‘ sUT ‘ ‘ Actuators ‘
E1: Room | | |
AE | detectUnusualMoise | |
B Robot M MNoise — AppearEvent | | :
/ Lm) I sandUnusualMoisedlert |
I | |
| | |
1 1 1
sdR2 Initial contaxt: ContextFragment2
ContextFragment2 ) | - b‘
| Percaption | SUT | ‘ Actuators ‘
— ! ! !
ait J hurmanDetected |
. s ; ME : | 1 |
B Robat nearBy LoLivinoBeing —— y1yeFvent | animaiDetected | i
F———
| | |
assert A | | speakMearbyAlert |
|
| | |
\ | | |
_— al : AppearEvent
T t d t f1:Flat |[—hasRoom— | ni:Moise —target
eS a a 2 - Room start=3
enerated: [mmmm}— AN .
g h2 : Human [~target mi : MoveEvant
start = 10
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Test trace:

robot

startMotor

| turn
R

hurnanDetected |

detectUnusualMoise
sendUnusualMoiseslert

stopMotor
|

startMotor

| turm
________ =
: humanDetectad -l:
1

urn

Evaluation:

Test verdict:
R3 passed
R2 failed

Meéréstechnika és
Informaciés Rendszerek
Tanszék

[hil

17.



Tool: Test oracle generation

" Goal of test evaluation:
o Checking which req. scenario was triggered/satisfied/violated
o Matching of events/actions and context fragments from test traces

= Solution: Building an observer automaton for each scenario

If a trace stops
here, the scenario
is not triggered

FLev_s1 /

‘ Eperception:Perception Econtrol:ControI Eactuator:nctuator
| S
\1\ {Context CFLGV 511} |
| {Context CF LGV S1 %} | / ~c ntext(*) ~ ~(?0bjectinWarningRange)
jectinWarningRange

\'\ B —
If a trace stops
here, it violates

HornBell

ObjectInWarningRange
the requirement

| | |
| | |
| | |
| | |
| | ReduceSpeed |
| | |
| | |
| | | If a trace stops

here, it satisfies
the requirement
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Test oracle: Checking context fragments

= Checking sequences of changing
contexts (dynamic objects)

o Graph based representation and
matching of graph sequences

= All requirements (contexts) are
checked simultaneously
o Decomposition of context

fragments to utilize common parts
that could be checked once

= Context fragments (from requirement
scenarios) are checked for matching at
each step of the trace

o Concurrent threads for
evaluation of matching contexts
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Behaviour testing — What is achieved?

= Testing framework that supports the following testing concept:

o Objective: Black-box testing the safety and robustness of the context-aware
behaviour of autonomous systems

o Strategy: Generating stressful contexts in which the mission of the robot is
checked according to specified requirements

o Coverage: Context, requirement scenarios, constraints
o Approach: Model based test data generation + test trace evaluation

= Modelling formalisms and conventions
o Context modelling to capture context elements and constraints
o Scenario modelling to capture context-related (safety) requirements

= Techniques for test generation of (stressful) test contexts

o Extension, combination and mutation of context patterns

= Tools in the test framework that support the tedious steps
o Models —> Automated test context generation + test oracle generation
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The testing framework in practice
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Inputs and outputs of generator tools

Context model

Testing strategy
« Valid initial contexts

Violation of constraints
Extension of initial contexts

Combination of initial contexts

© BME-MIT

Test data
generator

Test oracle
generator

Test contexts (models)

[ a1_fppearEvent |

start= 3

m1 : MeveEvent ‘
start = 10

]
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Behaviour testing — Use in demonstrators

\
Context Test contexts| || Simulator Test
model (models) configuration execution
Test data ”
generator l
Scenario Recorded
models test traces
Test oracle l
generator
Testing Test oracle ) Test oracle Test
strategy (automata) code evaluation
A\ A J
Y Y
« Demonstrated for LGV (forklift) « Demonstrated for home robots
by generating test context models by interfacing

with ROS+Gazebo simulator
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Simulator based testing

" |nterfacing the testing framework with

the ROS+Gazebo simulator

o Mapping the generated test context
model to simulator configuration

o Mapping events and context changes
recorded in the simulator
to the input of the test oracle

File View
DROROREVIRVAR A 3 B3
Models IView ﬂISpIitWindow ﬂlTrackModel j
gplane -
directional_white
robot
table_ikea
chair I
GDTDI

Parameters

XY¥Z| 2.58 -0.88 2.08 | e[ -0.00 2830 139.60 | FPS|10 | Triangles s6976

(sec) Real Time

“x Real Time

(sec) Sim Time Pause Time
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. S - = - =
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: ROS Environment Execute Test Cases

Launch Script
| Launch environment |

| Launch Care-0-bot |

SEm—<

| Give mission to Care-0-bot
- . COB Mission Launch Script

- R ———— -
| astructureds |
| Start ROS trace recording |
| | Record object states | | Listen on ROS topics |

: ROS State Trace XML : ROS Topic Trace XML

) . -

astructureds

Evaluate Test Observations

astructureds

Create evaluation trace
: ROS Topic Trace XML

| Create message events |

: ROS State Trace XML
| Map back to abstract context |

context : Context Metamodel jlEceliessEget vert
I context : Context Metamodel I
| | Create context change events | |
: ContextChangeEvent

| |

| |
: ContextChangeEvent : TraceMessageEvent

l | Unify observed information | l

| ; |

: EvaluationTrace

Evaluate requirements
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| . ~Observer Automata
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|
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Testing in real environment

= Forklift: Testing collision avoidance
o Context and requirements modelling
o Generating abstract test context (object model)
o Mapping abstract test context to real configuration

cl : PickUpEvent

pl: Pallet

ISPTagedOn

[ contexa |
inWaringRange - -
: : !
_ _ i objectinwarningRange i i
—_— N 1
I I

ps : PickupStation

comTand

isPartOf

LGV isPlacedOn | S1: Seament fispartof| Stl: Station

isPartOf| $2: Segment

isPartOf

ds : DropStation

|
T
assert !
|
|
|
|
|

| slowDown 1
N
I I

isPartOf | st2: Station

p2 : Pallet

isLocgtedOn

isPlacedOn

obstacle

ol : Object
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Application: Testing an LGV 1/3

= Context modelling: Capturing environment objects,

relations, constraints

) connectedTo
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‘ [ Layout ! isComposed0f = segment .,
S * * lfa‘\ength it after * * before
. obstacleOn ‘ X
isPartOFf a ‘ Q Exent
- * - A A .
] station ! * [ s
g Posttion_x 1 it * destination | & MoveEvent ‘
gy position_y : int placedon | (=g duration  —| Eappearevent | [Bc JEvent | —
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| Q DropStation | | Q PickupStation isLocate'an ) near (
. | EEmergencyStopCommandEvent || EPickupCommandEvent
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= N target target
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gé"v:;n:;g e | QDropDownCnmmandEvent
-] J
[Eg position_x : int " * "
Eg position_y : ink
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i
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1
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Application: Testing an LGV 2/3

= Scenario modelling: Capturing the situations to be
avoided or reached

o Example: The robot shall horn the bell and reduce its
speed when a human comes to the warning area

Context fragments: Scenario:
| FlLev_s1
EICF_LGV_S1_1
‘ E perception:Perception | E control: Control | E ackuator:Actuatar ‘
] sut : SUT inclearRange ] h: Human | |
| | {Context: CF_LGV_S1_1} | |
|
%] me : MoveEvent : | {Context: CF_LGV_S51_2} | :
I
| ObjectInWarningRange | |
I 1
| | | |
FOCF_LGV_S1_2
=k | | | |
Il
inWarningRange 0 | ! HornBe !
g sut : SUT g h : Human
| | Reducespeed |
| | |
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Application: Testing an LGV 3/3

= Test generation: Coverage of individual and combined
scenarios + mapping abstract test cases to concrete

o Example: Obstacle in the dangerous area, human in the
warning area (S1+S3)

<« Abstract test data

- sut : SUT an an
‘ inWar ar
g ttttttttttttttt g seql : Segment g ttttttttttttttt g seqZ : Seqment g station3 : Station
[Eg Po [ length =2 = g length =3 ==t
S PO S PO =
obj : Object human : Human
£ sut:sur angeroushange £]obi: Object B
[E2 position_x =2 S, positi
[Eg po [, position_y =0 [E2 positi
[Eg, position_t
Concrete test data —
inWarningRange
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Tools, models and test execution environment

,

Specify test case generation input
Select a TCG context and a TCG algorithm

File Edit Mavigate Search MagicDraw Project Lgv Editor R3COP Run  Window Help
o 3 B BV e v R . - - | =
TCG method o £ B SE ERVEER L B S= Rt S AR & |
':::' Generate single test case fi}_‘, Project Explorer 3 = 8 object_loca... spawnObject... moveRobot.ch log_model.xml
@ Generate test suite based on context fragement combinations -
. ; . . . L =] <-===;> | e ri)j Resource Set
[} Generate test suite for viclating semantic constraint combinations
) Generate test suite for maximurm coverade i [ Concrete2Gazebo generator 4 [ platform:/resource/EB0Tests.combinations/2013-09-16-21-49-00/TC_SCall_3.Igv
g [ E}, ROSTraceConverter a & World
5 1CG
How much CFs shall be combined? (Considered only if test suite generatic 4 a4 LayOUt.
| =5 EB0Tests 4 < Station
Select a TCG context 4 1= EB0Tests.combinations 4 Position 0
] [ (= 2013-09-16-21-33-04 4 < Station
Select a TCG algorithm b (= 2013-09-16-21-42-58 4 Position 0
4 (= 2013-09-16-21-49-00 a < Station
@ TC_5Call_2lgv 4 Position 0
[ TC_SCall_3.lgv 4 Segment0
@ TC_SCallIgv <= Move Event0
> 1= TCG Sandbex | 4 SUT|
<% Human
g sub : SUT inWarninaRange g pos2 : Position
Egx=+4
Q %] pos : Position Egy=0
= Ejx=0 M
A, CgY=0 {!
Q st1 : Station g seql : Segment g st2 : Station Q seq? : Seqgment - g st3 : Station
4 ]
inWarningRange
#] pos1 : Position #] std : Station #] human : Human
T Ex=l
Chy=2
#lav: LGV
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= Model based robustness testing approach
o Context modelling: “What is possible?”
o Scenario modelling: “What is required?”
o Initial context fragment: “What is relevant?”
o Testing strategy: “What is stressful?”

= Developing methods and tools

o Context and requirements modelling

o Generating test data for testing robustness
and safety of the context-aware behaviour

o Generating test oracles for test evaluation

= Applications and validation

o Household robot (ROS based simulator)
o Laser guided forklift (real configurations)
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