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Felho szamitastechnika




Mi van ma a ,felh6ében”?

Virtualis gép Adatbazis
(Amazon EC2) (Amazon RDS)

Alkalnr )
Alkalmazasszerver

(Google App Engine)

Trenau. . iunkcidk/képességek (internet-elérés)
szolgaltatasként (is) hozzaférhetbek legyenek




Definicio...?

A ,,szamitasi felh6k” egy modell, amely lehetdvé
teszi a halozaton keresztul valo, kényelmes és
széles korld hozzaférést konfiguralhatdé szamitasi
er6forrasok egy megosztott halmazahoz.

= NIST 800-145 alapjan

= Tulajdonsagok, szolgaltatasi és telepitési modellek




Eredetiben

Cloud computing is a model for enabling ubiquitous,
convenient, on-demand network access to a shared

pool of configurable computing resources (e.g., networks,
servers, storage, applications, and services) that

can be rapidly provisioned and released with minimal
management effort or service provider interaction.

= NIST 800-145




Alapvetd tulajdonsagok

m Széles kord halozati hozzaféereés

o Nem csak az Internet

" |gény szerinti onkiszolgalas

= Resource pooling”
o ,Multi-tenant model”: tobb bérl6 egyszerre
o Dinamikus Ugyfelekhez rendelés

o Bérl6i kontroll: legfeljebb magasabb absztrakcios
szinten




Alapvetd tulajdonsagok

= Rugalmas fel- és leskalazas
o Latszolag végtelen,
o akarmikor el6fizethetd erbforrasok

= Meért szolgaltatasok
o Szolgaltatas/er6forras , hasznalata”

o Sokszor: hasznalat alapu szamlazas




Szolgaltatas-terminologia

Alkalmazas
SaaS

Szoftver-kornyezet / -platform

PaaS
Szamitasi er6forras Adattarolas Kommunikacio
laaS DaaS CaaS

Szoftver kernel Lehet egyiitt is laasS (pl.

NIST terminoldgia)

Firmware / Hardware
HaaS




= Képesseg: szolgaltato alkalmazasainak hasznalata
o Hozzaférés: jellemzben vékony kliens
o Nem uj koncepcid

= Peéldak
o Google Apps
o Salesforce CRM
o LotusLive
o Microsoft Business Productivity Online Suite (BPOS)

= Néhany igen sikeres terulet: kollaboracio, kdnyvelés,
CRM, ERP, HRM, CM, PM, ...




= Képesség: sajat/beszerzett alkalmazas telepitése
bérelt futtatokornyezetbe
o Adott kérnyezeti szolgaltatasok
o Adott hasznalhato API-k, nyelvek
o Konfiguralhaté kornyezet
o Korlatozhatja az alkalmazas-modellt

= Google AppEngine
= Microsoft Windows Azure Platform

= Amazon Beanstalk




= Képesséeg: alapvetd szamitasi ero6forrasok foglalasa
o A felhasznalo ,tetszéleges” szoftvert futtat
o Jellemz6en logikai/virtualis er6forrasok

o Kontroll: OS, tarolas, alkalmazasok, halozati aspektusok
eqgy resze

= Amazon Elastic Compute Cloud (EC2)
o Xen alapu virtualizacio
o Egyre teljesebb okoszisztéma
o Az alapszolgaltatas: ,,tomegtermék”

o Erdekesség: gépiddre licitalas (,,bidding”)




Szolgaltatasmodellek 6sszehasonlitasa
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On-premise Infrastructure Platform Software

Environment (as a Service) (as a Service) (as a Service)
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Runtime ' Runtime | Runtime J Runtime
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Forras: http://cloud.dzone.com/articles/introduction-cloud-computing




Amazon EC2

= Infrastructure as a Service
o EC2: sokaig ,,A” Cloud Computing (laaS-re)

= Nem csak csupasz OS lehet

o DB2, WebSphere, InfoSphere, Lotus Forms, Windows
Server 2003/2008, MS SQL, ...

= Szoros integracio a tébbi Amazon Web Service-szel

amazon

webservices™




Amazon Web Services

Your Application

Amazon Amazon Elastic
RDS MapReduce JobFlows
Amazon

Cloud
Front

Amazon S3

Objects and

Amazon EC2 Instances Buckets

(On-Demand, Reserved, Spot)

Amazon SNS Topics
Amazon SQS Queues

Payment : Amazon FPS/ DevPay
Amazon SimpleDB Domains

Amazon
Virtual Private Cloud

Amazon Global Physical Infrastructure
(Geographical Regions, Availability Zones, Edge Locations)

Forras: http://www.zdnet.com/blog/




Amazon Web Services

Compute & Networking

Direct Connect
Dedicated Network Connection to AWS

EC2

Virtual Servers in the Cloud

Route 53

Scalable Domain Name System

VPC

Isolated Cloud Resources

t
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i
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Storage & Content Delivery
o« CloudFront

Global Content Delivery Netwark

Glacier
Archive Storage in the Cloud

S3

Scalable Storage in the Cloud

Storage Gateway

Integrates On-Premises IT Environments w

~>
I
]
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Analytics

e

-

[ -
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Data Pipeline

Orchestration for Data-Driven Workflows

Elastic MapReduce
Managed Hadoop Framework
Kinesis

Real-time Processing of Streaming Big Data

App Services

CloudSearch

Managed Search Service

Elastic Transcoder

Easy-to-use Scalable Media Transcoding

SES

Email Sending Service

» SNS

Push Notification Service

SQS

Message Queue Service

SWF

Workflow Service for Coordinating Application Componi

Database

N

DynamoDB

Predictable and Scalable NoSQL Data Store

ElastiCache

In-Memory Cache

RDS

Managed Relational Database Service

Redshift

Managed Petabyte-Scale Data Warehouse Service

Deployment & Management

L NN N

CloudFormation
Templated AWS Resource Creation

CloudTrail

User Activity and Change Tracking

CloudWatch

Resource and Application Monitoring
Elastic Beanstalk

AWS Application Container

IAM

Secure AWS Access Control

OpsWorks

DevOps Application Management Service




Amazon EC2 - alapfogalmak

AmazonAccount AmazonMachinelmage
oOWnNs T
- accountld: int - amild: int
- canonicalld: string 1 - kernelVersion: int
-  osType: int
1 1
based on
owns (functional
aspect)
v
Instance fustanceJype
- instanceld: int =1 CPL:{TSYpe:d-N
- state: int > based on SR 2 speec i
(resource - memorySize: int
aspect) - storageCapacity: int

A

GeneralPurpose HighCpu HighMemory




D]13\/[68 Amazon EC2

= Alapvetd muiveletek

= Példanyok létrehozasa

= Nagy(ob)ban épitkezés: pl. AWS CloudFormation

o Példa: https://s3-us-west-
2.amazonaws.com/cloudformation-templates-us-west-
2/WordPress Multi AZ.template (jsonviewer.stack.hu)



https://s3-us-west-2.amazonaws.com/cloudformation-templates-us-west-2/WordPress_Multi_AZ.template

Az infrastruktura a szolgaltatas mogott

North America

Asia Pacific

US East (Northern Virginia) Region
EC2 Availability Zones: 5*
Launched 2006

US West (Northern California) Region
EC2 Availability Zones: 3
Launched 2009

Asia Pacific (Singapore) Region
EC2 Availability Zones: 2
Launched 2010

Asia Pacific (Tokyo) Region
EC2 Availability Zones: 3
Launched 2011

US West (Oregon) Region
EC2 Availability Zones: 3
Launched 2011

AWS GovCloud (US) Region
EC2 Availability Zones: 2
Launched 2011

Asia Pacific (Sydney) Region
EC2 Availability Zones: 2
Launched 2012

China (Beijing) Region
EC2 Availability Zones: 1 Coming Soon

Learn more at www.amazonaws.cn




Az infrastruktura a szolgaltatas mogott
Europe / Middle East / Africa

EU (Ireland) Region EU (Frankfurt) Region
EC2 Availability Zones: 3 EC2 Availability Zones: 2
o) .. Launched 2007 Launched 2014
)
®
eo°
@

AWS Edge Locations: Amsterdam, The Netherlands (2), Dublin, Ireland, Frankfurt,
Germany (3), London, England (3), Madrid, Spain, Marseille, France, Milan, ltaly, Paris,
France (2), Stockholm, Sweden, and Warsaw, Poland

South America

Sao Paulo Region
EC2 Availability Zones: 2
Launched 2011

AWS Edge Locations: Rio de Janeiro, Brazil, Sao Paulo, Brazil




Az infrastruktura a szolgaltatas mogott

Titkos, de valoszinlsithet6en oriasi méretek

Min. 1,4 millio, de inkabb 2,8-5,6 kiszolgalo*

Konténerizacio, sajat link adatkdzpontok kozott,
integralt sajat CDN, ...

Mas szolgaltatok: kisebbek
o De gondoljunk bele, hogy -1 nagysagrend mi...

*Forrds: http://www.enterprisetech.com/2014/11/14/rare-peek-massive-scale-aws/




Gartner laaS MQ 2014

Amazon Web Services

‘ Microsoft

@ CenturyLink
Rackspace

CSC
Vinustleam. © ) @ 18M (SoftLayer)

Verizon Terremark

@ Google
Dimension Data . VMware
Joyent @ @ rujitsu
GoGrid @ @

ABILITY TO EXECUTE

COMPLETENESS OF VISION e As of May 2014




Jelent6sége

= Ha nem épititek/lizemeltetitek, akkor hasznalni
fogjatok
o Adatbiztonsagi problémak ellenére rég nem ,,shadow IT”
o Privat és hibrid cloudok!
o Uzleti megfontoldsok: kdvetkez§ cloud ea.

= A (virtualizalt) infrastrukturat érteni kell
o Skalazas-hibatlirés-(~)biztonsag az alkalmazasban
o dinamikus huzalozas

= XaaS: MONaaS/Maas, NFVIaaS, UCaaS, Naas,
D(esktop)aas, ...

" |oT: ,the swarm on the edge of the cloud”




Alapvetd problémak

= Mikor kell / érdemes / nem érdemes / tilos felhot
alkalmazni?

" Hogyan teszunk ktlonbséget?

= Teljesitmény?




Néhany jellemz6 hasznalati eset

= Kiegészitd képességek és kompetenciak

= Core and context”

= Cash Flow”

= (Dinamikus igények miatt nem megfeleld) kapacitas

= Uzletmenet-folytonossag és katasztr. helyredllds

=  Sebesseg”




Jellemzoen mikor ne?

= Konstans terhelés

= Orokolt (legacy) rendszerek

= Adatbiztonsag, torvényi és szabalyozoi megfelelés




Igények és kapacitas

(demand and capacity)




Véges kapacitasu er6forrasok

HTTP Server Throughput (connections/sec)

160 | | | |

140 Server Throughput &— -
120
100
&80
60
40
20

U ] ] ] |

0 H00 1000 1500 2000
HTTP Request Rate (requests/secor

Lehet ez ellen
védekezni?

Abra forrasa: [2], p 10




Eroforrasok skalazasa

= Scale up”

= Scale out”

o Kiszolgalas
parhuzamosithatosaga?

o ,webscale” technologiak

o =2 Furtozés és replikacio

o (Mongo DB Is Web Scale)

i
MUEGYETEM ITEEZ



Kapacitastervezés

= Tul alacsony kapacitas: nem kiszolgalt igény
o Pl. atlagos terhelésre tervezés

" Tdl nagy kapacitas: pazarlas(?)
o Pl. csucsterhelésre tervezés

= Helyi (,,in-house”) fizikai kapacitas alt. lassan és
dragan novelhetd...
O ... s csokkenthetd!

= (Egyszeri) befektetés és elkotelezodés

= |gények?




Www.quantcast.com/utorrent.com

Uniques (Global) per pay | week | Month ' Compare Site

\ More Options

Directly Measures qUONTCASE




www.quantcast.com/linkedin.com

Uniques (United States) per pay | week | Month CompareSits

; More db{ions vi
| | Directly Messures UONtCast

M iobile Web M Online

Heti ciklikussag + szezonalitas




www.quantcast.com/merriam-webster.com

Uniques (Global) per pay | week | Month Chirnas Sie

' More Options v

Directly Measured qUOINTCASt




www.quantcast.com/linkedin.com

Uniques (United States) per pay | week | Month

Compare Site

TVMore Options v"
: : Directly Measured qUOINTCAST
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...elorejelezhetetlen valtozasok

Recently, something remarkable happened on Twitter: On
Saturday, August 3 in Japan, people watched an airing of
Castle in the Sky, and at one moment they took to Twitter so
much that we hit a one-second peak of 143,199 Tweets per
second. (August 2 at 7:21:50 PDT; August 3 at 11:21:50 JST)

To give you some context of how that compares to typical numbers, we normally take in
more than 500 million Tweets a day which means about 5.700 Tweets a second, on
average This particular spike was around 25 times greater than our steady state.

= = B 1\ felN G jOI skalazhatd;
h— e hasznaljuk azt!




Linux RHEL SLES

Region: = EU (Frankfurt)

vCPU

Windows

ECU

General Purpose - Current Generation

t2.micro 1
t2.small 1
t2.medium 2
m3.medium 1
mJ3.large 2
m3.xlarge 4

Variable

Variable

Variable

3

6.5

13

1

Windows ~22 HUF / 6ra
~528 HUF / nap
~16 kHUF / hénap
~193 kHUF / év

Memory (G ux/UNIX Usage

+ egyéb koltségek (EBS,
S3, kimend forgalom,...)
- ,Reserved instance”

30.015 per Hour

30.030 per Hour

4 EBS Only $0.060 per Hour
3.75 1x4 55D $0.083 per Hour
7.5 1 x32 SSD $0.166 per Hour
15 2 x40 55D $0.332 per Hour

2 x 80 SSD $0.665 per Hour



Gartner, 2013 [4]

,For larger businesses with existing internal data
centers, well-managed virtualized infrastructure and
efficient IT operations teams, laa$ for steady-state
workloads is often no less expensive, and may be
more expensive, than an internal private cloud.”




Cloud ,telepitési” (deployment) modellek [5]

" Privat: egy szervezet szamara, tobb fogyaszto (pl.
Uzleti egységek). Lehet sajat tulajdonu és helyben
Uzemeltetett.

" Kozossegi (community): egy szervezeteken ativel6,
igényeken osztozo kozosseg kizarolagos hasznalatara.

o Kormanyzat, egészsegligy, pénzugy, oktatas, ...

" Publikus: nyilt (persze nem szabad) hozzaférésq.
Fizikailag a szolgaltatonal.

" Hibrid: kettd vagy tobb kilénallé felhd kompozicidja
adat- és alkalmazas-hordozhatdsaggal.




Kbltségoptimalizalas?

= Aravan...
o A ki nem szolgalt igényeknek
o Es a felesleges kapacitasnak

= Afelh6 ,egységara” (unit price) lehet magasabb a
sajat befektetésnél, de...

" ... ugyanez igaz az autobérlésre és a hotelszobakra

" Hibrid felhék: privat: alapterhelés, publikus: valtozé

o Komolyabb optimalizaciés probléma és még mindig
terhelést kell becsulni...




GYETEM ITEEZ



Miért éri meg a szolgaltatonak? [6]

= (Centralis hatareloszlas-tétel nélkul)
= X. azonos varhatéértékd (u) és varianciaju (o%),
fuggetlen val. valtozok

= Variacios koefficiens (coefficient of variation): %

= Osszeg varhatdértéke: varh. dsszege
= Osszeg variancidja: variancidk dsszege

naz_la 1




A ,statisztikai multiplexalas” hatasa

= Az atlaghoz képest
vett szoras csokken

\/_ . gyorsan; kisebb

privat cloud-ok!

= A valdésagban persze
nem fluggetlen
minden terhelés

n
plk}, pik},

0.18| 1 ¢ . 018

0.16 0.16

0.14 0.14

0.12 0.12 73 /648 J
0.10 0.10 .
0.08 0.08

0.05 0.05

0.04 | 0.04! -
0.02 0.02 J
0.00773456 g 0003 14 54 k

n=2 n=>5

k), plk),

0.18 0.18

0.16 0.16

0.14| 0.14

0.12 0.12

0.10 0.10 65 [ 648

0.08 0.08

0.05 | 0.05

0.04 0.04

0.02 0.02

0.00 0.00 5 1718 30k

plk)
0.13
0.16 |

0.12
0.10
0.08 |
0.05 |
0.04
0.02

[_.a B |
0.00 3 10,11 18k

Abra forrasa: [7]




,ingyen id6”/ ,ingyen gyorsitas”




Parhuzamosithato terhelések

= Egyre tobb ,zavarbaejtéen” parhuzamos
(embarrassingly parallel), ,,scale-out”
alkalmazaskategoriank van

= NYT TimesMachine [12]: public domain archiv

o Konverzié web-barat formatumra [13]: Hadoop, par szaz
VM, 36 ora

= A hasznalat alapu szamlazas miatt ~ugyanannyiba
keriul, mint egy VM-mel

" Praktikusan: ,ingyen idd”




MapReduce (Hadoop)
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File System




Stream processing




Adatfolyam-forrasok

= Szenzor-adatok
o 1 millié szenzor x 10/s x 4B

= Képek
o Szatelitek: n TB/nap
" |nternetes szolgaltatasok

= Haldzati forgalom
= T6zsdei adatok

Traditional Computing Streams Computing

Fact finding with data at rest Insights from data in motion




Stream processing (vs ,at rest” Big Data)

Ad-Hoc
Queries

---452,70,9,3

Output

. NN D

2wl 190,40
time

—»

Streams Entering

b __ad
Limited s T o
Working
Storage Archival
- Storage

e




Stream processing

Ad-Hoc
Queries

"‘1I51217IOI913
Output
. NN D
N o . B B
time
btreams Entering
v
Many sources LT ]
] Working

With unknown Storage Archival
sampling —_— Storage

frequency .




Stream processing

Ad-Hoc
Queries

|

el 51D, 10, 6, 3 i S(’;and.mg _

Ht ’ veries

F B Output

canvtyhb o —— e
...0,0,1,0,1,1,0 —
time |
| )
M . ~
btreams Entering
) ‘ ) a

Limited .

Many sources :
Working

With unknown Storage Archival
sampling L= Storage

frequency e




Stream processing

Ad-Hoc
Queries

Once per stream:
,Local maximum?”

...1,5/2171()!9/3

5 alrletIYIhlb

swaiy 8 100,340
time

—p

btreams Entering

\_/
Many sources LT ]
] Working
With unknown Storage Archival
sampling —_— Storage

frequency .




Stream processing

LRIl About stream at all times:

Once per stream:

. Queries
_Local maximum?” »Report each new

maximum”

...1,5/2171()!9/3

. NN D

iy B0 4:0

time
e

btreams Entering

\_/
Many sources LT ]
] Working
With unknown Storage Archival
sampling —_— Storage

frequency S,




Typically sliding window approches

= Autocorrelation methods
o Where do we differ from the predicted value?
o Where does the autocorrelation model change?

Trend and Correlation Analysis for sales
1.0

||\|III||
00 I...l- -=aupggy

05

160

140 -

sales
ACF

120 -

100-{ € -1.0

0 20 40 60 80 100 0 5 10 15 20 25
Observation Lag




Feldolgozas: idokorlat!

= Diszk nem hasznalhatd
" Megengedett memoriaigény: korlatos
" Elemenkénti szamitasi igény: korlatos

= Szokasos megoldasok:
o n-esenkénti (tuple) feldolgozasi logika
o Csuszoablakos tarolas és feldolgozas
o Mintavételezés
o Kozelité algoritmusok

o WCET-menedzsment: skalazasi logikan keresztil
* |lletve lehet heurisztika/mintavétel-hangolas is, de az nehéz




IBM InfoSphere Streams

A A & 4
B8 P .

) N1 —

4

D+ )

Logical design: Physical design:
Application topology Hardware environment

4

Deployment of application to hardware

Forras: [15], p 76




Basic cloud market forces —

examples by simulation




BI=\Y/[0B complexmodels.com

Value of utility resources in the cloud

Value of resource pooling and load sharing across a
grid

Value of dispersion in latency reduction

Value of aggregation in variability smoothing and
peak reduction

+1: CV reduction effect for uniform and binomial
distribution




laaS teljesitmény




EENRGIES )Y

Ismeretlen / nem

vezérelhetd ,Noisy neighbors”
Utemezés (sched.) (interferenciak)

Ismeretlen / nem
vezérelhet6
terités (depl.)

+ menedzsment-
teljesitmény?




Steal time

= Linux vendég (guest)
o /proc/stat cpu

o 2.6.11+ (+ kell hipervizor tamogatas)

top - 10 3¢ b up 37 days, 743,
Task=: 147 total.

2 Users,
3 running. 144 =sleeping.
BT, O Eid,
3614752k used,
2E480K L=sed,

load average: 1.15, ©.88
0 =topped, B zombi

Cpui=s): 40 Rz, B Ry, B, Rwa, O.EhT, O 1%=]

47692k buffers

Menm ; 4332028k total, T17276ek free,
Swap: 2097148k total.

2E700E8k free,

= ESXi:, CPU ready” metrika

o Mérés: hipervizorban, nem VM-ben




laaS teljesitmeény

= Telepitési dontések
o Hasznaljam-e ezt a felh6t?

= Kapacitastervezés

o Er6forrasok tipusa,
mennyisége

= Telj. el6rejelzés 3 ] ol
o Varhaté QoS encnmarkolas'

O ... és variabilitasa




Benchmarkolas (pragmatikusan)

(De-facto) standard alkalmazasok

= j6l definialt metrikakkal, mint kimenetekkel

melyek adott alrendszerekre fokuszalhatnak
IT rendszerek 6sszehasonlitasa céljabol.

Népszer( benchmarkok: pl. Phoronix Test Suite

Benchmarking as a Service: cloudharmony.com

Google PerfKitBenchmarker és PerfKitExplorer



http://www.phoronix-test-suite.com/
http://cloudharmony.com/

VM teljesitmény-jellemzbk terképe [9]

! Physical \ 3 Capacity Part \
| Property Part | I :

Transaction
Speed

| [Communication

| /> Availability

|

|

|

|
I . T
:[ Computation Scalabnhty]!
I |
| .» Latency (Time) I
: Memory ST
! [ (Cache) : Vanablllty] |
| Reliability !
i :
:[ Storage I
! \| Data Throughput |
| | (Bandwidth) /




Felh6-specifikus (és fontos): variabilitas [11]

= Teljesitmény-stabilitas (stability): a rendelkezésre
bocsatott er6forrasok képessége id6ében allando
teljesitményt nyujtani

= Teljesitmény-homogenitas (homogeneity):
bizonyossag abban, hogy az er6forras-teljesitmény
rendelkezésre allo példanyok vizsgalata alapjan jol
elérejelezhetd




Microbenchmark tamogatas: halozat [10]

Capacity

Transaction
Speed

Availability [

Latency

! Metrics

Packet Loss Frequency

| Correlation between Total Rumlmt ‘

! and Communication Time

TCP/UDP/IP Transfer Delay
(S, ms)

Benchmark

‘ Max Number of Transfer Sessions | SPECweb 2005 [22]

Badabing Tool [43]
Applm.mun Suite [30]

CARE [45]
ng (3]

Lalcm,_w Sensitive
Website [5]

_ Batabug Tool [43)

MPI Transfer Delay
(s, us)

| HPCC: b_eff [42]
| Intel MPI Bench [18]

mpptest [8]
A \\llh MPI |44]

OMB-3

Reliability

Data
Throughput

Connection Error Rate

CARE [45]

Prob«. Loss Rate

TCP/UDP/IP Transfer bit/Byte
Speed (bps, Mbps, MB/s, GB/s)

MPI Transfer bit/Byte Speed
(bps, MB/s, GB/s)

Badabmb Tool [41]
Ipt.rf (5]

' Private tools
| TCPTest/UDPTest [43]

SPECweb 2005 [22

| Upload/Download/
| Send large size data[23]

| HPCC: b_eff [42]
| Intel MPI Bench [18]
: mpplcstlS] n
(OMB-3,

| —

{




Példa: halozat benchmarkolas netperffel
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TCP throughput (MB/s), on: ServerViM
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TCP latency: mean in sampling run {us), on: ServerifM
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“Mi lehet fontos”?

Platform hibak és minoség




Resource types Tenant capabilities

- Computing service | -Resource service types|
Physical machine| - Continuous resource services|
Virtual machine | [ : : —
Holding & using leased resources (implicit) \
QoS enforcement for resources\

HTransactional resource services|

{Operations handling mechanisms (resource state space) \
H Generic operations handling mechanisms |

Object Migration

L Network service| Snapshot

W
A

caling
Clone

IP address
VLAN

Virtual switch | Backup
0S operations handling mechanisms
Load balance] QoS op g |

: Reservation
irew

HInformation in response to queries |

T

-n
s 1]

Gatewa
Y HResource service properties|

Tenant specified configuration \
Template-based instantiation \
HNon-resource services|




laaS resource operations handling mechanisms

Resource type Operations handling mechanisms
AN ETG I B start, shutdown, hibernate, wakeup

Virtual machine create, delete, start, shutdown, suspend, restore, hibernate,
wakeup
VM Image add, import, store, register, deregister, query, update, delete,

export

VM template upload, update, disable, enable, query, delete
create, attach, detach, query, delete
IP address apply, bind, unbind, query, release

Eﬂaw@ 71 =N TR=NRC

EGYETEM ITEEZ




FG veszélyforrasok (platform failure modes)

= Latency variation of VM services

O e.g. resource accesses, real-time notifications, system calls,
instruction execution, interrupt handling

= Variability of resource service performance

= VM failure

"= Nondelivery of configured VM capacity

" Delivery of degraded VM capacity

" Changes in the tail latency of 1aaS constituent services
= (VM) clock even jitter

= (VM) clock drift

" Failed or slow allocation and startup of VM instance




V4 e o

laaS mindségi jellemzdok

WM stall

Virtual Machine Premature VM release ratio

service quality metrics VM scheduling latency

VM clock ermror

Packet loss
Virtual Network Interface | | Packet delay
service quality metrics Packet delay variance
Metwork cutage

TCaas service reliability

Technology Component

. . . { TCaas service latency
service quality metrics

| TCaas service cutage

VM provisioning latency

VM provisioning reliability

Virtual Machine orchestration =| VM Dead on Amval
Orchestration WM Placement Policy Conpliance
service quality metrics Failed VM Release Ratio

WM provisioning latency

Virtual Network orchestration =| VN provisioning relability

VN diversity compliance




Felhok osszehasonlitasa




Data exploration versus ranking/KPlIs

#1 #2 #4 #5 #6 #7 #8 #9
10-9 Excellent Cuisinart Brew  Mr. Coffee SJX  Melitta 10-Cup ~ BUNN Phase Cuisinart Mr_Coffee FTX  Delonghi 12-  Zojirushi Fresh  Kalorik 12-Cup  Bonavita 8-Cup
8-6 Good Central Coffee Maker Brew Automatic Brew Cup Drip Coffee Brew Coffee Maker  Coffee Maker
& and Serve Maker
verage
3-2 Poor

1-0 Bad

Print/Email E’
f__\ f—_‘ (_'—\

Ratings 9.90 9.4 9.3 9.05 8.95 8.8 8.7 8.5 8.4 8.1

@ Overall Rating 10

B Basic Features 9

@ Convenience Features 8

m Help & Support 7
6
5 ————
4 — £
3 e : ﬁ =
2 : =
1 b ihe 2

11T

£
;'ér"
-
et

I




laaS ranking/KPls

=_Lmergent research topic
o e.g. CloudGenius, SMICloud

o Roots: Web Service selection

" |ndustrial significance
o ,Service Measurement Index” (CA & Carnegie Mellon)
o Commercial solutions?

= Ranking/sel. over different properties: MCDM




The Service Measurement Index

Attribute

SMI Attribute Definition

Accuracy

The extent to which a service adheres to its requirements.

Functionality

The specific features provided by a service.

Suitability

How closely the capabilities of the proposed service match the features needed
by the client.

Interoperability

The ability of a service to easily interact with other services (from the same cloud
service provider and from other cloud service providers).

Service Response Time

An indicator of the time between when a service is requested and when the
response is available.

assurance
financial
performance

security and privacy

usability

SMICloud:

AHP




The Analytic Hierarchy Process (simplified)

AHP: Choosing a Leader

Goal:

Choose a Leader
1.000

/7\

Criteria: Experience

547

Education

Charisma

Age
.056

Alternatives:

==

Tom
358

Dick
493

Harry
149

Hierarchy

Criteria: relative
weights
(importance)

Covering criteria
weights

Alternative weights
by c.c.

,Synthesize”
(weighted
summation style)




AHP with true hierarchy

Level |

Level 2

Level 3

Level k

The most general
objective of the
decision problem

— AN,
AR —

— —
= /\\,
\ N\

/ \

Decision
attribute |

Decision
attribute 2

T e — ,“%

More detailed More detailed
decision decision
attnbute attribute

NS NS
A\ 7N
l / 4 '\‘ /‘
% I\
Decision Decision
alternative alternative
1 2

Decision
attribute n

o —

More detailed
decision
attribute

7N

\\l//

Best Service

1

Decision
alternative
m

Cheapest Best Latency Best Quality
Service Service Service
I_ I 1 1
Hourly_ Usage|| _|Max Network Pasforiiance Uptime Servucg
Price Latency Popularity
Avg Network U]
Latency CcPU
= RAM
- Disk

CloudGenius




,Leve

III

priority vectors: pairwise comparisons

Intensity of
Importance

Definition

Explanation

1 Equal Importance Two activities contribute equally to the objective
2 Weak or slight
: Experience and judgment slightly favor one
3 Moderate importance pe jce ghtly
activity over another
4 Moderate plus
5 Experience and judgment strongly favor one
5 Strong importance 37 e ey
activity over another
6 Strong plus
& ’ An activity is favored very strongly over another;
7 Very strong or demonstrated importance | . : : :
its dominance demonstrated in practice
8 Very.very strong
3 The evidence favoring one activity over another
9 Extreme importance

is of the highest possible order of affirmation

1.1-1.9

When activities

A better alternative way to assigning the small

Reciprocals of
above

Measurements
from ratio scales

is added to 1 tc Performance | Performance Judgment Fundamental
appropriate criterion 1 criterion 2 scale: 1-to-2 ratio
If activity i has | Storage Memory We usually strongly favor better storage perf. 5
numbers assigr over better memory EEWI"F“
:w;;&q\it;z:yc(’n Storage Comp. We usually slightly favor better computation 1/3
perf. over better storage perf.
Storage Comm. We usually slightly favor better 1/3
communication perf. over better storage perf.
Memory Comp. We usually wvery strongly favor better 1/7
computation perf. gver better memory perf.
Memory Comm. We usually wvery strongly favor better 1/7
communication perf. gver better memory perf.
Comp. Comm. Both are equally important 1




IH

priority vectors: pairwise comparisons

,Leve

Storage Memory Computation Communication

St 1 5 = =

. orage 3 3

ol = 1 1 1

Memory c 1 ; ;

Computation 3 7 1 1

Communication 3 7 1 1
Storage Memory Computation Communication

Wg031=[ 0.15995212 0.04682919 0.39660935 0.39660935 |

Not mandatory — e.g. measurement results on rate scales




Synthesis on covering criteria

Best Service

= Evaluate alternatives on

C.C. (Weight S); fé‘:fv‘?fé“ i Beéir‘;?caé‘ty
HourIyUsage | _|Max Network batoiiane o Uptime Servicg
. )) [ Price Latency Popularity
= Synthesize” using c.c.
: e | B e
weights
- RAM
m m — Disk
D W a _Z(Wl 1 )a
] n - n lj
w _1 A w _1
=1 Zk_1 ik =1 k=1 %k
m m
[ wp Qi w; 1
X = W max d;, w maxa, | Y
i=1 Kot i3 te
w1
W.
R [
Xi = —— a
] w ar lj




A hierarchy

Storage

Memory

Best performance
VM service

Computation

Communication

Latency

Data

throughput

Tr. speed

Data

Throughput

Latency

Tr. speed

Latency

Tr. speed

Latency

AN AN AN AN AN A AN AN AN

Data ‘
Throughput

/
{
<
:

Expected behavior

Stability

Homogeneity

Expected behavior

Stability

Homogeneity

Expected behavior

Stability

Homogeneity

Expected behavior

Stability

Homogeneity

Expected behavior

Stability

Homogeneity

Expected behavior

Stability

Homogeneity

Expected behavior

Stability

Homogeneity

Expected behavior

Stability

Homogeneity

Expected behavior

Stability

Homogeneity

Expected behavior

Stability

Homogeneity



First level

Performance | Performance Judgment Fundamental
criterion 1 criterion 2 scale: 1-to-2 ratio
Storage Memory We usually strongly favor better storage perf. 5
over better memory perf.
Storage Comp. We usually slightly favor better computation 1/3
perf. over better storage perf.
Storage Comm. We usually slightly favor better 1/3
communication perf. over better storage perf.
Memory Comp. We usually wvery strongly favor |
computation perf. over better memory p @ 1 @
Memory Comm. We usually wvery strongly favor |
communication perf. gver better memony 3 3
Comp. Comm. Both are equally important
9 c 9

w . Storage Memory Computation Communication
goa]—[ 0.15995212 0.04682919 0.39660935 0.39660935 ]




Second level

W _ Latency Data throughput
comm — 1 0.25 0.75 ]

w _ Latency Tr. speed
comp — | 0.5 0.5 ]

v _ Data throughput Latency Tr. speed
mem — 1 0.334 0.333 0.333 ]

S Latency Data throughput Tr. speed
SET 0.6 0.2 02 ]




Third level

Expected behavior Stability Homogeneity

Expected behavior 1 4 9
_ . 1
W tevel3 = Stability 2 1 5
, 1 1
Homogeneity 5 = 1

w _ Expected behavior Stability Homogeneity
level3 = | 0.70852417 0.23114819 0.06032764 |




Global weights for coverin ey e e
g g Latency | ‘ Stability ‘
- Homogeneity ‘
[ ] [ ]
C r I t e r I a Expected behavior ‘
. Data o
Global weight Storage ™ throughput <SPty
Weight rank Covering criterion (abbrev.) (%) Homogeneity ‘
(o]
1 COMM_dat_thr_exp 21,08 E— Expected behavior |
2 COMP_latency_exp 14,05 Tr. speed Stability |
3 COMP_tr_speed_exp 14,05 Homogeneity |
4 COMM_latency_exp 7,03
5 COMM_dat_thr_stab 6,88 Expected behavior ‘
6 ST_latency_exp 6,8 Thr(?:;: put Stability |
7 COMP_latency_stab 4,58 | Homogeneity |
8 COMP_tr_speed_stab 4,58
9 COMM_latency_stab 2,29 Expected behavior |
10 ST dat_thr_exp 2,27 Memory >| Latency | stability |
11 ST _tr_speed_exp 2,27 Bost P Homogeneity ‘
est perftormance
12 ST_latency_stab 2,22 VM service Expected behavior ‘
13 MEM_latency_exp 1,99 Tr. speed | ‘ Stability ‘
14 COMM_dat_thr_hom 1,79 R
Homogeneity ‘
15 COMP_latency_hom 1,2
16 COMP_tr_speed_hom 1,2 . S berau ‘
17 MEM_dat_thr_exp 1,11 xpected behavior
- - - L t | oy
18 ST dat_thr_stab 0,74 atency % Stability |
19 ST_tr_speed_stab 0,74 Computation Homogeneity |
20 MEM_tr_speed_exp 0,66 Expected behavior ‘
21 MEM_IatenCy_Stab 0,65 Tr. speed I ‘ Sta bi|ity ‘
22 COMM_latency_hom 0,6 Homogeneity ‘
23 ST _latency_hom 0,58
24 MEM_dat_thr_stab 0,36 Expected behavior ‘
25 MEM_tr_speed_stab 0,22 Latency | Stability ‘
26 ST _dat_thr_hom 0,19 -
Homogeneity ‘
27 ST_tr_Speed_hom 0,19 Communication
28 MEM_latency_hom 0,17 Expected behavior |
Data o
29 MEM_dat_thr_hom 0,09 Throughput Stability |
A 30 MEM_tr_speed_hom 0,06 Homogeneity
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Autonom és hibatdiiro

informatikai rendszerek




Motivacio

* Ezredforduld: ,rendszermenedzsment-valsag”

,Computing systems’ complexity appears to be
approaching the limits of human capability, yet the
march toward increased interconnectivity and

integration rushes ahead unabated.’ (Kephart et al.
2003)

= Belizemelés és karbantartas koltségei!
o Es egyéb min&ségi jellemzdi, pl. rendelkezésredllas

= N.B.:, enterprise software” néz6pont




Motivacio
As systems become more interconnected and
diverse, architects are less able to anticipate and
design interactions among components, leaving

such issues to be dealt with at runtime. (Kephart et
al. 2003)

= Torténelmi perspektiva: belsé adatkdzpontok,
Tivoli et al., utility computing’, dinamikus WS-ek,
stone-knivesand-bearskins

= Ami nem latszott: cloud computing




,2Autonom szamitastechnika”

Az autonomic computing (AC, autondm informatika) az
autondm idegrendszert modellez6 rendszertervezési
paradigma. A rendszer alapvetd allapotvaltozéiban
bekovetkez6 valtozas a teljes rendszer viselkedését

megvaltoztatd beavatkozast valt ki, amely biztositja, hogy a
rendszer egyensulyi allapotba kerul a kdrnyezetével.




,2Autonom szamitastechnika”

= 2001: IBM ,manifesto” az onmenedzsment jegyében

" F§ inspiracio: az (emberi) idegrendszer
o Tagabb értelemben a bioldgiai rendszerek

= Harom alapvetd elv
o Szabalyozasi kordk (control loop)
o ,dinamikus tervkésztés”
o Ontudattal rendelkez§ (self-aware), reflektiv rendszerek

= Rendszerszint( megkozelités
o Automatizalas + feltiigyelet minden rétegben

o Federalt, heterogén komponenensek kohezivan
egyuttm(kodnek




Concept

Self-configuration

Self-* tulajdonsagok

Current computing

Corporate data centers have multiple
vendors and platforms. Installing,
configuring, and integrating systems is
time consuming and error prone.

Autonomic computing

Automated configuration of components and systems
follows high-level policies. Rest of system adjusts
automatically and seamlessly.

Self-optimization

Systems have hundreds of manually set,
nonlinear tuning parameters, and their
number increases with each release.

Components and systems continually seek
opportunities to improve their own performance and
efficiency.

Self-healing

Problem determination in large, complex
systems can take a team of programmers
weeks.

System automatically detects, diagnoses, and repairs
localized software and hardware problems.

Self-protection

Forras: [1], p 43

Detection of and recovery from attacks
and cascading failures is manual.

System automatically defends against malicious
attacks or cascading failures. It uses early warning
to anticipate and prevent systemwide failures.




Self-* tulajdonsagok

e Aself-* (6n*) tulajdonsagok AC rendszerek
makroszkopikus tulajdonsagai

Business resiliency

Discover, diagnose,
and act to prevent
disruptions

Adapt to dynamically
changing environments

Operational
efficiency

Secure information
and resources

Tune resources and
balance workloads to
maximize usea of [T
resources

Anticipate, detect,
identify, and protect
against attacks




Onkonfiguracid - Self-configuration

e Automatikus adaptacio a dinamikusan valtozo
kdrnyezethez

e Bels6 adaptacio

o Komponensek hozzaadasa vagy
elvétele (software)

o Futas kozbeni ujrakonfiguracio

e Kulsé adaptacio

o A globalis infrastruktura szerint
sajat magat allitja be a rendszer




Ongydgyitds - Self-healing

e Kulsd zavaras felismerése, diagnosztizalasa és
szolgaltasmegszakitas nélkili kezelése

e Autondm problémafelismerés és
megoldas

e A hibas komponenseket

o detektalni,

(U000

o izolalni,

o javitani,

o Ujraintegralni.




Onoptimalizacid - Self-optimization

e Er6forrasok automatikus monitorozasa, hangolasa,

fellgyelete
o Mikodés nem elbre jelezhetd korilmeények kozott

o Er6forras kihasznalas maximalizalasa
emberi beavatkozas nélkul
e Dinamikus er6forras allokacio és
terhelés-menedzsment
o Er6forras: tarhely, adatbazis,
halozat
o Példa: dinamikus szerver furtok

(0000




Onvédelem - Self-protection

e Tamadasokra valo felkészulés, detektalas,
azonositas és védelem

o Felhasznaldi hozzaférés
definialasa és felligyelete
minden eroforrasra

o Jogosulatlan hozzaférés eIIem
védelem '




Megvalositasi minta: MAPE-K

Autonomic manager

é Managed elementé

Forras: [1], p 44




Autonomic Element - AE

*Az architektura alapeleme a

*Felligyelt egységbdl

* Adatbazis, alkalmazasszerver, stb

*Es autondm menedzserbdl alld
Autondm egység

Autonomic Manager

Monitor

Knowledge

* Feladatai: \_q_ 'E//
* A funkcionalitas nyujtasa @ed Element

Sajat viselkedésének felligyelete a
self-* tulajdonsagok alapjan

e Egyluttm(ikédés mas autondm Az autonéom egyseg
egységekkel




Altalanositott ,, agens”

Autonomic Element (agent)

Managed Component

; ;

Internal Repair plan
Monitor effector

;

Adaptation planner a System

t Knowledge

External
Monitor

A

Y




AE: Kolcsonhatasok

*Kapcsolatok AE-k kozott:

— Dinamikus, ideiglenes,
célorientalt

— Szabalyok és kényszerek
definidljak

— Egyezség altal jon |étre
e Ez lehet targyalas eredménye

— Teljes spektrum

e Peer-to-peer
e Hierarchikus

— Hazirendek (policy)
szabalyozhatjak




Onszervezés

" Az Onszervezes
o alacsony szintd egységekben végrehajtott
o dinamikus folyamatok 6sszessége, amely soran
o struktura vagy rend jelenik meg
o globalis szinten.

" Az onszervezl viselkedést eredményez6 szabalyokat
(amelyek a kolcsonhatasokat meghatarozzak) az AE-k
csupan lokalis informacio alapjan alkalmazzak




AC referencia architektura

Epit6elemek kombindaldsa tipikus
fo rgato ko nyve kke Application patterns

— 7 y A ‘
Managmge ment User ( i

dita finehon interface Manager-to-resource

N7 B interactions
\. J

coordination —
= .]<§—D . 5 - 3
(=88

Manager-of-manager
interactions

IT épitéelemek, és @
leiras

IT Organization A [Management service

At
Az AC rendszer altal fellgyelt — .
gy @ T - -

Management tools ) \_

Composed autonomic
managers

er6forrasok

e / Management tool \ R
coordination =3 P N
Resource definition @ - = Embedded autonomic
architecture . bt j 4 manager
A —— i Resource access
| : @ - Task delegation
b
Vo ! b £ A 4 \ J
\ !
i — '

Generic definition and Encoded forms of business
items, flows, resource definitions, etc.

canonical details




Kolcsonhatasok

Automatically sense the

Automatically invoke and/or
schedule the task with the

@ information needed to provide
the appropriate context.

Automatically prepare to
perform the “primary” task by
collecting necessary details,

configuring necessary tools, etc.

Automatically perform the
“primary” task in accordance
with any policies that govern

the performance of the task.

Automatically communicate
the results to the necessary
stakeholders when the task

completes.

(&)

Invoke

Prepare

Perform
primary

istribute

./

1 |

[ ]

1 |

Run an infinite loop
that looks for new
symptoms every

5 minutes,

Gather metrics
for the last
15 minutes.

Recognize
symptom

Publish a
symptom
record to the

Subscribe to the
symptoms logs.

Consult experts
to determine
best change
type.

Request
a change

E-mail the
change form to
the CAB.

Monitor e-mail for
new change
request forms,

Gather current
topology details
for targeted
systems,

Produce a
change plan

Store the
change planin
the CMDB.

Watch for
“ready-to-run”
plansinthe
CMDB.

Review schedule
to be sure the
plan can be
executed.

Execute a
change plan

Update the
CMDB with the
detailed
changes.




Kitekintés: AC és M1 [3]

= Policy (~szabaly, hazirend, eljarasrend) alapu tervezés
o Allapot alapu

= Action
o ECA (~uzleti szabaly)

= Goal
o ,,Célallapot”; a rendszer dont (pl. heurisztika)

= Utility function (hasznossag)
o Minden allapotnak ,érték”; nem binaris hasznossag
o Rugalmasabb mikddés, nehezebb specifikacio




Eljarasrendek: specifikacids szintek

Modealing, | ible Srates
. EdhlE AdLES
aenarative o "
& L ME

l_'l .-!.. % len
Actions " Goals W-=========- Ltility Functions

>

Higher-level behavioral specifications




Példa: Action policy

= ,Gold” és,,Silver” tranzakciok egy adatkdzpontban
= Policy utkozes, ,vergddés”

G. IF (RTg > 100 msec) THEN (Increase CPUg by 5%)
S. IF (RTs > 200 msec) THEN (Increase CPUs by 5%)

500
= 400 B Mi lesz az osztott erGforrasokkal?
2 + CPUc + 5%
3 3 CPUs + 5%
E S00F o
3 &)
5
@ 200 Megoldas: pl. a priori tudas bevitele
g e (pl. Gold fontosabb, mint Silver,
@ 100 F G+ (e] q . 20 [ o0 2 o
? bizonyos szint folott nem kérunk plusz CPU-t,
. I masik szerverre allokaljuk a terhelést, ...)

0 100 200 300 400 500

Gold response time (msec)




Példa: Goal policy

B Ugyanaz 37 ada Pontosabban: M/M/1-bdl
, ) , és a Little-térvéenybdl adodik
= Vagyott”+elérhe . TOFR

oc-C!- — )\1

T: adott tranzakcidosztaly valaszideje
C: er6forras
o: kapcsolat a CPU és a valaszidd kozt
\: érkezési rata
(egyszerl sorbanallasi modell alapjan)




DI=\Y/[0N Let’s plot this ourselves

t_class <- function(x){1/(x-1)}

goldandsilver <- function(goldperc, sumserver){
goldrpt <- t_class(sumserver*goldperc)
silverrpt <- t_class(sumserver*(1-goldperc))
c(goldrpt,silverrpt)

}

res <- sapply(seq(from=0.3, to=0.7, by=0.005), goldandsilver, 5)

response_times <- data.frame(t(res))
response_timesSservers <- 5

res2 <- sapply(seq(from=0.15, t0o=0.85, by=0.005), goldandsilver, 10)
response_times2 <- data.frame(t(res2))
response_times2Sservers <- 10

res3 <- sapply(seq(from=0.08, t0=0.92, by=0.005), goldandsilver, 20)
response_times3 <- data.frame(t(res3))
response_times3Sservers <- 20

res4 <- rbind(response_times, response_times2, response_times3)
res4SSNUM <- as.factor(res4Sservers)

res4Sservers <- NULL
colnames(res4) <- c("gold_rpt", "silver_rpt", "servnum"

library(ggplot2)
gplot(data = res4, x=gold_rpt, y=silver_rpt, color=servnum) + aes(size=0.5)




Példa: Goal policy

= Ugyanaz az adatkozpont, cél:

G. RTg < 100msec
S. RTs < 200msec

= Vagyott”+elérhetd tartomanyok

Silver response time (msec)

500

BN
o
o

300 F

200

100

0 100 200 300 400 500
Gold response time (msec)

Gold-Silver Tradeoff

Adott terhelés és
erOforraskészlet mellett

Neither

;SO servers




Példa: hasznossag alapu policy

Utility
100

80
60
40

20

Gold RT

100 200 300 400 hesponse

= P|. SLA alapjan

= Vezérelhet cél alapu policyt, pl. er6forras
menedzser szintjén

o Egyszer( specifikacio, komplex dontési logika




Kihivasok, feltetelezesek

= A hasznossag el6re ismert
o Rossz specifikacio: Silver osztaly ,,éhezik”
o Nincsenek kiugréan fontos/hosszu tranzakciok

= Taszkvaltas hatasa elhanyagolhato
= Valaszid6 egyértelmien mérhetd
o Atlag? Max?
" Az er6forrasmenedzsment hatékony

o Nem ront a helyzeten az atkonfiguralas




Példa: tanulsagok

" Eredmeény:
o Hihetéen mikoédé
o automatikus
o (valamennyire ... er6sen) deklarativ
o ujrakonfiguracios logika
o ami SLA-k sértése ellen véd
o (persze nem tokéletes)

= Figyeljuk meg: matematikai apparatus...




Autonom rendszerek osszehasonlitasa

QoS
Kbltseg

Rugalmassag/Granularitas
Autonomia foka
Adaptivitas

Reakcididd

Erzékenység
Stabilitas




Self-optimization példa: kooperativ

adatkozpont-optimalizalas

Imre Kocsis, Zoltdn Addm Mann, David Zilahi,

“Optimal deployment for critical applications
in Infrastructure as a Service” (ICACON 2015) alapjan




Emerging cloud applications: NFV, CC and CPS

Netyvork .Fun.ctlon Carrier Cloud Cyber-Physical
Virtualization Systems

Instead of dedicated resources: 1aaS!




What's the problem?

Noisy neighbor VM (or
operator scheduling)
Call setup time ®

O

O

o
|

rtd_no
call-setup
+ call-teardown

register

operation (msec)
=
o
o

1429279000 1429279250 1429279500

absTimestamp




We have the toolbox...

Example: CPU
Limits, reserves,

shares, schedulers...

Core affinity,
,pinning”

Dedicated: still
option!

ETSI NFV

Architectural
Framework

= No access from cloud

o Yet! (coming)

= Standards mandate
the capability

Nf-Vi-H v v v v
4 MJ M M > M
Hypervisor / /

A A v
Virtual Machine / chucm;al thread
Management and API /‘ emulation /
Virtual Switch (vSwitch) '"*':::;:ll-s“;’;:ms

emulation
‘\ . ;

Compute Node

A 4

core -

core




NFV as a model of cloud-CPS

= Critical service
= |nteractive/real-time

= No tolerance for network impairments

o w/o additional dependability mechanisms




General-purpose laaS for critical applications?

= Performance isolation
o Sub-par for the purpose
o Uncontrollable channels
o No/not disclosed

" Performance: instability and heterogeneity
= Dependability: in application

= For the operator: DC density is king

o For on-line capacity — HVAC]

o Heavy optimization — of op. cost




Deployment

pptimization

that complies
with

tenant
gdeployment

policies




Deployment modeling approach

,Future” VM Requested VM

N (1
Migrateable?

Virtual Machine

to guarantee s

current load

|

i

Other loads |
percentage :
|

|

Tenant

CcSpP

vCorel # dedicated

vCore?2 cores

VM computational load

..............................................................................................

I0PS

Total CPU capacity

Packet rate

Replica set
reqs!




= OPEX - amount of switched-on machines

= RESERVES - immediately servable future VM reqgs

" QoE - single-tenant impact of physical fault




Optimization model




Basic packing formulation

m Resource types: r = memory. egressPacketRate. ingressPacketRate. [OPS
m Binary variables:
if v; is allocated on p;

Alloc; ;= 1 _
otherwise

1

0

1 if p; is active
Activej = < 5 i

otherwise




Basic packing formulation

m
minimize E Active;
j=1

subject to Z Alloc; ; = 1, Vi
j=1
Alloc;j < Active;. Vi, Vj
Z vioad(v;, r) - Alloc; j < cap(p;, r). Vj, Vr

i=1
Alloc;j € {0,1}, Active; € {0, 1}, Vi, Vj




CPU constraints

m PM p; has pen(pj) pCPUs with pcc(pj) computational capacity per pCPU
m VM v; has ven(v;) vCPUs with vee(v;) computational capacity requested per

vCPU
m V., set of VMs with dedicated CPU cores
m Additional constraints:

vee(v;) - Alloc; j < pee(pj). Vi, Vj
Z ven(v;) - Alloci j < pen(p;). Vj

Vi€ Vded

Z cpu_load(i, j) - Alloc; j < pen(pj) - pcc(pj). Vj

=1

m where

/ d( . ) VCn(V,') ' PCC(PJ) if Vi € Vded
cpu_ioadill. —
d . ZVCEVC(V,‘) VC/(V,‘, VC) if v; g Vded




Additional constraints for critical VMs

m |f v; must not be migrated and it is currently mapped to p;:

Alloc;j = 1

m If at most k of the VMs in V can be on the same PM:

> Allocij <k  Vj

V; EV




Additional optimization objectives

Best-effort allocation of reservations for future VM requests:
m Additional constraint:

Y Allocij <1 VeV

m Additional objective:

maximize Z iA//OCiJ

V,'EV' _[=1




Additional optimization objectives

Minimizing the impact of the failure of a PM on a tenant:

m Additional variable: C (highest number of VMs of the same tenant on the
same PM)

m Additional constraint:

Y Allocij< C VteT, Vj
V,'EVT(t)

m Additional objective:

minimize C




The resulting cost function

minimize o - ZAct/vej— 3 - Z ZA//OC,J +:4 - C

vieV! j=1

l | | l |
Number of Number of Max.
active PMs fulfillable future number of
requests VMs of the
same
tenant on
the same

PM




Case study




Case study: Clearwater

Homestead ‘ Homer

F 5
User store Service setting
store

= Open-source
implementation of the
IMS (IP Multimedia

sem) standard

SIP router, connects
users and telco
applications

i keitna e red to be

deployed in NFV laaS




Case study: Clearwater

PM resources Cores Core capacity Memory IOPS Number
bigPM 6 8 32 10000 2
smallPM 4 6 8 350 2

Cores / Capacity/ Memory/ IOPS / Number /

dedicated guaranteed guaranteed guaranteed reservation
Bono 1/y 4/y 1/y 100/ n 2/1
Sprout 2/n 6/y 4/y 100/ n 2/0
Egg:gt/ead 1/n 4/n 4/y 1000/ y 1/0
otherl 2/n 4/n 4/n 100/ n 1/0
other2 4/n 2/n 4/n 50/n 1/0




Shortfalls of a manual deployment

“1Free
“1otherVM1
=1 Sprout2

21 Sproutl

_ Free
1 Homer

bigPM1

CPU Memory IOPS

smallPM 1

| —

CPU Memory IOPS

bigPM2

"1 Free .
1 Bono?2 —

SBonol  ~pyy Memory 10PS

smallPM2

1 Free R—
1 otherVM?2
1 Homestead

CPU Memory IOPS

x All PMs are on = high energy consumption

x Some PMs overloaded, others lightly utilized

x All instances of a VM group on the same PM




Automated solution — cost-sensitive

alpha

beta

gamma

"I Free

1 Homer
I Sprout2
1 Bonol

[ Free

® otherVM2

1 otherVM |

1 Homestead
— 1 Sprout]

CPU Memory IOPS u Bono2

smallPM 1 (Oft)

CPU Memory 10PS

bigPM2

|_|
CPU Memory I0PS

smallPM2(Off)

CPU Memory

T
o

I0PS

v" Two PMs turned off - significant reduction in energy consumption

v Instances of a VM group are on different PMs

x Limited reserve for future VM requests

x Failure of a PM would have significant impact on a tenant




Automated solution — reserve-oriented

3 bigPM1 bigPM2(Off)
Free - -

® otherVM?2

1 otherVM 1

7 Homestead TN oy

alpha 1 Homer — ]
“Bonol " Cpy Memory 10PS CPU  Memory

IOPS

beta smallPM]1 smallPM?2

gamma

"1 Free " Free
o1 Sproutl o1 Sprout2

1 Bono2 CPU Memor}f 10PS ' o (R)Bono3

. . | i
CPU Memory [10PS

v" One PM turned off > some reduction in energy consumption
v Instances of a VM group are on different PMs
v" Indicated reserve available for future VM requests

x Failure of a PM would have significant impact on a tenant




Automated solution — balancing fault impact

bigPM1 bigPM2
gP) | gt
" Free | - Free
DotherVMI 1 otherVM2 —
alpha 1 Sproutl | @ Homestead = ——— =
“Bonol " Cpy Memory 10PS “Homer cpy  Memory 10PS
bet ry Iy
cla
smallPM | smallPM2(OfT)
gamma
"1 Free
1 Sprout2 | .
“BonoZ  cpy  Memory 10PS CPU  Memory IOPS

v" One PM turned off > some reduction in energy consumption
v Instances of a VM group are on different PMs
x Limited reserve for future VM requests

v" Failure of a PM would lead to the loss of only 2 VMs of a tenant, not 3




Initial scalability assessment

Solver runtime (solving terminated at 30s) Optimal solutions and known lower bounds
solving terminated at 30s; constant seed
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