The de5|gn triangle




The new era: dynamic CPS (?)

= Unlimited intelligence
by the synergy of

o intelligence in the cyber space and

o ES interfacing the physical world




Reusable sensors
Multiple, on-demand algorithms

Intention Reality: record flood

» DSN 2013

Solution

The 43rd Annual IEEE/IFIP International
Conference on Dependable Systems and
Networks

= A ot of e-mails:

o ls it safe to come to Budapest?

24-27th June 2013, Budapest
" Fortunately: no request for

“Life west under your conference seat”



http://speed.eik.bme.hu/livecam/

Cameras on riverside

= Different applications
concurrently using
the same primary
information

= Tasks can change according t
time/season/requirements
Identification of ships
Monitoring the break-up of ice
Monitoring the water level
Monitoring the speed of flood
Pollution check
Supervision of hostile entrance to the ship




Dynamic cyber-physical systems

Physical




Critical CPS design and challenges

Measureme_nt and Specification Completeness
extraction consistency
[Parameterization \[ Transformation ) -ation |
( Simulation ] *

Mobile, ad-hoc,
large scale

Software
synthesis
Implementation

Fault modelling, & testing Benchmarking,
testing data processing

Hardware
synthesi

AN AN



Dynamic composition of cyber-physical systems

Infrastructure-
management

Applications

resource
2d management

juswAo|dap

uoneddde mau

Sunojluow
9ouew.oysad

/ sensorweb

S92INIDS

Maintenance

knowledge
base
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Dynamic reconfiguration of resources

User
applications
describe
observational
and processing
constraints

Design space
exploration

System state
monitoring

Performance
monitoring
Deployment

New system
state

Users

Maintenance

Infrastructure-
management

Applications




The change in ES design




Service Oriented Approach

SOA MDD

Embedded systems Upon a new task:
provide services = solution based on

" Information of o design patterns and

O Sensors
o Internet

= High level information

o available resources
New solution deployed

derived " no interference with
= Actuation possibility the already running
(limited) ones

Services in a database




UNIFICATION IS THE KEY

Ontologies and Semantic Technologies




ww«.radicraseum.hu




Smart transducers

Other Network

Computer Gateway

Control Network

Smart Smart Smart Smart
Sensor Sensor Actuator Actuator
Node Node Node Node
Fressure Temperature Valve Solenoid .

T . _..-----7""" Real World Process

GYETEM 178



Plug and play (vs. SOA ?)

Plug and Play

Sensor Analog Signal

- Diai
: S igital (TEDS
Transducer |: Mixed-ode " gital (T )
Electronic | Interface g (00101011111
s EEE . (analog and digital) o10101010010
(TED3) | 100100101001

» Sensor manufacture
 Model number

» Serial number

» Measurement range
» Calibration info

» User Info

 And more ...




Electronic data sheet (NIST example)

Manufacturer D

43 (Acme Accelerometer
Company]

Basic TEDS Model Mumber 115
Yersion Letter B
Serial Mumber A001851
Calibration D ate Jan 29, 2000
Sensitivity 5 ref. condition (S ref) 1.0094 EHIS mt
Standard and Fhysical measurement range + A0 g
Extended TEDS | Electrical output range + 5%
(fields will vary Feference frequency (f ref) 1000 Hz
according to Cluality factor & fref () J00 E-3
transducer type) | Temperature coefficient -0.48 %/~
Feference temperature (T ref) 23 e
oensitivity direction (¥ v, 2) ¥
User Area sensar Location strut 34
Calibration due date April 15, 2002

Figure 2. Example TEDS for Accelerometer




Implementation

Smart Transducer Interface
Module (STIM)

XDCR ADC  —

XDCR DAC [ —

Address
Logic

XDCR Do

I

XDCR

Transducer
Electronic

Data Sheet
(TEDS)

Network
/N\
Transducer
Independent
Interface (TII)
NCAP
2
m —
£ 7 o
2 |8 |8
G S| |G
<I|—_::> = a = N
et B I [ =
3 5| || VTV
1] = (@]
= m
5 ks 2
O % =
<
Functional
Boundaries




Use cases of IEEE 1451

Eemwie Monitoring Application

Distributed Conirol
(Actuating Based on Local Measurement)

Sensor I
ADDRESS
LOGIC

Eemwoie Actuating

Actuator ADDRESS LOGIC

Sensor ADDRESSLOGIC|R B B | % @ I -I

Actuator

Collahorative Measurement and Conirol

Sensor ADDRESS LOGIC
Actuator ADDRESS LOGIC




IEEE 1451 concept
/ Transducer Interface Module (TIM) \

Analog / .
1451 X 1451.0 . Signal
”| Comm Layer = Control Logic ¢ C GD'Q"H:D o “| Processing

\ t [ e /

1451 X Transport Mechanism
/ Network Capable Application Processor (NCAFP) \
| Message 1451.0 Routing,
Abstraction signal 1451.X
A AN N . - -4
e — TCP/IP, Web processing , Comm Layer
Embedded TEDS mgt

Remote Computer

E \ Senver Application /

IEEE1451 Standard Description i




|EEE 1451 standards

User Networks or Internet
o ————————————————-
Metwork
Interface
r{r s - L - ! -\\
Iso/1EC/EEE | [ 1sonec/eeE | [ 1sonecaeee | [ 1soaEc/EEE | [ 1SO/IEC/IEEE
p21451-1-1 || p21451-1-2 || p214511-3 || p21451-1-4 || p21451-1x NHWDFE:‘ node
[ TCP/UDP HTTP ] Web XMPP SNMP Metwork
Services Services Services Services Services Capable
) - i - . Application
ISOAEC/IEEE p21451-1 Common Metwork Services Processor
. Y[ Transducer 1 [ TEDS  Event Y[ Transducer ] (MCAPR)
Discavery e
. Access Access Maotification | |[Management
Services , , , ,
L J L Services )| Services )| Services J | Services |
[ I50/IEC/IEEE 21450 Transducer Services ]
[_ ISOAEC/IEEE 21451-2 or ISO/IECAEEE 21451-5 Module Communications ]
M A Sensor node
Transducer ISO/IEC/IEEE 21451-2 (serial interface) or or
Physical Interface ISO/IEC/IEEE 21451-5 (wireless interface) Transducer
Interface
d N Modul
[ ISO/MEC/EEE 21451-2 or ISO/IEC/IEEE 21451-5 Communication Protocol | / [%n:]E
[ISO/NEC/EEE 21450 TEDS | [ISOMIEC/EEE 21450 [ oicieeasiaor )
[ ISOYIECSIEEE 21450-001 Signal Treatment, Conditioning, & Data Conversion ]
Y A 3
 Mixed Mode : .+ FF
' Interface : v Interface
¥ -4 L
ISO/IEC/IEEE 21451-4 Transducers ISO/IEC/IEEE 21451-7 Blue - existing standard
Transducer (Sensors & Actuators) Transducer Green - active project
\_ S Red - to be proposed

EGYETEM 178



STARTING POINT: FORMALIZED
CONCEPTS

Design and analysis need clear concepts




From ontologies to metamodels

Vision: Synchronized Model-Orier* 1ent

: aq H. Knublauch:
5 6 Ontology Design and Software
i § . 6‘ ‘o Technology, Collogquium -
‘\‘ “‘ Stanford Medical Informatics,

2003

Object-Oriented

. ‘ Class Models
q \ _.ation) (UML, Java)

Goal: Acquire Goal: Implement

correct instances software to apply

(knowledge base) knowledge base
o , =

o _ent
“ .13 & classes

With each translation: More and better optimized tools




Hierarchical data representation

USE
USE AN INTRAY A TIMER

AREA WITH
FOR INCOMING SominvTES oF MO INTERNET , MEDITATE
PAPER WO
=== i 20 MINUTES
UG T R T AT e
MOBILE X GET AWAY AND PEN o8
m [ gL DECLUTTERING BURSTS CET
FACEBOOK | 4/ IF READING ONLY | CLEAR AWAY COMPUTER

HAVE THE BOOK f“
INFRONT OF YoU |

ALL DISTRACTIONS

KE A DIGITAL
X FNLoGY DErox

z -

<l6sss 7 <V

o[l
&
Book:!
& . @
Look AT
#’ TmNéSTD
M4

DI$CONNECTION Bam—I0am
TIMES

CHECK EMAIL
AT SET POINTS

IN THE DAY
communicale——[ knowledge ]

CREATING g5

PE

1S'|ME WITH READINE
FAMILY & , A BOOK
FRIENDS

LOCKS

You OUT OF ’
THE INTERNET  SELF CONTROI

LOCKS You ot /
© Learning Fundamenlals

wawlaamingundamentals.c

OF SPECIFIC SI1 - "
— [grap IC representatons ] are created to communicate

used

of a concept

( by instructors ) for

\

] Assessement

which are linked by

(with software programs)

pen and paper

Ea line which shows ] traditionally with

the relationship




Ontology

A data model that

= represents a domain and
oy » Has a logic in the background
WikipepiA " IS used to reason about

el el = the objects in that domain and
= the relations between them.

Ontologies generally describe: Reasoning :
" Individuals: Concept space traversal

basic objects : :

« subsumption test wrt. different

= (Classes: rofiles

sets, collections, or types of objects P
= Attributes: . consistency check:

properties, features... that objects can satisfiability

have and share « circular containment of classes

= Relations: ways that objects can be related




Ontology foundations

= Ontology
o Formal description of concepts (terminology)
o OWL 2: ontology language for the Semantic Web
o Reusable knowledge models
= Description Logic (DL)
o knowledge representation,
* similar to rule languages
o decidable, efficient decision problems
o justifications for inferences

o terminology (concepts & properties, TBox) and data / cases
(individuals, ABox) are separated

o schema language with complex constraints

= OWL 2 is based on the DL “SROIQ”".




Example: part of the security ontology

WL lasses l [ | F‘ru:upertiesl & Individuals] = Fu:urms]

|—. 4
For Project: 4 Security I For Class: |Fi|e:,I',I',I'C:,I'U5er5,l'Pataric,l'Deskl:u:up,l'C.ﬁ.SED,l'Se
Asserted Hierarchy r t{F 03 j Eﬁ Q’ L% '—E
awl: Thing Property |
[+ Asset ol wersionInfo TODO: Work with thid
{ AzsetlifeCyclePhase | rdfsicomment Dercte: mhen 2 cenmt
----- Attack = Threat Froof-of-concept st3
- ) Counkermeasure
----- Defensestrategy
== : Goal o PR
b () AuthenticationGoals gL &
ConfidentialityiGoals
----- IntegrityGoals
----- literature; Definition owl: Thing

- A. Herzog et al:

-- AccessControlModel

R ——— An Ontology of Information

[0 MaryRelation

-0 Product SeC u r i ty

----- proteqe:ExternalResource

T D@ etk Int. J. of Inf. Security and
Disclosure = Passivedttack

- ) Passivedttack = Disclosure y &3 A& PrlvaCy (1), 4

G- User Defensestrategy

-0 wulnerability ESSTt
: 0a
TargetConneckedTaketwark,
' ’ i Threat
-- Yulner abilicy InCode Produdt
" WulnerabilityInConfiguration ThreatThreatensGoalOf Asset
“e (0 Mulner abilityInlse Lser

EGYETEM



RESOURCE DESCRIPTION
FRAMEWORK (RDF)




Resource Description Framework

= W3C: Resource Description Framework (RDF)

" Graph based structure
o Node: rdf:Resource > something we talk about

* e.g. a document, this photo, a table or “something”
o Edge: rdf:Property = relation type between resources
* e.g depicts, taken_in, type etc.
= Node name and relation type name: IRI
(Internationalized Resource ldentifier)

" Literal nodes: 5**xsd:integer, ,John”




RDF Statements

) taken_in
representation rdf:type -~
file_name
C_this_photo _ DSC0001.JPG

depicts

depicted_by owl:inverseOf

Object is an rdf:Literal
o (this_photo, taken” in, Hungary)
o (this_photo, file name, ,DSC0001.JPG”)
o (this_photo, depicts, John Doe)

o (this_photo, has type, Photo) rdf-type is defined
o (rdf:type, rdf:type, rdf:Property) iR e e el

d
=Tk




WEB ONTOLOGY LANGUAGE

(OWL 2)




Formal Background

" Axiomatic language

e S: Mother = 3child.Person // have child who is a person
R; ObjectProperty knows // everybody knows oneself
Characteristics: Reflexive
O: Visibility = {p- e
I+ child = pare OWL2 EL profile:
Q: FootballCoz * useful fc  OwL defines the semantics '8

// afootbal NUMber of some new relation types,

(D): Individual ° only exis e g owl:intersectionOf or

Facts ° Polinom owl:cardinality
used W.r.t. siz Ul ILUIUgY




SEMANTIC INTEGRATION




Data integration

Source

. )




Semantic Service Integration

" Ontology-based Semantic Data Integration
o Local scheme explained with linked ontologies
o Semantic mapping between schemes

= Semantic Web Services ‘
o OWL-S

Process Model DL-based Types

* Process Model, DL types T 1_ .

: "‘"

= Semantic Service Dlscover\f o o InputstOutputs

Operation Message

o o
L3
* .
* *
- *
-------------------------------------------------------

Binding to SOAP, HTTP, etc.

/
N\ M “wsp L ——-—
| I— - |




SEMANTIC DATA REPRESENTATION




Problems to be solved:

- Transducer metadata as knowledge
- Store and query
- Search & discovery

- Application-generated data as
“derived sensor” data

= Approach:
- Semantic framework to describe knowledge




Semantic Sensor Network (SSN)

= W3C Incubator Group (2009-2011)
= http://www.w3.0org/2005/Incubator/ssn/

= Describes capabilities of sensors and sensor networks
o Formal ontology in OWL 2
o Built on DOLCE Ultra Lite (DUL) upper ontology
= Covers:
o system, deployment, sensing device, process
o observed phenomenon (e.g. wind)
o sensor type (e.g. ultrasonic wind sensor)
o property (e.g. wind direction)
o meaning (e.g. blows from direction)
o unit of measure (e.g. radian)
o operating / survival range (e.g. temperature, humidity, power...)



http://www.w3.org/2005/Incubator/ssn/

SSN — Feature of Interest

A feature
s Classes 33 | % [ (8] = abstraction of real world

4 | rdfs:Resource (343) phenomena

P owl:Thing
» @ DUL:DesignedArtifact
o @ DUL:Event
a4 0 DULInformationObject
0 ssn:SensorDataSheet
O ssn:SensorQutput
w0 DUL:Method
@ DUL:Object
» @ DUL:PhysicalObject
- @ DUL:Process
. ] DUL:Quality
4 0 DUL:Region
0 ssm:ObservationValue
a O DUL:Situation
0 scn:Observation
&¥ ssn:FeatureOflnterest
0 ssnilnput
@ ssn:Output

— =)= _,\.‘:\\‘\ z
0 FeatureOfintere
st

=




SSN — Sensor

e Classes 21 | W [ ﬁgm ¥ =0
4 |0 rdfs:Resource (343) |

4 owl:Thing . Platform
a4 O DUL:DesignedArtifact —

4 ¥ ssn:Device _________3.,?’
0 ssn:SensingDevice : T
> @ DULEvent [F® PhyscaiObiet | ————{" ® Sensor
» @ DULInformationObject
» @ DUL:Method Y Y
@ DUL:Object @ PhysicalArtifac I System 4
4 ) DUL:PhysicalObject t Y
0 ssn:Platform ‘L '
a O ssn:Sensor Y
W ensingDevice
a4 0 ssn:Syste
4 @ ssn:Device
O ssn:Sensing
i @ DUL:Process

> @ DULQuality * sensing method
@ DUL:Regicn
> @ DULsSituation * observes some
® ssninput Property of a FeatureOfInterest.

0 ssn:FeatureOflnterest
@ ssn:Output

Y

" SensingDevice

" DesignedArtifac
t




SSN — Sensing Device

Te Classes 32 | W Lo Qg@ ¥ =0
4 |0 rdfsResource (343)
4 owl:Thing
a4 O DUL:DesignedArtifact
4 6§ ssn:Device
@ ssn:SensingDevice
. 9 DUL:Event
» @ DULInformationObject
» @ DUL:Method
@ DUL:Object
4 ) DUL:PhysicalObject
0 ssn:Platform
a O ssn:Sensor

device implements sensing.

il
r

@ ssn:SensingDevice
4 0 ssn:System
4 @ ssn:Device :
@ ssn:SensingDevice .'“““:_"M__
- @ DUL:Process T
» @ DUL:Quality O Device
» @ DUL:Region
- DUL:Situation
0 ssn:FeatureOflnterest
O ssnilnput
@ ssn:Output

" DesignedArtifac ‘-Tf'
t




SSN —Device

e Classes 21 | W [ ﬁgﬁ] ¥ =0

4 |0 rdfs:Resource (343) |
4 owl:Thing

a4 O DUL:DesignedArtifact

4 6§ ssn:Device

@ ssn:SensingDevice
» @ DUL:Event
v @ DULInformationObject
5 @ DUL:Method
@ DUL:Object
4 ) DUL:PhysicalObject
0 ssn:Platform
a O ssn:Sensor
@ ssn:SensingDevicg
4 0 ssn:System
4 @ ssn:Device
@ ssn:SensingDevice
i @ DUL:Process
» @ DUL:Quality
@ DUL:Regicn
5 @ DUL:Situation
0 ssn:FeatureOflnterest
O ssnilnput
@ ssn:Output

A device

* physical piece of technology - a system in a box

* may be built of smaller devices and SW
components

Y

SensingDevice

" DesignedArtifac
t




SSN — SensorOutput

Te Classes 22 | % b @8] ¥ = O A sensor outputs a piece of

4| rdfsResource (343) information (an observed value),
P owl:Thing -
» @ DUL:DesignedArtifact ObservationValue.
o @ DUL:Event
a4 0 DULInformationObject
0 ssn:SensorDataSheet
O ssn:SensorQutput
w0 DUL:Method :
@ DUL:Object ~_ |
» @ DUL:PhysicalObject ° éemmmmut Eve
» @ DUL:Process -
» @ DULQuality yd oz

.-"'--i'??
@ InformationObije ‘
ct

. ObservationValu

s &

-~

-

a4 0 DUL:Region £ -
. gen:ObhservationValue |_-' Sensor |—'.' Observation

a O DUL:Situation
0 scn:Observation
&¥ ssn:FeatureOflnterest

0 ssnilnput
@ ssn:Output




SSN — Observation

fs Classes 22 | & [ @x[(W] © = O Sensing method estimated or calculated:
+ [@ rdfsResource (343)| value of a Property of a FeatureOfinterest.
4 © owlkThing Links to Sensing and Sensor:

@ DUL:DesignedArtifact .
. @ DULEvent what made the Observation and how;

4 © DULinformationObject Links to Property and Feature

0 ssn:SensorDataSheet :
9 ssn:sensorOutput What was Sensed,

. @ DULMethod Result : the output of a Sensor
@ DULObject Other metadata: times etc.
» @ DUL:PhysicalObject
- @ DUL:Process
. ] DUL:Quality
4 0 DUL:Region
@ ssn:ObservationVal
a O DUL:Situation
0 ssn:Observation

&¥ ssn:FeatureOflnterest

0 ssnilnput
@ ssn:Output




SSN — ObservationValue

e Classes 52 | W L2 ﬁ[i] ¥ =8

4 | rdfs:Resource (343)
P owl:Thing
» @ DUL:DesignedArtifact
o @ DUL:Event

0 SensorDataSheet

a4 0 DULInformationObject __{,_.-1.?'
0 ssn:SensorDataSheet (] , , '
. 0 InformationObje .
O ssn:SensorQutput - @ ObservationValu
w0 DUL:Method ‘ " P e

@ DUL:Object
» @ DUL:PhysicalObject
- @ DUL:Process
. ] DUL:Quality
4 0 DUL:Region
O ssn:ObservatiocnValue The value of the result of an

0 scn:Observation

€9 ssmiFeatureOflnterest some value for a Feature.

0 ssnilnput
@ ssn:Output




SSN — SensorDataSheet

e Classes 2 | W [ ﬁ@ ¥ = 0

4 | rdfs:Resource (343)
P owl:Thing
» @ DUL:DesignedArtifact
o @ DUL:Event

a4 0 DULInformationObject __{,_.-1.?'
0 ssn:SensorDataShes [ . . '
0 InformationObje
O ssn:SensorQutput - @ ObservationValu
w0 DUL:Method : i [

@ DUL:Object
» @ DUL:PhysicalObject
- @ DUL:Process
. ] DUL:Quality
4 0 DUL:Region
0 ssm:ObservationValue
a O DUL:Situation
0 scn:Observation
&¥ ssn:FeatureOflnterest

0 ssnilnput
sz Chutpu
® sinOutput A data sheet:

properties of a sensor.




SSN - Property

ECIassesE@ ﬁt¢%®v=5|

4 |. rdf=:Resource (343”
Fi owl:Thing
» @ DUL:DesignedArtifact
- DUL:Event
» @ DULInformationObject
- 0 DUL:Method
¥ DUL:Object

An observable Quality
of an Event or Object

"-\.\\‘

. 0 DUL:PhysicalObject ]
> DUL:Pr;cess : ‘ @ SunivalPropert
4 © DUL:Quality = v
a4 0 ssn:Properg # Property "“{r
@ ssn:Condition - -\\' /
0 ssn:MeasurementCapability ’E/F 0 SystemLifetime
> @ ssn:MeasurementProperty F. OperatingRange | -
> 0 ssn:OperatingProperty v l ® BatteryLifetime |
) ssn:OperatingRange / A

i
I

- @ ssn:SurvivalProperty
@ ssn:SurvivalRange
- @ DUL:Region
. 0 DUL:Situation
0 ssn:FeatureOflnterest
@ ssnilnput
@ ssm:Output

erty

IT'. MeasurementProp ‘

* @ MaasurementCapa |

bility

“® Quality |




SSN - Condition

E Classes &3 e %@ == 8
4 |. rdf=:Resource (343” ||i
Fi owl:Thing
i @ DULDesignedArtifact P .
i @ DUL:Event I.;' | =
i @ DULInformationObject £ | . Dp&mtl'igpmpar
» @ DUL:Methed #

€ DULObject = |
» @ DULPhysicalObject I @ Condition | | . 5 =
i @ DUL:Process ] urvivalP ropert
a4 0 DUL:Quality ey r{

a4 0 ssn:Property
0 s=n:Condition
0 ssn:Measuremen

@ ssn:MeasurementProf
i @ ssn:OperatingProperty
) ssn:OperatingRange
e @ ssn:SurvivalProperty
@ ssn:SurvivalRange
@ DUL:Region
i @ DUL:Situation
0 ssn:FeatureOflnterest
@ ssnilnput
@ ssm:Output

Ranges for conditions on a
system/sensor's operation.




SSN - OperatingProperty

ECIassesE@ e %@ == 8

4 |. rdf=:Resource (343”
Fi owl:Thing
i @ DULDesignedArtifact
i @ DUL:Event
» @ DULInformationObject
i @ DUL:Methed
¥ DUL:Object
i @ DUL:PhysicalObject
i @ DUL:Process
a® DUL:Quality
a4 0 ssn:Property
0 s=n:Condition
0 ssn:MeasurementCapability
@ ssn:MeasurementProperty
i @ ssn:OperatingProperty
) ssn:OperatingRange
e @ ssn:SurvivalProperty
@ ssn:SurvivalRange
@ DUL:Region
i @ DUL:Situation
0 ssn:FeatureOflnterest
@ ssnilnput
@ ssm:Output

|& @ SurvivalRange |
£ "‘H
i ~
J_,'.; |I .

' SystemLifetime

An identifiable characteristic
of the environmental and other conditions
in which the sensor is intended to operate.

aaw:l s
TEM 178



SSN - OperatingRange

ECIassesE@ e %@ == 8

4 |. rdf=:Resource (343”
Fi owl:Thing
i @ DULDesignedArtifact
i @ DUL:Event
» @ DULInformationObject
i @ DUL:Methed
¥ DUL:Object
i @ DUL:PhysicalObject
i @ DUL:Process
a® DUL:Quality
a4 0 ssn:Property
0 s=n:Condition
0 ssn:MeasurementCapability
@ ssn:MeasurementPrope

i @ ssn:OperatingPrope
0 ssn:OperatingRange
e @ ssn:SurvivalProperty
@ ssn:SurvivalRange
@ DUL:Region
i @ DUL:Situation
0 ssn:FeatureOflnterest
@ ssnilnput
@ ssm:Output

The environmental conditions
of a system/sensor's
normal operating environment.

' SystemLifetime

) OperatingRange |
7 \ l ) Batterylifetime

f A

i
I

IT'. MeasurementProp ‘

bility erty

* @ MaasurementCapa |

@ Quality |




SSN - SurvivalProprty

T Classes &2

ﬁ"tq}ﬁ@vm =

4 |. rdf=:Resource (343”
4

owl:Thing
i @ DULDesignedArtifact
i @ DUL:Event
» @ DULInformationObject
» @ DUL:Method

¥ DUL:Object
i @ DUL:PhysicalObject
i @ DUL:Process
a® DUL:Quality

a4 0 ssn:Property

0 s=n:Condition

0 ssn:MeasurementCapability
@ ssn:MeasurementProperty
i @ ssn:OperatingProperty

) ssn:OperatingRange
e @ ssn:SurvivalProperty
@ ssn:SurvivalRange
@ DUL:Region
i @ DUL:Situation
0 ssn:FeatureOflnterest
@ ssnilnput
@ ssm:Output




SSN — SurvivalRange

ECIassesE@ e %@ == 8

4 |. rdf=:Resource (343”

F

owl:Thing
i @ DULDesignedArtifact
i @ DUL:Event
» @ DULInformationObject
» @ DULMethed
¥ DUL:Object
i @ DUL:PhysicalObject
i @ DUL:Process
a® DUL:Quality
a4 0 ssn:Property
0 s=n:Condition
0 ssn:MeasurementCapability
@ ssn:MeasurementProperty
i @ ssn:OperatingProperty
) ssn:OperatingRange
e @ ssn:SurvivalProperty
@ ssn:SurvivalRange
@ DUL:Region
i @ DUL:Situation
0 ssn:FeatureOflnterest
@ ssnilnput
@ ssm:Output

L
.

L
[+ .
( # OperatingProper ‘
ty

.
£ SunvivalPropert
.y Y

' SystemLifetime

The conditions a sensor can be exposed to
no damage:

i.e., the sensor continues to operate as
defined using MeasurementCapability.

TEM 178



SSINEY e S SN

Bl | @ ) 7 - O Measurement properties

4 |. rdf=:Resource (343”

I (accuracy, range, precision, etc)
i @ DUL:Event +
» @ DULInformationObject
r @ : o . -
S Do Yy Environmental conditions

i @ DUL:PhysicalObject
i @ DUL:Process
a® DUL:Quality
a4 0 ssn:Property
0 s=n:Condition
0 ssn:MeasurementCapability
@ ssn:MeasurementProperty
i @ ssn:OperatingProperty
) ssn:OperatingRange
e @ ssn:SurvivalProperty

@ ssn:SurvivalRange ¢ MeasurementRang
@ DUL:Region ‘
i @ DUL:Situation

0 ssn:FeatureOflnterest

@ ssnilnput

@ ssm:Output

bility

Iﬂ. MeasurementCapa ‘




SSN - Measurement Property

B a 2| Wi &) ¥ =0 . . o
- An identifiable and observable characteristic of a
4 |. rdf=:Resource (343”

4 owkThing sensor's observations or ability to make

5 . DUL:Desi dArtifact _
:} ® DUL:;:E”E 'a observations.

» @ DULInformationObject
» @ DUL:Methed

¥ DUL:Object
i @ DUL:PhysicalObject
i @ DUL:Process
a® DUL:Quality

a4 0 ssn:Property

0 s=n:Condition

'l

.'{]II{ . Selectivity J

esolution " MeasurementProp |

T - T~ -
0 ssn:MeasurementCapability [  Sensitivity /_f’f\/ I N, Hﬁ\"m
i @ ssmMeasurementProperty - p | \‘ P — ‘
i @ ssn:OperatingProperty ' I '
) ssn:OperatingRange | " Frequency ‘ ;J‘_ \
e @ ssn:SurvivalProperty

[ ] ssn:5urvivalRange

@ DUL:Region |
i @ DUL:Situation
0 ssn:FeatureOflnterest
@ ssnilnput
@ ssm:Output

a

 MeasurementRang J

|
It'. MeasurementCapa ‘

bility




SSN - Accuracy

k Classes &% - ﬁ@ ¥ = 8

' |. rdf=Rezource [343”
4 owl:Thing
a D DUL:Quality
a D ssn:Property = |
@ ssn:Condition | " Property ] M ® Ao:::uracy 1

@ ssn:MeasurementCapability N

4 §¥ ssn:MeasurementProperty | * Latency \ |
@ ssn:Accuracy
0 ssn:DetectionLim
O ssn:Drift
@ ssn:Frequency

0 ssn:Latency
0 ssn:Measurem entRange

l  ResponseTime ‘

~ \2: l
‘ " DetectionLimit \}M \

Resolution

0 s=n:Precision
0 ssn:Resclution

® ssnResponseTime The closeness of agreement between the value of

Selectivi .
: et an observation and the true value of the observed

@ ssn:OperatingProperty quahty
@ ssn:OperatingRange
i @ ssmiSurvivalProperty
0 ssn:SurvivalRange
i @ DUL:Region
@ DUL:Situation
0 ssn:FeatureOflnterest
@ ssnlnput
@ ssn:Output
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SSN - DetectionLimit

k Classes &% - ﬁ@ ¥ = 8

' |. rdf=Rezource [343”
4 owl:Thing
a D DUL:Quality
a O ssn:Property
0 ssm:Condition
@ ssn:MeasurementCapability
4 §¥ ssn:MeasurementProperty

@ ssniAccuracy
0 ssn:DetectionLimit
O ssn:Drift
@ ssn:Frequency
0 ssn:Latency
@ ssn:MeasurementRange
0 s=n:Precision
0 ssn:Resclution
@ ssn:ResponseTime
0 ssn:Selectivity
0 ssn:Sensitivity
@ ssn:OperatingProperty
@ ssn:OperatingRange
i @ ssmiSurvivalProperty
0 ssn:SurvivalRange
i @ DUL:Region
@ DUL:Situation
0 ssn:FeatureOflnterest
@ ssnlnput
@ ssn:Output

l  ResponseTime I

|'i'. Property I

I
|I  Accuracy I

| * Latency

I " DetectionLimit

™, AN !

RS I 4

\}M \ | ; I fSalactiviw I

L J " MeasurementProp |

erty

-

NN

|\ ~

I

I I * Precision I
I

A

A

An observed value for which the probability of
falsely claiming the absence of a componentin a
material is 12, given a probability 1+ of falsely

claiming its presence.



SSN - Drift

k Classes &% - ﬁ@ ¥ = 8

' |. rdf=Rezource [343”
4 owl:Thing

a D DUL:Quality

a O ssn:Property I

0 ssm:Condition

I  ResponseTime I

® ssnMeasurementCapability A, continuous or incremental, change in the
a2 :”MTUFE"”E”WFDPEW reported values of observations over time for an
ssr:Accuracy . .
0 ssn:DetectionLipg unChangIng quaIIty.
O ssn:Drift =

@ ssn:Frequency

0 ssn:Latency
0 ssn:Measurem entRange

" MeasurementProp |

NN
o
\I " Precision I

T
I
I
I
I
A

0 s=n:Precision
0 ssn:Resclution

@ ssn:ResponseTime
0 ssn:Selectivity
0 ssn:Sensitivity
> @ ssm:OperatingProperty
@ ssn:OperatingRange

I
-

 MeasurementRang
e

- 0 ssn:SurvivalProperty |
0 ssn:SurvivalRange
> @ DUL:Region
- @ DUL:Situation
0 ssn:FeatureOflnterest
@ ssnlnput
@ ssn:Output
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SSN - Frequency

2 Classes 22 % [ ﬁ@ ¥ =08

4 0 rdfs:Resource (343)
4 owl:Thing
a D DUL:Quality
a O ssn:Property
0 ssm:Condition
@ ssn:MeasurementCapability
4 §¥ ssn:MeasurementProperty

@ ssniAccuracy
0 ssn:DetectionLimit
O ssn:Drift

@ ssn:Frequency

0 ssn:Latency
0 ssn:Measurem entRange

0 s=n:Precision
0 ssn:Resclution
@ ssn:ResponseTime
0 ssn:Selectivity
0 ssn:Sensitivity
> @ ssm:OperatingProperty
@ ssn:OperatingRange
- 0 ssn:SurvivalProperty
0 ssn:SurvivalRange
> @ DUL:Region
- @ DUL:Situation
0 ssn:FeatureOflnterest
@ ssnlnput
@ ssn:Output

‘ * ResponseTime ‘

I
Foramy | |0 fwmes ]

l The smallest possible time between
one observation and the next.

|  Resolution

[ * Sensitivity

| " Frequency ‘

"\.___‘ .H‘-H_
\“. (" Precision ‘

D ————-

a

& ¢ MeasurementCapa
bility

 MeasurementRang J




SSN - Latency

k Classes &% - ﬁ@ ¥ = 8

' |. rdf=Rezource [343”
4 owl:Thing
a D DUL:Quality
a O ssn:Property
0 ssm:Condition
@ ssn:MeasurementCapability
4 §¥ ssn:MeasurementProperty

@ ssniAccuracy
0 ssn:DetectionLimit
O ssn:Drift

@ ssn:Frequency

0 ssn:Latency
@ ssn:MeasurementRang
0 s=n:Precision
0 ssn:Resclution
@ ssn:ResponseTime
0 ssn:Selectivity
0 ssn:Sensitivity
> @ ssm:OperatingProperty
@ ssn:OperatingRange
- 0 ssn:SurvivalProperty
0 ssn:SurvivalRange
> @ DUL:Region
- @ DUL:Situation
0 ssn:FeatureOflnterest
@ ssnlnput
@ ssn:Output

‘  ResponseTime ‘

|
|&'. Property ] M " Accuracy 1

'l
il

— .
| © Latency I \\ s'L ’;
~ }:\ l :ﬂf{ " Selectivity J

i
f

" Detectioj it .

The time between a request for an

observation and the sensor providing
a result.
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SSN - Measurement Range

k Classes &% - ﬁ@ ¥ = 8

' |. rdf=Rezource [343]||
4 owl:Thing
a D DUL:Quality
a O ssn:Property
0 ssm:Condition
@ ssn:MeasurementCapability
4 §¥ ssn:MeasurementProperty

@ ssniAccuracy

0 ssn:DetectionLimit
O ssn:Drift

@ ssn:Frequency

0 ssn:Latency

[ ] ssn:MeasurementRange™

0 s=n:Precision
0 ssn:Resclution
@ ssn:ResponseTime
0 ssn:Selectivity
0 ssn:Sensitivity
@ ssn:OperatingProperty
@ ssn:OperatingRange
i @ ssmiSurvivalProperty
0 ssn:SurvivalRange
i @ DUL:Region
@ DUL:Situation
0 ssn:FeatureOflnterest
@ ssnlnput
@ ssn:Output

The domain of measurement results
under the defined conditions

[ * Sensitivity

| " Frequency ‘

a

It'. MeasurementCapa
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 MeasurementRang i




SSN - Precision

k Classes &% - ﬁ@ ¥ = 8

' |. rdf=Rezource [343”

‘ :“';S'Lﬂg : The closeness of replicated observations on an
4 1Quality .
4 0 ssn:Property unChanged quahty value:

0 ssm:Condition oL oG
® sinMeasurementCapabiliy a measure of a reproducibility

4 §¥ ssn:MeasurementProperty

@ ssniAccuracy

0 ssn:DetectionLimit
O ssn:Drift

@ ssn:Frequency

0 ssn:Latency | " Resolution _— MeasurementProp

) ssm:Measuremen erty

@ ssn:Precision — — I NN

0 ssn:Resclution [ * Sensitivity ’_,____../_.. / | \ ~

[ ] ssn:ResponseTime - : ‘ (" Precision ‘
0 ssn:Selectivity | " Frequency ‘ |

I
-

0 ssn:Sensitivity
@ ssn:OperatingProperty
@ ssn:OperatingRange

 MeasurementRang J
e

i @ ssmiSurvivalProperty |
0 ssn:SurvivalRange
i @ DUL:Region
@ DUL:Situation
0 ssn:FeatureOflnterest
@ ssnlnput
@ ssn:Output
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SSN - Resolution
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4 owl:Thin . .
4 © DULQualty The smallest difference in
a O ssn:Property .
0 ssm:Condition Observathn FESU|tS.

@ ssn:MeasurementCapability
4 §¥ ssn:MeasurementProperty
@ ssniAccuracy
0 ssn:DetectionLimit
O ssn:Drift
@ ssn:Frequency

0 ssn:Latency
0 ssn:MeasurementRangg

0 s=n:Precision
0 ssn:Resclution
@ ssn:ResponseTime
0 ssn:Selectivity
0 ssn:Sensitivity
@ ssn:OperatingProperty
@ ssn:OperatingRange

'l

?/j{ © Selectivity J

'l

i
~_ N\ | / ,
T<J ~N |/ 7

| " Resolution — MeasurementProp |
e .- ‘\_‘ -\.\_E,-i\
[ ® sensitivity | 4 / ~
.~
= . ‘ (" Precision ‘

 MeasurementRang J
e

I
|
|
|
|
A

A
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i @ ssmiSurvivalProperty |
0 ssn:SurvivalRange '
i @ DUL:Region
@ DUL:Situation
0 ssn:FeatureOflnterest
@ ssnlnput
@ ssn:Output
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SSN — ResponseTime
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@ ssn:MeasurementCapability
4 §¥ ssn:MeasurementProperty

@ ssniAccuracy
0 ssn:DetectionLimit
O ssn:Drift
@ ssn:Frequency
0 ssn:Latency
@ ssn:MeasurementRange
0 s=n:Precision
0 ssn:Resclution
@ ssn:ResponseTime
0 ssn:Selectivity
0 ssn:Sensitivity
@ ssn:OperatingProperty
@ ssn:OperatingRange
i @ ssmiSurvivalProperty
0 ssn:SurvivalRange
i @ DUL:Region
@ DUL:Situation
0 ssn:FeatureOflnterest
@ ssnlnput
@ ssn:Output

l  ResponseTime ‘

-,

‘ " DetectionLimit

~7

| ¢ Resolution | _

The time between a (step) change in the value

of an observed qua

lity and a sensor 'settling’

on an observed value.
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SSN - Selectivity
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4 §¥ ssn:MeasurementProperty
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@ ssn:Frequency
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@ ssn:MeasurementRange
0 s=n:Precision
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@ ssn:ResponseTime
0 ssn:Selectivity
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i @ ssn:OperatingProperty
@ ssn:OperatingRange
i @ ssmiSurvivalProperty
0 ssn:SurvivalRange
i @ DUL:Region
@ DUL:Situation
0 ssn:FeatureOflnterest
@ ssnlnput
@ ssn:Output

l  ResponseTime ‘
I

| © Latency

= ‘ﬂ . Selectivi J
‘  DetectionLimit \?j\ R4

| " Resolution __il [ Maasuramanth
[ O sensitivity | 2 /
|~ .

Selectivity is a property of a sensor whereby it
provides observed values for one or more
qualities such that the values of each quality
are independent of other qualities in the
phenomenon, body, or substance being
investigated.




SSN - Sensitivity
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a O ssn:Property
0 ssm:Condition
@ ssn:MeasurementCapability
4 §¥ ssn:MeasurementProperty

@ ssniAccuracy
0 ssn:DetectionLimit
O ssn:Drift
@ ssn:Frequency
0 ssn:Latency
@ ssn:MeasurementRange
0 s=n:Precision
0 ssn:Resclution
@ ssn:ResponseTime
0 ssn:Selectivity
) ssn:Sensitivity
> @ ssm:OperatingProperty
@ ssn:OperatingRange
- 0 ssn:SurvivalProperty
0 ssn:SurvivalRange
> @ DUL:Region
- @ DUL:Situation
0 ssn:FeatureOflnterest
@ ssnlnput
@ ssn:Output

I  ResponseTime I
I

|&|. — ] |I @ Accuracy I
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| ' Latency \ I /
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 MeasurementRang

Sensitivity is the quotient of the change in a
result of sensor and the corresponding change
in a value of a quality being observed.




EXAMPLE: WIND SENSOR




SSN example: wind sensor

EGYETEM

7

8

DUL:Quality [DUL:UnitOFMeasure]

subclass subclass

[qu:QuantityKind)
Wi"d}e”sm ? qu:unitKind

subclass must be subclass
\ I \A v 1
subcllass [ dim:VelocityOrSpeed J [dim :VelocityOrSpeedUnit ]
(UltrasonichndSensor) inst:nce ::
|

| quantity:velocityOrSpeed |

T

N V\
qu:generalQuantityKind qu:quantityKind
ssn:observes b

can be [quantity:speed]|

inst SShichsen/es u: eneraIQua/n'tit Kind
instance _saser=t ‘g < Y

phenonet: Wxt520Windcap |

cf-property:wind_speed |

5sn'Process
ssn:implements

DUL:hasQuality

instance

mstance

" - —p|unit:
phenonet‘proce5524 |, DUL:isCharacterizedBy [unit:metrePerSecond ]

ssn:hasOutput ssn:Output

instance

I phenonet:SpeedAve

2



SSN — Wind Sensor

Te Classes 32

ﬁh}ﬁ@v:‘ 5

a | rdfs:Resource (2912) |

' owl:Thing (1483)

Fi DUL:Entity (1401)

[=
[»
[»
o
[»

F

[»

[»

DUL:Abstract

WIEERES
* wind speed
 wind direction.

DUL:Event
DUL:InformationEntity

DUL:Object (802)
DUL:Agent
DUL:PhysicalObject

[» DUL:PhysicalAgent

f» DUL:Physical&rtifact

[ DUL:PhysicalBody
DUL:PhysicalPlace
ssn:Platform

a O s=niSensor

a D ssmiSensingDevice

0 WM30:Vaisala_WM30

. SensingDevice

s v

0 WM30_WindDirect

ian

# VWM30001

BB WM30:WM30_WindDirection
@ WM30:WM30_WindSpeed
[ g5 System
DUL:SocialObject (802)
DUL:Quality (399)

An instance of WM30




SSN — Wind Sensor

Te Classes 32

ﬁh}ﬁ@v:‘ 5

a | rdfs:Resource (2912) |

F]
]

owl:Thing (1483)
DUL:Entity (1401

[=
[»
[»
o
[»

F

[»

[»

DUL:Abstract
DUL:Event
DUL:InformationEntity
DUL:Object (802)

The WM30 can be purchased with one of
two options for its wind direction sensor.
The WMS301 has one wiper, while the
WMS302 has two, and thus a greater
measurement range.

DUL:Agent
DUL:PhysicalObject

[» DUL:PhysicalAgent

f» DUL:Physical&rtifact

[ DUL:PhysicalBody
DUL:PhysicalPlace
ssn:Platform

a O s=niSensor
a D ssmiSensingDevice

. SensingDevice

v

# VWM30001

0 WM30:Vaisala_WM3g
BB WM30:WM30_WindDirection
@ WM30:WM30_WindSpeed
[ g5 System
DUL:SocialObject (802)
DUL:Quality (399)




SSN — Wind Sensor

Te Classes 32

%tﬁ}ﬁ@v:

8

a | rdfs:Resource (2912) |

' owl:Thing (1483)
4 DUL:Entity (1401

[=
[»
[»
o
[»

F

[»

[»

DUL:Abstract
DUL:Event
DUL:InformationEntity
DUL:Object (802)
DUL:Agent
DUL:PhysicalObject
[» DUL:PhysicalAgent
f» DUL:Physical&rtifact
[ DUL:PhysicalBody
DUL:PhysicalPlace
ssn:Platform
a O s=niSensor
a4 0 ssniSensingDevice
0 WM30:Vaisala_WM30
BB WM30:WM30_WindDirection
0 WM30:WM30_WindSpeed
[ g5 System
DUL:SocialObject (802)
DUL:Quality (599)

* & WM30_WindSpeed ‘

=@ WindDirection

* @ windspeed

O Vaisala WM30 <+ {*® SensingDevice

* @ WM30_WindDire

ian

The WindSpeed sensor of the WM30. It
implements a known formula for relating
the spinning of the cups to windspeed and
has different accuracies in different
conditions.



SSN — Query

Result: set of triples

% Imports # Instances |l Domain | mm Relevant Properties rror Log ‘* SPARQL &2 Q:' Text Search e ﬁ
Query Editor | Query Library ensing_device] relation property
SELECT 7sensing_device Trelation Tproperty ~ | @ WM3D:Vaisala WM30 [ ssn:observes @ WM30:WindSpeed

WHERE { _ _ _ @ WM30:Vaisala_/WM30 [ ssniobserves @ WMB30:WindDirection
fsensing_device rdfs:subClassOf ssniSensingDevice .

teensing_device rdfs:subClassOf Tobserves .
Tobserves gt onProperty ssn:observes |
gProperty Trelation
eV aluesFrom Tproperty .

Get the all sensing device and the
observed properties of it (sensing_device, relation, property)

9
(Viasala_WM30, observes, WindSpeed)




MEASUREMENTS IN IT
INFRASTRUCTURES




SSN — Sensing Device in IT

Query Saved Queries

() Help

Default Graph IRI

Cuery

PREFIX sgsn: <http://purl.oclc.org/NET/ssnx/ssni>

SELECT *
WHERE

?gensing device a gsgn:SensingDevice .
?sensing device ssnionBlatform ?platform .

?sensing device ssnigbserves ?cbserves .
Fplatfnrm a ?platform is a.

[ Execute ” Save ” Load ” Clear ]

|se nsing_device

|pl atform

|{:-bse rves

|pl atform_is_a

http://cloudpaw
Jcwpocl#beren.ftslab.local_ESXi

http://cloudpaw
fcwpocl#beren.ftslab.local

http://inf.mit.bme.hu
Jfontologies/cloudperf
Svmware&Metric

http://inf.mit.bme.hu/ontologies
Jcloudperf
Jvirtualization#PhysicalMachine

http://cloudpaw
Jcwpocl#Clearwater_ESXi

http://cloudpaw
[fcwpocl#Clearwater

http://inf.mit.bme.hu
[/ontologies/cloudperf
SvmwareEMetric

http://inf.mit.bme.hu/ontologies
/cloudperf
Swirtualization#\VirtualDomain

http://cloudpaw
Jcwpocl#elrond.ftslab.local_ESXi

http://cloudpaw
[/cwpocl#elrond.ftslab.local

http://inf.mit.bme.hu
[/ontologies/cloudperf
SvmwareEzMetric

http://inf.mit.bme.hu/ontologies
/cloudperf
fvirtualization#PhysicalMachine

http://cloudpaw
Jowpoc1#luthien.ftslab.local_ESXi

http://cloudpaw
fcwpoclZluthien. ftslab.local

http://inf.mit.bme.hu
Jfontologies/cloudperf
Jvmware&Metric

http://inf.mit.bme.hu/ontologies
Jcloudperf
Svirtualization#PhysicalMachine

EGYETEM 17



ONTOLOGIES AS

STORAGE SCHEMA MODELS




Sensor Observation Service (SOS)

= Abstracts sensor data and
communication

o Self-describing sensor information
database

offering

o Stores sensor data
with geographic relevance

o Efficient data queries

* temporal or spatial filters

= Members of the CPS

o direct communication with the SOS




RDF datastore

= Resource Description Framework (RDF)

= Stores statements:
{ subject, predicate, object } triples

= OWL - RDF

o ABox axioms:
* {Instancel rdf:type Classl }
e { Instancel hasProperty “value”**xsd:string }

o OWL: schema, RDF: data

= NoSQL, graph-based databases
o SPARQL: query language, based on pattern matching
o OWL reasoning




Architecture

Application User
designer applications

SISRO
OWL ontology

Application N Configuration
monitoring RDF triplestore planner

SOS -> OWL

Sensor search tranSformatlon install/uninstal

and monitoring ) ]
Sensor Observation Service

Sensor metadata Node & application
and observations performance data

Plan
_ execution

Embedded system

applications _ _
X e performance riporting
virtualization

host OS (Linux) Sensor /

actuator




