=] Budapest University of Technology and Economics

MUEGYETEM 1782

Towards Open Modular Critical Systems

Prof. Andras Pataricza

Budapest University of Technology and Economics
SC of the Hungarian ARTEMIS NTP

pataric@mit.ome.hu

AN A

@ 2@

L

FATLTLT IL"l'I EIRAMNMT S5 lJ';l‘H-"I-.-
I{ AT AT S T

AGIEL] Fault-tolerant Systems Research Group



g Budapest University of Technology and Economics

Global technology challenges:

= Complexity: over a critical treshold.
— Traditional, heuristic development?

— Quality and safety certification: best effort processes.
e Only indirect guarantees for product quality/safety

= | ow level of automation and productivity.
- Huge expert effort.
— Qualified staff: bottleneck.
— Long development times.

= |ow level of reusability.

m Cultural divergence : branches of the ES industry:
— Separation of application domains.
— Production volumes below the optimal.
— Education/training: global education is insufficient,
— Domain standards:
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ES paradigm shift

Traditional Industrialized
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INDUSTRIAL PRODUCTION
NEEDS A PROCESS
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ICONIX

Robustness Diagram Test Plans
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Stporyboard

- reparatory step of specification
Illustration s il i
of the - Blueprintbefore _  Natural sequence
5 implementation '[
UuSer experience. | pre-visualisation
I better than an abstract description
visualthinking | easier understanding of the future SW
and planning '
groupwork
cheaper to make changes
audio
media ©
Storyboard — T rotion. © Film
. Fields of application ¢ electronic pages
k software development :;"f
| user interfaces =  screens
interactive events ©  instructional design
Methods © femplates
e
- | patterns
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Quick skg;ghing a-few concepts
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A sample process model

ICONIX
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" f Avoids barogue UML
: ; Lightweight -
Refinement driven ™ Minimal subset
Agile
Preparation Storyhoard (g
=
1 Static
Steps e
— | 2 Dynamic
Process - oy
Scope - Input
Patterns @&
SysML Pillars

ICONIX Process for Embedded Systems

Requirements

Overview

Structure
Behavior

Parametrics

Simulation

Implementation
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Model based thinking is the fundamental approach in engineering
Good engineering needs multi-aspect thinking and modeling
Modeling is the basis for formal methods

OMG promised a silver bullet with UML,
today we know, that it is not

Design and analysis need clear concepts

Standards demand for formal methods
(IEC 61508, CENELEC, 1SO 26262,D0-178C)

BUT: What does it mean ,fall silent’?

STARTING POINT FOR MDA
FORMALIZED CONCEPTS
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From ontologies to metamodels

Vision: Synchronized Model-Orier* 1ent

a‘ H. Knublauch:

6 Ontology Design and Software
. 6‘ ‘o Technology, Collogquium -
‘\‘ “‘ Stanford Medical Informatics,

2003

Object-Oriented
fet e

_ation) (UML, Java)
_ent
.13 & classes

With each translation: More and better optimized tools

Goal: Acquire Goal: Implement

correct instances software to apply

(knowledge base) knowledge base
- S5 =57
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Ontology

A data model that
" represents a domain and
» Has a logic in the background

WikipEDIA ™IS used to reason about

T Free Encyclopedia . . .
» the objects in that domain and
= the relations between them.

Ontologies generally describe: Reasoning :
" Individuals: Concept space traversal

basic objects _ _

, + subsumption test wrt. different

= C(Classes: P

sets, collections, or types of objects profiles
= Attributes: ¢ consistency check:

properties, features... that objects can satisfiability

have and share + circular containment of classes

= Relations: ways that objects can be related
Sl k] Fauli-tolerant Systems Research Group FORMS/FORMAT 2010
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Example: part of the security ontology

OWLClasses | mm Propertiesl & Individuals] = Forms]

'i 4
H
For Project: @ Security For Class: |Fi|e:,l',l',l'C:,l'Users,l'F‘ataric,l'Desktnp,l'C.C\SED,l'Se
L g
Asserted Hierarchy Wt &3 |j ﬂé’ Q.L-‘ L% B
awl: Thing Property |
[#-00 Asset owl:versionInfo TOOO: Work with thi
BssetlifeCydePhase | vdFs: comment Denotes when 2 coun
_____ Attack = Threat Froof-of-concept sta
[ Countermeasure
----- Defensestrateqy
=0 Goal
= : o P
(50 AuthenticationGoals L SR A I Ierzo et al .
> CaonfidentialityGoals ] g .
IntegrityGoals

..... literature:Definition owl: Thing An O nto I Ogy Of I nfo rm ati on

----- liberakure:Liker akure
=40 Model

-- AccessControlModel SeC u r I ty

-- CryptographyMadel .

- Int. J. of Inf. Security and
----- protege;Externalfesource

Privacy (1), 4

[+ 00 Ackiventtack

Disclosure = Passivedttack, o R
-5 Passivedttack = Disclosure op gp = NN
-0 User Defensestrateqy
Asset

=0 wulnerability

Goal
T
argetConnectedToNetwark Threat
-0 YulnerabilityInCode Product
G- () Wulnerability InConfiguration Threat ThreatensGoalOfasset
YulnerabilityInlse User
\ v P RR| &8
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ISO 24707:2007 Common logic

Information technology — Common Logic (CL): a
framework for a family of logic-based languages

= Framework for a family of logic languages,

— based on first-order logic,
— Exchange of knowledge in IT systems.

® Supports different syntactic forms (dialects).

— syntactic CL conformance of dialect ->
CL semantics for free

— all CL dialects are equivalent
mechanical translation
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V&V use of reasoners

® Metamodel level

— consistency check: inconsistent class (satisfiability check)

e No instances satisfying the class descriptions
(e.g. multiplicity conflict)

— subsumption test: e.g. redundant concepts
— cycle detection: loop In the concept hierarchy
— unigueness: e.g. redundant concepts

= Model level

— Consistency check

e checks the conformance of the model to the metamodel

e consistency of the instance model w.r.t. the metamodel ontology
— Property check

e Reduction of technical problems to satisfiability check
E.g. is there an instance violating security requirements?
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Ontology/metamodel design workflow

Catalog

Cardinality
Properties and value
restrictions

Formal Formal
hierarchy Instance

Metamodel
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-model” in MDE of Critical Systems

Model generation

Model Model
) SEE A
Q Refine Back-Annotation Use f
Design _ Model generation _ Formal
rules Architecture $ ) >» Architecture methods

Design
‘ Model

Design

rules Component

Design
‘ Model

Design
rules

Model generation

V&V
) U 4 Model
Back-Annotation f
Use

Formal

Component methods

V&V

Back-Annotation

Design + V&V Artifacts
(Source code, Glue code, Config.
Tables,

Test Cases, Monitors, Fault Trees,

Copyright© CERTIMOT ERC-HU Project
etc.)

SISIE k] Fault-tolerant Systems Research Group

FORMS/FORMAT 2010




Requirements Interchange Format
(ReqlF) V1.02

Based on http://www.omg.org/spec/ReqlF/1.2
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Sensitivity analysis: Req understanding

Requirements Understanding Sensitivity Analysis

percentage of decreasing cost
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Requirements Understanding evaluation (Very Low - Very High)

== acquisition to supply =ll=technical management

system design

=== product evaluation

== product realization




Cost impact estimation
# of System &MM 1. Quality and stability
Requirements Modification: ~ 70% !

# New 05 1,0 5,0 :

_ 2. Requirement set
# Design For Reuse 0,7 1,4 6,9 . .

complexity reduction
# Modified 03 07 3,3 o
|

# Deleted 03 05 26 4 similar problems
# Adopted 02 04 22 " Separate solution:
# Managed 01 02 0,8 4 X New = 400%

= Global solution:
1 X Reuse + 4 X Adopt
=310%

= DECOMPOSITION



almost eliminated

completeness

correctness

Proportion of faulty artefacts: Project 1

Correctness and completeness faults:

Lot of (mostly major) faults
vsS. specification

external consistency

0.20-
8 0.15-
1 0.107 9 -
4 i 0.2
© 0.00- o 0.0 i — 0- %
%) Iteration 1 Iteration 2 Iteration 1 Iteration 2 Iteration 1 Iteration 2
QO
0 internal consistency readability and maintainability o )
= i 1 Classification
o 04 0.6
o }comment
o 0.37 i ' .
c 0.4 minor
= 027 }major
0.27
0.1- _
Project
0.0- ! 0.0 ! .
Project 1

Consistency of the code got worse!

Iteration 1 Iteration 2

Ilteration 1 Iteration

DASIA 2016, Tallinn

Readability did not improve....




Fundamental differences in the
trends of faulty artefacts

Projectl Project2
completeness completeness

0.257

0.20
0.20 7

0.15 0.15-

0.107 0.10 -

0.05+ i
0.05

Q D§>
Iteration 1 Iteration 2 i Iteration 1 Iteration 2
correctness correctness

0.6 7 0.4

0.4 037
0.2

0.27

\\ 0.17
»,
0.07 : = ; 0.0 .
Ilteration 1 Iteration 2 Iteration 1 Iteration 2
date DASIA 2016, Tallinn 21




Requirements Interchange Format (ReqlF): Objective

Objective ™ } |

partners -  Integrator-supplier

Requirement interchange
between different

Repositories

Technologies

Requirement model parts interchange

Joint requirement management \

Limited variability in the exchange format definition




Traceability

REQUIREMENTS TRACEABILITY MATRIX ~ [REQUIREMENTS TRACEABILITY MATRIX '

Project Name: <optional® Project Name: <optional*
Mational Center: |<required> Nationzl Center: required
Project Manager W <required Project Manager Neme: |<required>
Project Desaiption| <required> Project Desaiption: drequireds
Assoc Technical Assumption(s) Functional ArchitecturalDesign |  Technical System Software | TestCase Additional

) Status Tested In | Implemented In | Verification
D and/or Customer Need[s) Requirement 1] nt Ci Module(s) | Number Comments

e[ 222
o3[ 333
D[ 444
005] 555




Requirements authoring tools vs. word processing

DEEHSQAVE s BT 9-™-

ig,g-1-1-|~2v|~3-|»4~|-5~:-s‘l>7-|-s-|-

1. Customer Requirement Specification

1.1 Functional Requirements

Sample
Some formatred Text descnibing the requirements specification
and may include references to extemal filds | authoredby
using word
L‘]—] processor
Timesheet . xds
12 Non-functional requirements

ID CustomerRequi tsS pecification g | Priority Status
1 Customer Requirement
Specification
2 1.1 Functional Requirements

5 1.2 Non-functional requirements
2 —

4 using

3 Some formatted Text describing the requirements 2 accepted e
and may include references to external files: e
4 1 rejected
Morksheet

Formatted text -> structured text
Uniquely identified requirements
Tree structure

Association of attributes with
requirements

Relations between requirements

Sample
specification
authored by

requirements
authoring tool
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Partner 1
RM-Tool A
ReqlF-
Importer
Customer
Reqguirements Spec. (CRS)
Links
v 7
4
. Req|F-
€ Exporter
r\
F N
Importof %, Specific CRS

Specific SRS
Snapshot

Snapshot

Versions of
Specifications

Concept

€

Export of
SRS Snapshot

R

IliJ

Event driven,
asynchronous
data exchange

via existing
mechanisms

i J

Export
CRS Snapshot

>

Partner 2

ReqlF-
Exporter

ReqlF-
Importer

€

RM-Tool B

Requirements Spec. (SRS)

mport of
Specific CRS
Snapshot

System

L

Repository




Use cases

Xport Requirement
Specifications

Import New
Requirement
Specifications

Requirements AuthoringToolUser

pdate Requirement
Specifications




Exchange Scenarios

Toolt Tool2
Tooll Tool2 ‘RequiementstuthoringT ool [RequiementsduthoringT 0o
‘RequirementsAuthonngTool ‘RequirementsAuthonngT og Ueerl Ve
Usert User2 ‘RequirementsduthoringToolUser "RequirmentsduthoringToolUser
‘RequirementsAuthoringTool User T ‘RequirementsAuthoring Tool User I :
| |
: | : | I 1.0 Export Requirement Specifications)) i
| | I
: 1.0 Export Requirement Specifications) | : | 1.1 ExportRequirement S pecifications)): :
o | | Exchange XML Documents |
1.1 Export Requirement Specifications() : | l !
Exchange XML Documents | : |
"""""""""""" : | l 2.0 Transmit{Exchange XML Documents} JL 30 impor :
| " ' | | | o ) Speciﬁcanons“Exchange
| 2.0 Trangmit{Exchange XML Doguments) | 30 Import Requirement | : ! XML Documents
u : “L speaficationsExchange XML : | q
| |
| | | Documents o I : 4.0 Modify Requ‘\rememSpecmcationsok
| | U gl | [T L
: : : : i I 5.0 ExpotRequirementSpecificaions))
| | | | |
| : | I | 5.1 Export Requirement Specifications):
: i : i I Exchange XML Documents
| | | | |
I I | [ | ;
| | I | | 6.0 TransmitExchange XML Ddcuments) |
| | | |
I | I | T ?
| | | | I 7.0 ImportRequiement |
| | | | | SpecifcationsExchange |
| : | : | XML Documents) |
| | . > |
| | | | T T |
I | I | | | |
| | | | 1 1 1
Figure 7.2 - One-Way exchange of requirements between two requirements authoring tools using ReqIF Figure 7.3 - Roundtrip exchange of requirements between two requirements authoring tools using ReqIF
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Detailed exchange wor
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https://reqif.academy/

REQIF STUDIO DEMO
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Exchange Document Structure

E ReqlFContent

E ReqlFToolExtension

i extensions : EObject

[0.*] toolExtensions

E ReglFHeacder

]

H ReglF

~0-~0~0+~0 O0~0+~0 O

comment : E5tring
creationTime : DateTime
identifier : ID
repositoryld : EString
reqiFToolld : EString
reqlFYersion : EString
sourceToolld : EString
title : E5tring

[1..1] coreContent

=2 O lang: LangType

[

g..ﬂ theHeader




Exchange Document Content

[0..*] datatypes
ﬂ H RregIFContent lz

[0.*] specTypes [0.*] specObjects

[0.*] specificatio

b=

[0.*] specRelationd

[0..*] specRelationGroups

‘ EE DatatypeDefinition ‘ ‘ E RelationGroup

‘ | H Specobject

= il el : A el ¢ g & il = o = = gif [ o
52 spechttributes : AttributeDefinition & values: = 5* type : RelationGroupType

5 type : SpecificationType
£ children : SpecHierarchy
L

1..1] sourceSpecification

5 type : SpecObjectType

[1..1] source [1..1] targetSpecification

1.1] target [0.*] specRelations




Unique identification of Elements

EE Identifiabie E AlternativelD

O desc EString .
T identifier : ID

i
T lastChange : DateTime

B longMame | EString

T identifier : EString

Figure 10.2 - Primary and alternative identifier




Specifications, Requirements, and Attributes

Identifiable
+ desc: string [0..1]
D + identifier ID
+ lastChange: dateTime
+ longName: string [0..1]
taectiat Atribute Value
Attribute Definition SpecElementWithAttributes 1 +values »
*
+specAttributes
Specification SpecObject SpecRelation
+specType RelationGroup)
1
SpecType +specRelations
0.* a:* 0.*
3 B | etifabie
Eye—
*type el
/\/\ A - +lype 1 ,‘:h::.é?‘:mm
s 2 2 . .
pecificationTypsdg - iWpe 1
SpecObjectlyps ] AttnseDefintion [ C—— T Atiriscvatie
o B
SpecRelationTyps
+type 1 [y
RelatonGroupType T o
et |8 oo H specotpeat & srcauien |
B ety —

[EETT o

[. v Jn - n ..,“l

B specitiationtype (B B
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AttributeDefinition class hierarchy

Attribute Definition

Attribute DefinitionSimple Attribute DefinitonEnumeration Attribute DefiniionX HTML
+ multiValued: boolean
AttributeDefiniionBoolean AtributeDefiniionDate Attribute Definitioninteger Attribute DefinitionReal AttributeDefinitionString

Figure 10.4 - AttributeDefinition class hierarchy
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Hierarchy of Requirements and Req. Relations

SpecElementWithAtributes
+parent
0.1
+object SpecHierarchy “l =
SpecObject Specification

1 0.*]+ isTablelntemal: boolean [0.1] [Fchildren * {orderefi}
+children *root

*{ordered} 0 1

+spurce
SpecRelation
1 «global» 0.*
+farget
1 «global» Oi

Figure 10.6 - Requirements, requirement relations and how requirements are structured hierarchically in a
specification
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DatatypeDefinition class hierarchy

| Eﬁ Datatypelefinition |

Tty AltermagtiveliD
vl AlternativelD

= alternativ

[ E DatatypeDefinition<HTML

nBoolean

| Eﬁ DatatypeDefinitionsimple | [E DatatypeDefinitiunEnumeratiun]
= alternativelly : Alternativell =+ alternativelld : AlternativelD : "y A 'y
HE . a = giternativelD : AlternativelD
].5 [0.*] specifiedValues
[ E Enumialue
S+ giternativell ; AlternativelD
5* properties : EmbeddedValue

H DatatypeDefinitio

onDate

= o
1 H DatatypeDefinit

ninteger

=
1 B DatatypeDefinitic

H DatatypeDefinitionReal

| =
T A 5 patatypeDefinitionstring

maxLength : EBiginteger

[
1
rativelD : AlternativelD

4 =+ alternc




Editor

& vor - Plug-in Di -p J e/org.ecl f.d ification.reqif - Eclipse - x

File Edit Novigate Search Project Requirements Run Window Help

e FTEs s SRE e F 0 iBey--inee-a-] 00 [FNISsanwaEe s
[ Project Explorer 12 Plug-ins = 0O & reqifl0ecare & *reqif10 class diagram & configuration class diagram  [3) Main.xtend RMF_SoftwareRequirementsSpecification. &) Software Requirements Specification 52 | = O = Outline 52 ask List ®# v=0O
BES|e - Title [Description [ Rationale Notes ~ [[5] Specifications
& asd ~ @ sws_0001 Naming conventions and Definitions @) SpecObjects
(2] SpecRel
v % LoadAndDraw - L=] SpecRelations
& 0002
B JRE Systern Library avaSE-15] 2 |@swsd Relevant Facts and Assumptions [ SpecRelationGroups
=\ Plug-in Dependencies 3 | sws 0003 Scope
v e :g 4 | @ sws 0004 Functional and Data Requirements
~ [ draw — R -
B Mainstend 41 | @ sws 0005 Functional Requirements
[l Modelaved xtend 411| @ sws 0006 RMF as Importer / Exporter
 xtend- sl .
E g @ sws. 0007 RMF as ReqIF Editor
v = META-
[ MANIFEST.MF © sws_0008 RMF as Backend of Requirements management Tools
5 build properties @ sws_0008 Automatic set of internal IDs
B graph.gml © sws_0010 Automatic set of lastModifiedDate
v [ org.eclipse.rmf.docs.requirements @ sws_0011 ReqlF XSD schema validation
4 RMF_CustomerRequirementsSpecification.reqif @ sws_26 ReqlF semantic constraints validation
RMF_lastChanged_Specification.reqif @ sws 46 Data Requirements
RMF_SoftwareRequirementsSpecification.reqif
[ RMF_SoftwareSpecification.reqif @ sws_10 Metamodel may be more powerful than required by ReqIF standard
v & org th’m m.reqif10 sws_11 Allow flexible separation en files Reuse of datatypes and spectypes for multiple
- RE System Library U2SE-1.5] 422 @ reqif files. Finegrained partitioning for file
Lo ystem Library Lisse-1o based version control
Bl Plug-in Dependencies sws_13 Support XHTML entities RMF chall translate XHTML entities such as Allows copying of XHTML that often contain
i, Referenced Libraries 433 “&ouml; during desrialization into proper UTF-8  HTML entifies into ReqlF files
(= about files characters
- META-INF i
t? o 5 |@sws28 Look and Feel Requirements
v (= model —
o 3 reqifi.sird sws_20 error handling shall clearly distinguish between errors that are
reqt 1B 51 @ related to incorrect integration and error that are related to the dats
& (= Representations per categery which can be fixed by the end user
@1 reqifi0.ecore 1 ows 20 . B
reqifi0.genmodel 6 @ Usability Requirements
reqif1 D ird 61 | @ w30 Ease of Use
g S;“ET:t ‘ 62 | @t Ease of Learning
abouthtm [
1] aboutini 7 @3 Performance Requirements
about mappings 71| w3 Speed Requirements
about.properties sws_14 Optimized for scalabili RMF shall be able to read and write files with a size
P!
@ eph-vi0html FARIINNR) of 100MB ReglF XML size without running into out
@ notice.html of memory
|4 org.eclipse.mf.reqif10_0.13.0.201509161042 jar 712] @sws27 Optimized for performance v
org.eclipse.rmf.reqif10.source_0.13.0.2015091610 < >
plugin.properties
I pluginzm [#] Problems 32 # v= 8
om.xml 0 errars, 11 warnings, 0 others
P g
& mfFeaturepng Description Resource Path Location Type
= org.eclipse.rmf.reqif10.common -
org.eclipse.mf.reqif 10.constraints 9 B Comsole 2 Unit EX% BREREE -8B
.eclipse.rmf.reqif10,|
¥ org-ectipse.mmreq! p{m . sterminated> Rerun draw.Main [JUnit Plug-in Test] C:\Program Files\Java\jre1.8.0_91\bin\javaw.exe (2016. szept. 7. 21:32:02)
B JRE System Library [J25E-1.5] = = 4 . P
" A e Done ~
=i Plug-in Dependencies v v
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IR} *Specification.reqif IR| *Requirements of Lift Case Study 3

4
Q

11

1.2

2.1

2.2

R

3.2

33

D

O R-1
o R-2

VOV W

@ R-3

@ N-1

@ N-2

O w1

o w-2
O w3

Functional Requirements Artefacts
The [current Floor] of the [lift cage] shall be between the
[ground_floor] and the [top_Floor]

IF the [lift cage] is [mouiog
[door] =M

The [passenger] can request the [lift cage] For a [Floor]
which is between the [ground_floor] and the [top_floor]
Non-Functional Requirements Artefacts

When a [floor] is [service]d, the [door] shall [open] for at
least [ts] time units

Each [request] to [service] some [Floor] shall be served
within [tr] time units

World Artefacts

The [lift cage] takes [tf] time wnits to travel from one
[Floor] to the next

The [lift cage] may be [idle], [moving up] or [moving
down]

The lift system has [N] [Floors]

The [Finars] ara numharad From (0] Hha lnrnonnd Flaorl

R

o

=

WRSPM |

Reference to
the Structure
Model

1=@0=1
N-2
404

1001

1005
0@




Eclipse ProR

= http://www.eclipse.org/rmf/pror/

Pro

Requirements Engineering Platform
n editor powered by the Eclipse RMF Project

Reauirements Capturing Traceability
GUI
reqif Implementation of Traceability
Exchange Persistence : ReqlF MM Framework
Format

. 3rd Party Standard (OMG) Optional Contribution
. Initial Contribution - Eclipse Platform

(T
MUOEGY TE
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Traceability view

Stakeholder requirements System requirements Software requirements
) 3¢ Sysmin Curment 0. in Mites Meter/Uf Requirernents modile) - DOORS " |
Saved view | .. Anshyill Toble Tocks Discussions User BRGSO RQM C Mansgement  Help

-y > S 1 - . 3
View |5 Upstream and Dowrstman P | < 3 : 24
Upstrmare o Qakehkders [Sﬂ-nwx!an ANR eystom :[ Donrmtresm 12 Sohware 3
DU VO spogrrEsaoRsnrT

[Water Meter/02 Architecture and
Design/AMR System Model: Object ASH
Object Headng: Upload Usage Data Locally
The handheld device shall dsplay the following data for leakage: « IWater Meter/01
s/ iandbekd / 1. Handheld t
em Requirements: Object iU
Text: The Haadheld Unt shall dspla

K broestamp, meter 1D
i ?
= Dr°pped requirement? G leakage data: broestamp, meder |
Scope creep? 3.1.2 Meter Interface Unit \

JWater Meter/ The meter interface unit shall cperate wsing walk-by, mobde (vehide- >
Meter d kehold il based), and mesh network collection platforms.

Object AMR-STX-89.

Object Text: The suppher shall be able to collect

data through mudtiple mechanisms,
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Object AMR-STK-50. e Dppec ey e eolindel Object Hoading: Capture Usage Data

’ AMR systeen, )
Object Text: The meter interface unit shal support
all functions (data reading, tme-triggered
operation, and management) of the AMR system.
/Water Meter/01 Requir / Au d | The meter interface unit shall employ two-wary communications down % [/ Water Meter/ 01 Requirements/ Cent
Meter d kehold: QUi to the endpont making it possble for operators 10 ‘push’ mterval data  Control/ 1.Central Control Subsystem

updates, new capabiltes and updal monttonng ts: Object CC-SR-150,

Headng: selectOperation

Object AMR-STK-91.
Object Text: The meter interface unit shal allow &
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