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Legal and Regulatory
Framework

Legal framework, regulatory and international bodies for
Nuclear Power Plants
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Legal Framework
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e Act CXVI of 1996 on Atomic Energy (Atomic Act)

* Govt. Decree 118/2011. (VII. 11.) on the nuclear safety requirements of

nuclear facilities and on related regulatory activities (Nuclear Safety Code)
* Volume 1. Nuclear safety authority procedures of nuclear facilities
* Volume 2. Management systems of nuclear facilities
* Volume 3. Design requirements of nuclear power plants
* Volume 3a. Design requirements of nuclear power plants (new installation)
 Volume 4. Operation of nuclear power plants
 Volume 5. Design and operation of research reactors
* Volume 6. Interim storage of spent nuclear fuel
* Volume 7. Site survey and assessment of nuclear facilities
 Volume 8. Decommissioning of nuclear facilities
 Volume 9. Requirements for the construction of a new nuclear installation
* Volume 10. Nuclear Safety Code definitions

* Govt. Decree 190/2011. (IX. 19.) on physical protection requirements for
various applications of atomic energy, and on the corresponding system of
licensing, reporting and inspection
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Regulatory Body (Licensor)

Budapest University of Technology and Economics
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Hungarian Atomic Energy Authority C),Q
* Responsible for the regulatory tasks /°| =
In connection Wlth Orszagos Atomenergia Hivatal

* the use of atomic energy exclusively for peaceful purposes,
* the safety of nuclear facilities and transport containers,
* the security of nuclear and other radioactive materials and
associated facilities.
* With the consideration of the relevant legal requirements,

authorizes the licensee to perform activities in connection
with the use of atomic energy.

* Regularly reviews and assesses the operation of the
licensees, and the safety and security performance of the
facilities. If observes any non-compliance, then it takes or
order measures to its elimination.
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Hierarchy and characteristics of requirement sources
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Requirement source Compliance Nature Examples
Due to the mandatory nature of the
L . : . y . Act CXVI of 1996 on
aw legislation, their application can not ,
. Atomic Energy
L be waived and the lack of
egal Mandatory
knowledge of the law does not 11872011, Kr. (NSO
Govt. decree - A
exempt from the consequences. 190/2011. Kr.
o o Standards are not bln.dlng on jchelr Voluntary, but ... |IEC 62645:2014
nternational lown. Among other things, their becomes IAEA SSR-2/1
relevance is that their application :
standard becomes mandatory if prescribed in mandatory if
National H yip prescribedina [MSZEN 61513:2011
the contract. law or contract |MSZ EN 61226:2011
Helps to comply with the Voluntary
IAEA guidance|requirements, the HAEA regards it IAEA 55G-30
g g nts, & IAEA SSG-39
_ as normative.
Guide —
Following it is voluntary, but Voluntary ,
HAEA guide uarantees a simplified licensin HAEA guide A3.35
2 & P & HAEA guide N3a.36
procedure.
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International Guidance and Coordination

Budapest University of Technology and Economics
Faculty of Transportation Engineering and Vehicle Engineering
Department of Control for Transportation and Vehicle Systems

International Atomic Energy Agency 4,/"’@@“\», IAEA
* The IAEA is the "Atoms for Peace" \{\A L’y

organization within the United Nations family.
e Setupin 1957 as the world's centre for cooperation in the nuclear field, the

Agency works with its Member States and multiple partners worldwide to
promote the safe, secure and peaceful use of nuclear technologies.

* Main Work Areas
* Nuclear Technology & Applications

* to help countries use nuclear and isotopic techniques to promote sustainable
development objectives.

* Nuclear Safety & Security

* to provide a strong, sustainable and visible global nuclear safety and security

framework, protecting people and the environment from the harmful effects of
ionizing radiation.

» Safeguards & Verification

» to fulfil the duties and responsibilities of the IAEA as the world’s nuclear
inspectorate.
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IAEA Main |1&C Related Standards
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Deprecated New
|AEA Safety Standards Series NS-R-1 ., |AEA Safety Standards Series SSR-2/1 n e
(2000), Safety of Nuclear Power Plants: E (2012), Safety of Nuclear Power Plants: o
Design € Design Specific Safety Requirements oogn
()
IAEA Safety Standards Series NS-R-2 'S |AEA Safety Standards Series SSR-2/2
(2000), Safety of Nuclear Power Plants: § (2011), Safety of Nuclear Power Plants: ©uer__
Operation Commissioning and Operation
IAEA Safety Standards Series SSG-2
(2010), Deterministic Safety Analysis o
for Nuclear Power Plants Rl Power s
IAEA Safety Standards Series NS-G-1.1 IAEA Safety Standards Series SSG-39
(2000), Software for Computer Based (2016), Design of Instrumentation and @uer__

Systems Important to Safety in Nuclear Control Systems for Nuclear Power
Power Plants Plants (supersedes NS-G-1.1 and NS-G-

IAEA Safety Standards Series NS-G-1.3 1.3) E S —
(2002), Instrumentation and Control fe

Systems Important to Safety in Nuclear
Power Plants —

Safety Guide
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Other IAEA |&C Related Guides

Budapest University of Technology and Economics
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IAEA Safety Standards Series SSG-30 (2014), Safety Classification of
Structures, Systems And Components in Nuclear Power Plants

IAEA Nuclear Energy Series NP-T-3.12 (2011), Core Knowledge on
Instrumentation and Control Systems in Nuclear Power Plants

IAEA Nuclear Security Series NSS-17 (2011), Computer Security at Nuclear
Facilities

IAEA Nuclear Energy Series NP-T-1.5 (2009), Protecting Against Common
Cause Failures in Digital 1&C Systems of Nuclear Power Plants

IAEA Nuclear Energy Series NP-T-1.4 (2009), Implementing Digital
Instrumentation and Control Systems in the Modernization of Nuclear
Power Plants

\
IAEA TECDOC-1389 (2004), Managing modernization of nuclear power plant ——
instrumentation and control systems e
IAEA TECDOC-1327 (2002), Harmonization of the licensing process for digital -

instrumentation and control systems in nuclear power plants
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Nuclear |&C Standards

International standards for the nuclear industry, and their use
in the development process
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NSC requirements regarding the use of standards

Budapest University of Technology and Economics
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,Systems, structures and components that are important to safety shall be designed
according to proven standards of nuclear industry. The standards selected for the
design process shall be preliminarily defined, their applicability shall be justified.
(NSC 3.2.1.2100)

,Design requirements based on national and international standards and proven
engineering practices shall be assigned to the safety classes of systems, structures
and system components and shall be consistently applied.” (NSC 3.2.2.2165)

,For each operating condition, a set of design limits shall be determined for the
physical parameters of the nuclear safety related systems, structures and system
components. The design limits shall be consistent with the nuclear safety
requirements and applied standards.” (NSC 3.2.2.2500)

,The design and implementation of the instrumentation and control systems and
system components shall be carried out in accordance with the selected standards
applicable to systems and system components of the relevant safety class and
differentiated requirements.” (NSC 3.4.5.2000)

Nuclear I&C Systems Safety 10 a

s




Safety Standards for Different Fields

Budapest University of Technology and Economics
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Department of Control for Transportation and Vehicle Systems

Process industry

International IEC 62304 IEC 61511 . .
) Software for medical Safety instrumented Avionics
(Generlc) devices systems for the
process industry
IEC 61508 (-3) e DO 1788
Functional safety of Software
3 electrical/electronic/ considerations in
programmable airbome systems
electronic safety
related systems

1SO 138438
IEC 620861
Safety of machines

EN 50128
Railway applications
- Software

ISO/IEC 15504
> SPICE/Automotive

SPICE Nuclear Power
ISO/IEC 12207 Gas measure .
5 Software ifecycle . Automotive IEC 60880
process tEChnlques Nuclear power—
control technology,
EN 50271 ISO DIS 26262-6/-8 Software aspects
EN 50402 Functional safety
Functional safety of “road vehicles” IEC 61513
Source: TUV gas warning
systems
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IEC Nuclear |&C Standards

e Budapest University of Technology and Economics
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IEC No. MSZ No. Title

IEC 61226:2009 MSZ EN 61226:2011 Nuclear power plants - Instrumentation and control
important to safety - Classification of
instrumentation and control functions

IEC 61513:2011 MSZ IEC 61513:2013 Nuclear power plants — Instrumentation and control
for systems important to safety — General
requirements for systems

IEC 60987:2007 MSZ EN 60987:2015 Nuclear power plants — Instrumentation and control
important to safety — Hardware design requirements
for computer-based systems

IEC 60880:2006 MSZ EN 60880:2010 Nuclear power plants — Instrumentation and control
systems important to safety — Software aspects for
computer-based systems performing category A
functions

IEC 62138:2004 MSZ EN 62138:2009 Nuclear power plants — Instrumentation and control
important for safety — Software aspects for
computer-based systems performing category B or C
functions
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IEC Nuclear |&C Standards
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IEC No. MSZ No. Title

IEC 61227:2008 MSZ IEC 61227:2011 Nuclear power plants - Control rooms - Operator
controls

IEC 61225:2005 MSZ IEC 61225:2011 Nuclear power plants - Instrumentation and control
systems important to safety - Requirements for
electrical supplies

IEC 62340:2007 MSZ EN 62340:2011 Nuclear power plants — Instrumentation and control
systems important to safety — Requirements for
coping with common cause failure (CCF)

IEC 60709:2004 MSZ EN 60709:2011 Nuclear power plants - Instrumentation and control
systems important to safety - Separation

IEC 60780:1998 MSZ IEC 60780:2011 Nuclear power plants - Electrical equipment of the
safety system - Qualification

IEC 61500:2009 MSZ IEC 61500:2011 Nuclear power plants - Instrumentation and control
important to safety - Data communication in systems
performing category A functions

IEC TR 61000 ser. MSZ EN 61000 ser. Electromagnetic compatibility requirements

Nuclear I&C Systems Safety 13 E

i




The Use of IEC Standards in the Design Process

Budapest University of Technology and Economics

Requirements from the plant safety design base

|EC 61226: Classification of 1&C functions
|&C Architectural design

Assignment of functions to I&C systems
IEC 61513: General requirements for systems

Design and : :
& : Design and Implementation
LRl eiatian of the 1&C Software
of the 1&C Hardware
4
|  |EC60880: Software  IEC 62138: Software
IEC 60987: Hardware aspects for computer- aspects for computer-
design requirements based systems performing based systems performing
category A functions category B or C functions
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Nuclear Standards: Differences from IEC 61508

Budapest University of Technology and Economics
Faculty of Transportation Engineering and Vehicle Engineering
Department of Control for Transportation and Vehicle Systems

* Mixed deterministic/probabilistic approach

» Safety functions are classified into categories according to their
impact on plant safety

» Systems are classified into categories according to the safety
functions they provide

* Requirements are assigned to categories

* Requirements are drawn from the plant safety design base

* Many requirements are explicitly deterministic
* Design for reliability
* Single failure criterion - Redundancy
 Common cause failure criterion - Independence - Diversity

* Lack of backlash from lower category equipment

i
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Connection between the plant and the

|&C system design bases
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FA— ¥ X e e e T} 3

Plant design basis|
|

Postulated initiating events Safety and radiation protection Application of the defense in -
9 objectives of the plant depth (DiD) principle Operational
} } Regulations
\/ ) 4 ) 4

I

Deterministic Design bases of systems

-] ]

|
|
|
|
|
|
|
|
|
|
|
. age |
(and probabilistic)analysis | | .. i Operational conditions
Technological system specification ! and constraints!
| |
| |
Risk Design basis of Functional and system technical | requirements, i
- [ - cp
(consequence  frequency) the 1st system requirements of the 1st system ! constraint, conditions i
i i
|
|
. Design basis of Functional and system technical l requirements, }
Design fSafe_ty =P the 2nd system requirements of the 2nd system i . constraint, conditions | |
provisions unctions ! |
l i
|
|
Design bases of > Functional and system technical : > requirements, |
the 1&C systems requirements of the I&C systems } constraint, conditions |
| |
| |
|

e e e e e e e e e e e e e e e e |

e
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Connection with the plant design basis

Budapest University of Technology and Economics
Faculty of Transportation Engineering and Vehicle Engineering

The process functional specification of the instrumentation and control
systems shall comply with the following requirements:

a) it shall identify the control task in accordance with the technological
purposes and requirements,

b) it shall assign an unambiguous identification code to each control task,

c) it shall classify the management tasks in functional safety levels on the
basis of the importance of the given task to safety and shall assign them
to the appropriate level of defense in depth,

d) it shall determine the independence criteria associated with the
functions, including diversity requirements,

e) it shall determine the response times associated with the functions,

(continued, NSC 3a.4.5.3200)
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Connection with the plant design basis

Budapest University of Technology and Economics
Faculty of Transportation Engineering and Vehicle Engineering

g) it shall determine the tasks that require operator intervention in the
TA1-4 and TAK1 operating conditions of the nuclear power plant in such
a way that the operating personnel are able to perform them,

h) in addition to a description in a human language, it shall use an
appropriately structured, formal language description method,

i) it shall design an automated system for their formal monitoring and
verification,

j) it shall contain the information necessary to perform operator tasks
and the monitoring of automatic tasks,

k) it shall set accuracy requirements for operating limits and the display of
analogue values,

[) it shall determine the expected reliability requirements, and

m) in the case of programmable instrumentation and control systems
included in the Safety Class ABOS 2, it shall determine simulation
methods for their functional monitoring and validation.

(NSC 3a.4.5.3200)
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Comparison of different classification systems

Budapest University of Technology and Economics
Faculty of Transportation Engineering and Vehicle Engineering

Department of Control for Transportation and Vehicle Systems

Nat. or intl. egs _av .
Classification of the importance to safety
standard
Systems Important to Safety Syst Not
IAEA NS-R-1 WELEE L
Safety Safety Related Important to Safety
IEC 61226 Systems Important to Safety
Eunctlons Category A Category B Category C Unclassified
VRUIE Class 1 Class 2 Class 3
Canada Category 1 Category 2 Category 3 Category 4
France N4 1E 2E SH Important to Safet Systems Not
P y Important to Safety
EUR F1A (Aut.) F1B (A./M.) F2 Unclassified
Russian Fed. Class 2 Class 3 Class 4 (N/I. to Safety)
Systems Important to Safety
USA and IEEE Non-nuclear Safety
SR/ Class 1E (No name assigned)
Rep. of Korea IC-1 IC-2 IC-3
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|&C Systems by Importance to Safety (IAEA old scheme)

Budapest University of Technology and Economics
Faculty of Transportation Engineering and Vehicle Engineering
Department of Control for Transportation and Vehicle Systems

Plant equipment

ltems important to safety

Safety related items
or systems

Safety systems

Iltems not
important to safety

Protection system Safety actuation system Safety system support Reactor control systems

Initiation 1&C for: Actuation I&C for: features I1&C for: Plant control systems
Control room 1&C

Fire detection and
Reactor trip Reactor trip * Emergency power supply extinguishing 1&C
Emergency core cooling Emergency core cooling Radiation monitoring
Decay heat removal Decay heat removal Communication equipment
Confinement isolation Confinement isolation Fuel handling and storage |1&C
Containment spray Containment spray Radiation monitoring
Containment heat Containment heat I&C supporting the operation
removal removal of the safety systems

I&C for monitoring the state

of the safety systems

Access control systems

/ Nuclear I&C Systems Safety 20 Eﬂ'lﬁ
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Safety categorization of 1&C functions

(relevant in Hungary)

Budapest University of Technology and Economics

Faculty of Transportation Engineering and Vehicle Enginee ring S ——
Department of Control for Transportation and Vehicle System s S —

Function Safety category 1 | Safety category 2 | Safety category 3 | Systems not
IAEA SSG-30 important to
Equipment Safety class 1 Safety class 2 Safety class 3 safety
I&C function Category A Category B Category C
NC
IEC 61226 (not classified)
I1&C equipment Class 1 2. class 3. class
Function F1A F1B F2
EUR Rev. D -
Equipment LTA L1B L2
NSC 3/A. Function FTA F1B F2 -
(newbuilds) e ioment ABOS 1 ABOS 2 ABOS 3 ABOS 4
NSC 3. Active function / Class 4
(operating) 1&C equipment Safety class 2 Safety class 3 (non-safety)

TERE
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Correlation Between |EC Classes and Categories

Budapest University of Technology and Economics
Faculty of Transportation Engineering and Vehicle Engineering
Department of Control for Transportation and Vehicle Systems

Categories of I&C functions Corresponding classes of I1&C

important to safety systems important to safety
(according to IEC 61226) (according to IEC 61513)
A (B) (C) 1
B (C) 2
C 3

* |&C functions of category A may be implemented in class 1 systems only
* |&C functions of category B may be implemented in class 1 and 2 systems
* |&C functions of category C may be implemented in class 1, 2, and 3 systems

Nuclear I&C Systems Safety 22 am%



Simplified 1&C Safety Life-Cycle

e Budapest University of Technology and Economics

Requirements from the plant safety design base

! }

Assignment of functions
to 1&C systems

|&C Architectural design ——

r SEAF

Safety life cycle h

of I&C system n
* System requirements specification

 ° 4 € ;;/stem installation 4
! |
Overall integration and commissioning
|

Overall operation and maintenance

JMNe



System Architecture

e Budapest University of Technology and Economics

Faculty of Transportation Engineering and Vehicle Enginee ring S ——
Department of Control for Transportation and Vehicle System s S —

The architecture of the system is constrained by the category of functions to be
implemented within the system and the defence in-depth concept.

a)

d)

Nuclear I&C Systems Safety 24 E

The system may implement functions of the highest category allowed for its class
and functions of lower categories:

1) the design requirements for each subsystem shall not be lower than those required by the
function of the highest category implemented by the subsystem;

2) the design of the system shall ensure that the requirements of the subsystems or equipment
of the higher classes are satisfied in case of failure of the equipment of the lower class.

The design of the system shall include redundancy and other features necessary
to provide tolerance to failure and to accommodate the functions important to
safety.

* The system may also include redundancy to fulfil availability requirements. The need for such
redundancies is defined at the level of system design.

The design of the system shall satisfy any independence requirements to

* prevent propagation of failures from systems of lower importance to safety;

* prevent propagation of failures between redundant trains providing category A functions.
The design of class 1 systems shall include sufficient redundancy to meet the

single-failure criterion for category A functions during operation and
maintenance.

i
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Nuclear [&C Safety
Principles

Principles, Terms and Concepts of Safety in
Nuclear Instrumentation and Control Systems
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Safety Classification of I&C Functions

Budapest University of Technology and Economics
Faculty of Transportation Engineering and Vehicle Engineering
Department of Control for Transportation and Vehicle Systems

* The safety classification is usually performed using a
combination of deterministic methods, probabilistic methods
and engineering judgment taking into consideration:

* The safety function(s) to be performed (to take action in response to
some plant event, or to not fail in a way that would cause a hazardous
event);

* The probability of, and the safety consequences that could result
from, a failure of the function;

* The probability that the function will be needed to provide safety.

e |f the function is needed:

* how quickly the function must respond and for how long the function must
be performed;

* the timeliness and dependability of alternative actions.
* Once I&C functions are classified, systems and components
are assigned to classes according to the highest level function
that they must perform.

Nuclear I&C Systems Safety 26 a
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|AEA (SSG-30) categorization and classification process

Budapest University of Technology and Economics
Faculty of Transportation Engineering and Vehicle Engineering
Department of Control for Transportation and Vehicle Systems

The basic principle of frequency versus consequences

Basic understanding of the plant design, its safety analysis High
and how the main safety functions will be achieved 9

v v

Identification of all functions
necessary to fulfil the main safety

Not acceptable

Identification of design provisions necessary
to prevent accidents, to limit the effects of

-
£ &
o 0,
= (@]
- . u) 3
~ functions in all plant states, hazards or to protect workers, the public and c =
including modes of normal operation the environment against radiological risks © 2
i in operational conditions “6 Medium & 7}
> Functions S
Categorization of the functions 8 %)
i [}
Y g_
Identification and classification of the SSCs Identification and classification of the SSCs )
performing the categorized functions implemented as design provisions Lt
Low L
Acceptable
e classifica
correct and no
complete?
Low Medium High
yes
Consequences

Selection of applicable engineering design rules for SSCs

tems Safety




Main Principles of NPP |&C Design

e Budapest University of Technology and Economics
Faculty of Transportation Engineering and Vehicle Engineering
Department of Control for Transportation and Vehicle Systems

1) Specification of performance requirements for 1&C actions is necessary to ensure
that these functions are achieved over the full range of measured variables to be
accommodated, with the characteristics (e.g., accuracy, response time) to
produce the necessary output signal.

2) Design for reliability of I&C systems important to safety is necessary to prevent
undue challenges to the integrity of the plant physical barriers provided to limit
the release of radiation and to ensure the reliability of engineered protective
systems.

a. Compliance with the single failure criterion
b. Redundancy

c. Diversity

d. Independence

3) Consideration of equipment failure modes (fail safe principle) is given in the
design of 1&C systems to make their functions more tolerant of expected failures
of systems or components. The design of systems and equipment should strive to
ensure that the range of possible failure modes is predictable and that the most
likely failures will always place the system in a safe state.

Nuclear I&C Systems Safety 29 E[ﬂ%




Main Principles of NPP |&C Design

e Budapest University of Technology and Economics
Faculty of Transportation Engineering and Vehicle Engineering
Department of Control for Transportation and Vehicle Systems

4) Control of access to 1&C equipment important to safety must be
established to prevent unauthorized operation or changes and to reduce
the possibility of errors caused by authorized personnel.

5) Set point analysis is performed to ensure that I&C functions that must
actuate to ensure safety do so, before the related process parameter
exceeds its safe value (safety limit).

* An analysis is necessary to calculate the point at which the I&C system must act to
accomplish this. The difference between the safety limit and the set point must

account for errors and uncertainties that cause a difference between the measured
value acted upon by the I&C system and the actual value of the physical process.

6) Design for optimal operator performance is the practice of applying
human factors engineering to minimize the potential for operator errors
and limit the effects of such errors.

* Human factors engineering is applied to ensure that operators have the information

an controls needed for safe operation and to provide an operator friendly interface
for operation, maintenance, and inspection of systems important to safety.
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Main Principles of NPP |&C Design

e Budapest University of Technology and Economics
Faculty of Transportation Engineering and Vehicle Engineering
Department of Control for Transportation and Vehicle Systems

7) Equipment qualification is a process for ensuring that the systems and
equipment important to safety are capable of performing their safety
functions. This process involves the demonstration of the necessary
functionality under all service conditions associated with all plant design
states.

8) Quality in the design and manufacturing of systems and equipment
important to safety is necessary to demonstrate that they will perform
their assigned safety functions.

9) Design for electromagnetic compatibility is necessary to ensure that
installed systems and equipment will withstand the electromagnetic
environment in a nuclear power plant.

 This involves making appropriate provisions for the grounding, shielding and
decoupling of interference.

* The qualification of equipment for operation in the electromagnetic environment is
important and is a part of equipment qualification.

Nuclear I&C Systems Safety 31 E
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Main Principles of NPP |&C Design

e Budapest University of Technology and Economics
Faculty of Transportation Engineering and Vehicle Engineering
Department of Control for Transportation and Vehicle Systems

10) Testing and testability provide assurance that I&C systems and equipment important to safety
remain operable and capable of performing their safety tasks.
* This principle includes both the need to provide a design that facilitates testing, calibration, and

maintenance, and the establishment of programs to appropriately schedule, conduct, and learn from these
activities.

11) Maintainability is the principle of designing I&C systems and equipment important to safety to
facilitate timely replacement, repair, and adjustment of malfunctioning equipment.
* A consequence of design for testability and maintainability is the provision of additional redundancy so that
the single failure criterion continues to be met while one redundancy is removed for maintenance or testing.
12) Documentation of I&C functions, systems, and equipment is necessary to ensure that the plant

operating organization has adequate information to ensure safe operation and maintenance of
the plant and to safely implement subsequent plant modifications.

13) Identification of I&C functions, systems, and equipment important to safety is required to ensure
that these items are properly treated during the design, construction, maintenance and operation
of the plant.

* Both the physical items, and documentation of these items should unambiguously identify their safety
significance.

i
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KKS (Kraftwerk Kennzeichnen System)

Budapest University of Technology and Economics
Faculty of Transportation Engineering and Vehicle Engineering
Department of Control for Transportation and Vehicle Systems

The KKS code consists of alpha letters (A) and numbers (N). The code is
divided in 4 (0-3) BDL's in the process related code and in 3 (0-2) BDL's in
the point of installation code and the location code.

BDL 0 1 2 3 S
S

Definition Part of a plant System code Equipment unit code Component code =
&

Name G Fo|F1|F2[F3| Fn [Aq[A2 AN A3 [Bq B2 | BN §
(@]

Type of AN [ AN |AN| N A|A]A]|N NJ| A|]A]|N N N|]AJA]|]A]|N N 2
key €
(]

O

]

BDL 1 0 1 2 3 e

o

S

Process AREA / - PART OF SYSTEM EQUIPMENT COMPONENT «
related TOTAL PLANT A PLANT CODE UNIT CODE CODE =
identification <
. I
_Point of AREA / + PART OF INSTALLATION| [INSTALLATION o
installation TOTAL PLANT A PLANT UNIT CODE |*®|SPACE CODE >
identification 5
_ =z
Location AREA / + PART OF STRUCTURE ROOM A
identification TOTAL PLANT A PLANT CODE CODE >
T T .

=

o

Prefix Breakdown 3

symbol symbol n

i
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KKS Coding Example

e Budapest University of Technology and Economics
Faculty of Transportation Engineering and Vehicle Enginee ring S ——

Department of Control for Transportation and Vehicle System s S —

HAM
HAM
0ADA10 *
GE010 .
HAM o
HAM =
0ADB10 I I — S
GE010 HAM HAM HAM HAM HAM HAM 5
IS1 IS1 SP1 SP1 1 1T TT1 o
\ 1ADL10 1ADL10 \ 1ADT10 1ADT10 \{" 0ADA10 \ 1ADB10 o
GS210 GS270 GS210 GS270 GS210 GS270 3
| A il} e ilf e Q
o l HAM il HAM #1“ HAM @
IS1 SP1
1ADL10 \ IS1 1ADT10  \X SP1 0ADA10 \x TT1 ié
GS310 2%%100 GS310 1'3%:1!;100 GS310 %Aslagao £
[S)
()
III—/I—- III—/I—- ilf - a
HAM HAM HAM HAM -
151 1 Ham SP1 1 Ham T 1 1T S
1ADL10 \ 1S1 1ADT10 \ SP1 0ADA10 \ 0ADB10
GS320 1ADL1D GS320 1ADT10 GS320 Gs200 Q
GS220 GS220 =
|||—/|—- |||—/|— <ZE
HAM HAM =
IS1 SP1 >
1ADL10 1 1ADL10 | %
GS330 | HAM GS330 | HAM 1 am =
1ADL10 1ADT10 \ 0ADV10 e
GS250 GS250 GS250 3
HAM o
HAM Z
0ADV10 ® 3
GE010 =
(@]
p -
HAM 3
J st g;‘:" n
1ADL10 S 0

Example of coding line- and transformer bays, two busbars and one spare
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|&C System Functional Description

e Budapest University of Technology and Economics

Faculty of Transportation Engineering and Vehicle Engineering

Department of Control for Transportation and Vehicle Systems
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Source: Instrumentation and Control, TELEPERM® XS System Overview (Areva, 2012)




|&C Functional Specification in the Paks NPP

Budapest University of Technology and Economics
Faculty of Transportation Engineering and Vehicle Engineering
Department of Control for Transportation and Vehicle Systems
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Defence in depth

Budapest University of Technology and Economics
Faculty of Transportation Engineering and Vehicle Enginee ring S ——

Department of Control for Transportation and Vehicle System s S —

Definition and Comments Relationships Examples

A hierarchical deployment of Provides
different levels of diverse
equipment and procedures to
prevent the escalation of
anticipated operational
occurrences and to maintain the
effectiveness of physical barriers
placed between a radiation
source or radioactive material
and workers, members of the * 5levels e Control Systems
public or the environment, in

The primary means of preventing
accidents in a nuclear power
plant and mitigating the
consequences of accidents if they
do occur is the application of the
concept of defence in depth

Requires |&C Systems

* 3 layers * Limitation Systems
operational states and, for some _ _ _ _
S, [ seedent comditiens. active, passive and inherent Protection Systems
safety features « ESFAS

i
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Current Recent Concept of Defence-in-Depth in NPPs

e Budapest University of Technology and Economics
Faculty of Transportation Engineering and Vehicle Engineering

Department of Control for Transportation and Vehicle Systems

. Levels of i
- defencein - Associated plant
- depth Objective Essential means - condition categories
Level 1 Prevention of abnormal operation ~ Conservative designand | Normal operation
: and failures high quality in construction

and operation :
Level 2 Control of abnormal operation Control, limiting and Anticipated operational
: and detection of failures protection systems and .~ occurrences

other surveillance features :
Level 3 Control of accident within the Engineered safety features Design basis accidents
: design basis and accident procedures - (postulated single

initiating events)

Level 4 Control of severe plant conditions, Complementary measures Multiple failures

Level 5

including prevention of accident
progression and mitigation of the
consequences of severe accidents

Mitigation of radiological
consequences of significant
releases of radioactive material

and accident management

Off-site emergency
response

Severe accidents
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Defense in Depth layers (1-3.) for

Paks I. and Il. (NSC Vol. 3. and 3a.)

Budapest University of Technology and Economics
Faculty of Transportation Engineering and Vehicle Enginee ring S ——

Department of Control for Transportation and Vehicle System s S —

DiD layer

Paks I. operating units (INSAG-10)

Paks Il. new units (WENRA 2013)

Objective

Essential means

Objective

Essential means

Relevant oper.
condition

Prevention of

Conservative design

Deviations from the

Conservative design,

abnormal and high quality in normal operating implementation and operation )
. . . . . Normal operation
1. operation and | construction and condition and to a high standard; maintaining (DB1)
failures operation prevention of failures | the main operating parameters
between the prescribed limits
Control of Control, limiting and | Management of Control and safety protection o
abnormal protection systems deviations from the systems; other surveillance Ant|C|p.ated
2. operation and |and other normal operating methods operational
. . o . occurrences
detection of surveillance features | condition and failures (TA2)
failures
Control of Engineered safety Management of design | Safety systems, emergency
3 accident within | features and basis accidents in order | operating procedures Design basis
2 I the design accident procedures | to limit radioactive accident (TA3-4)
basis releases and to prevent
3 fuel melting
: Added safety features for the .
. ) . . e Complex accidents
(Earlier this operating condition and the elimination of complex (Postulation of
3.b. | corresponding means (systems) were on DiD accidents, emergency operating multiple failures)
level 4.) procedures, on-site emergency P
(TAK1)
response measures
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Plant states —according to

IAEASSR 2/1 /IEC 61226 / NSC

Budapest University of Technology and Economics
Faculty of Transportation Engineering and Vehicle Enginee ring S ——

Department of Control for Transportation and Vehicle System s S —

Operational states Accident conditions (AC)
IAEA SSR-2/1, IAEA SSG-30
Normal Anticipated |Design basis Design extension conditions (DEC)
operation |operational |accidents (DBA) - Significant
occurrences |Design extension degradation of the
reactor core

IEC 61226 (Ed. 4 - Draft)
Normal Design basis event (DBE) Design extension conditions (DEC) ...

operation |Anticipated |- (AC not explicitly  |Design basis  |w/o significant  |with core melt
operational |considered as design|accidents (DBA)|fuel degradation
occurrences |basis accident)

NSC Volume 3. (operating units)

DBC1 Operational states considered as Design extension conditions (DEC)

(normal part of the design basis (DBC)

operation) |DBC2 DBC4 (design basis incidents) DEC1 (complex |DEC2 (serious
(anticipated malfunctions accidents involving
operational without fuel melt)|significant fuel melt)
events)

s
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Correlation between DiD levels and

allocation of events/PIEs

Budapest University of Technology and Economics

Faculty of Transportation Engineering and Vehicle Enginee ring S ——

Department of Control for Transportation and Vehicle System s S —

Operational States (OS)

Accident Conditions (AC)

Anticipated operational

Design Extension Conditions

IAEA SSR 2/1 Normal Operation OCCUMENnces Design basis accidents (DBA) Severe accidents
(without significant fuel degradation (with core melting)
DID Level 1 FICVERUON OF AONCHTE
operatio anda 1a e
DD Level 2
% | DID Level 3.a 0 0 0 ease e 0 e
=4
I evel 3. o]
g DiD Level 3.b
DID Level 4 Ccilwtro\ of apmdernﬁsrmitr’l core
melt to limit offsite releases
DD Level 5 Mitigation
of radi.
Desian B DBC-1 DBC-2 DBC-3 DBC-4 DEC-A DEC-B
esign Base — . Reduction of risk and prevention Reduction of risk and control of core
Conditions / Transients related to Anticipated operational Limiting accidents of core meltdown meltdown
Design Extension i P P Infrequent accidents -
Conditions normal operation occurrences (higher (lower
frequency) frequency)
Each event in this Each PIE in this category | No individual PIE in this PIEs in this category are PIEs in this category are not considered to be sufficiently credible to include
category is expected should be expected to category is expected to | considered to be possible but as design basis events but are nevertheless considered in the design
to occur frequently occur one or a few times occur during the plant are believed to be excluded process inorder to ensure radioactive releases are kept within acceptable
or regularly during during plant lifetime lifetime, but one or a few | by the design. Nevertheless, limits should they occur.
F operation PIE within this category | they are considered on order
requency should be expected to understand the radiological
during plant lifetime consequences of limiting
accidents

10%a<f10%a

CDF<10%a;LRF<

10%/a<f<10%a 5%107/a
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Design for reliability of 1&C systems important to safety

Budapest University of Technology and Economics
Faculty of Transportation Engineering and Vehicle Engineering
Department of Control for Transportation and Vehicle Systems

Necessary to prevent undue challenges to the integrity of the plant
physical barriers, and to ensure the reliability of engineered
protective systems.

* Compliance with the single failure criterion is a deterministic
approach to ensuring that |I&C systems can tolerate a random
failure of any individual component, taking into account both the
direct consequences of such a failure and any failures caused by
events for which the system must function.

* Redundancy is the provision of multiple means of achieving a given
function. It is commonly used in |&C systems important to safety to
achieve system reliability goals and/or conformity with the single
failure criterion.

e For redundancy to be fully effective the redundant systems must be
independent of each other.
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Design for reliability of 1&C systems important to safety

Budapest University of Technology and Economics
Faculty of Transportation Engineering and Vehicle Engineering
Department of Control for Transportation and Vehicle Systems

* Independence prevents propagation of failures — from system to system,
between redundant elements within systems, and caused by common

internal plant hazards.

* Independence can be achieved through physical separation, isolation, remote
location, etc.

* Diversity in I&C systems is the principle of monitoring different
parameters, using different technologies, different logic or algorithms, or
different means of actuation in order to provide several ways of achieving
an I&C function. Diversity provides defence against common cause failures
(CCF).

* Itis complementary to the plant design principle of defence in depth.

* Consideration of equipment failure modes (fail safe principle) is given in

the design of I1&C systems to make their functions more tolerant of

expected failures of systems or components.

* The design should ensure that the range of possible failure modes is predictable,
and that the most likely failures will always place the system in a safe state.
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i




Design for Reliability Principles

Budapest University of Technology and Economics
Faculty of Transportation Engineering and Vehicle Engineering
Department of Control for Transportation and Vehicle System s S —

Nuclear Safety

part of part of
Engineered Safety Barriers | | Defence-in-Depth I{ supports —————————————
Y 4
protects supports
‘ Design for Reliability }& part of
)
part of
part of —
avoiding
| o ot
CCF realised by
[Single Failure Criterion }(—requires Fail-Safe Design requires ——> .
prevention realised by —
= avoiding
supports
necessary for supports

supports necessary for
Backlash-
freeness L
‘N._\“‘-
supports
Redundancy IS protects Independence

necessary for  necessary for
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Design for reliability

Budapest University of Technology and Economics
Faculty of Transportation Engineering and Vehicle Enginee ring S ——

Department of Control for Transportation and Vehicle System s S —

Definition and Comments Relationships Examples

All structures, systems and Design features Graded approach
components that are items . .

. . * Tolerance of random failure Safety measures are applied
important to safety be ional h ol
designed such that their * Tolerance of common cause proportional to the potentia

el and el s failures consequences of a failure.

commensurate with their
classification.

Fail-safe design

* Independence of equipment g:!i::xy
and SyStemS — Attributes Safety e
. . . Confidentiality
 Selection of high quality Integrity
equipment Maintainability
. . . . Dependability Faults
* Testability and maintainability and Threats ~E Errors
Security Failures
A suitable combination of Requires Fault Prevention
robabilistic and . . | Fault Tolerance
P c . . . ° Safety objectlve Means Fault Removal
deterministic dGSlgn criteria Fault Forecasting

should typically be applied.  * Safety principles
* Requirements and measures
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Fail-safe design

Budapest University of Technology and Economics
Faculty of Transportation Engineering and Vehicle Enginee ring S ——

Department of Control for Transportation and Vehicle System s S —

Definition and Comments Relationships Conformance

The concept of fail-safe design  1&C systems Verification and validation
shall be incorporated, as
appropriate, into the design of
systems and components

|&C systems for items important * Formal methods
to safety shall be designed for high
functional reliability and periodic

* Deterministic safety

. assessment
important to safety. testability commensurate with the Test

safety function(s). estng
Systems and components Requires Evidence
important to safety shall be « Single failure tolerance * Safety case

designed for fail-safe

. _ . .
behaviour, as appropriate, so Common cause failure

that their failure or the failure avoidance
of a support feature does not  * Redundancy
prevent the performance of - Independence
the intended safety function. ] ]

* Diversity
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Common cause failure

Budapest University of Technology and Economics
Faculty of Transportation Engineering and Vehicle Enginee ring S ——

Department of Control for Transportation and Vehicle System s S —

Definition and Comments Relationships Causes

Failure of two or more structures, Origin
systems and components due to a single
specific event or cause.

* Human error

* (Common) dependence
For example, a design deficiency, a

manufacturing deficiency, operation and * Environmental

maintenance errors, a natural Means Constituents
phenomenon, a human induced event, * Independence « (Common) fault/error
saturation of signals, or an unintended _ _ _

. * Diversity e (Common) trigger
cascading effect.
Common mode failure Supported by
Failure of two or more structures, * Deterministic safety
systems and components in the same assessment

manner or mode due to a single eventor Formal methods

cause.

i
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Conditions required to create a digital CCF

Budapest University of Technology and Economics
Faculty of Transportation Engineering and Vehicle Engineering
Department of Control for Transportation and Vehicle Systems

Digital Triggering
Fault Event
Digital Multiple channels
Failure affected concurrently
Digital CCF Multiple systems
within a system affected concurrently

Digital CCF
across systems

i
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Independence

Budapest University of Technology and Economics
Faculty of Transportation Engineering and Vehicle Enginee ring S ——

Department of Control for Transportation and Vehicle System s S —

Definition and Comments Relationships

Safety systems should be Provides Examples
independent of safety related

Prevents: e Separate locations
and non-safety systems.

(1) propagation of failures from (rooms)

Independence should be

Srovfeled beieen rEainis system to system or * Independent cabling

parts of Safety systems and (2) propagation of failures between (pathS)

safety-related systems. redundant parts within systems, * Analogue / Digital
and technology

Appropriate independence

should be provided between (3) common cause failures due to
diverse functions. common internal plant hazards.

Interference between safety Means
systems or between

redundant elements of a
system shall be prevented by  * Electrical isolation

appropriate means. * Functional independence

* Physical separation

* Independence of communication
(data transfer)
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Diversity

e Budapest University of Technology and Economics
Faculty of Transportation Engineering and Vehicle Engineering
Department of Control for Transportation and Vehicle System s S —

Definition and Comments Relationships

The presence of two or more Types Diversity
redundant systems or components
to perform an identified function,
where the different systems or
components have different * Software diversity
attributes so as to reduce the .
possibility of common cause failure,
including common mode failure.

* Human diversity * When are two systems

* Design diversity diverse enough?

Functional diversity

* Signal diversity

* Equipment diversity

* System diversity

Examples: different operating Requires Examples
conditions, different working
principles or different design teams,
different sizes of equipment,
different manufacturers, types of * Recovery Blocks

equipment that use different
physical methods.
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* N-version programming
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Single failure criterion

Budapest University of Technology and Economics
Faculty of Transportation Engineering and Vehicle Enginee ring S ——

Department of Control for Transportation and Vehicle System s S —

Definition and Comments Relationships

A criterion (or requirement) applied Provides Applies to
to a system such that it must be

o _ Assessment is often aimed at  Systems important to
capable of performing its task in the

_ _ guantifying performance safety
presence of any single failure. .
measures for comparison
with criteria.
The double contingency principle is, Requires

for example, such that the design for
a process must include sufficient
safety factors that an accident would
not be possible unless at least two Supported by
unlikely and independent changes in
process conditions were to occur
concurrently.

* Redundancy

* Independence

* Deterministic safety
assessment
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Classification of Faults

e Budapest University of Technology and Economics
Faculty of Transportation Engineering and Vehicle Enginee ring S ——

Department of Control for Transportation and Vehicle System s S —

Faults

System boundaries

Phenomenological cause

Dimension
Malicious
[
Intent Man
Dﬂ I
Capability Acc  Inc
Persistence Fer  Per

Development Faults Physical Faults Interaction Faults

Mal: Malicious Del: Delibarate Ace: Accidental Inc: Incompetence Per: Permaneant Tr: Transient
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Fault — Error — Failure — Problem

Budapest University of Technology and Economics
Faculty of Transportation Engineering and Vehicle Engineering
Department of Control for Transportation and Vehicle Systems

(according to IEEE Std 1044-2009)

Problem
| (i.e. bad decision) |
“ IFIP W ey cause e
- A : “plameful” or ' '
" : “blameless” :
Failure
(i.e. wrong result) ) may introduce Human
* Failure occurs .
] : Every fault is a defect, but : Error ’
longer compli  notevery defectis afau. may calise (o wrong ok
* Error is that p, |
liable to lead ‘ Fault
Defect
o v . (i.e. wrong reference)
Fault is adJUd Rule Violation*
e rro [ (i.e. “bad” reading direction)

Faults are the cause of errors that may lead to failures

----------- Fajlt ﬁ Error — Fa.lure AREENEEREES
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Safety assessment

Budapest University of Technology and Economics
Faculty of Transportation Engineering and Vehicle Enginee ring S ——

Department of Control for Transportation and Vehicle System s S —

LOSS OF
BOARD A

Definition and Comments Relationships e
The process, and the result, of Supports a2
analysing systematically and . Safety case ey R
evaluating the hazards
associated with sources and | ]
practices, and associated ;“‘j\ /i /\ ﬁ\ f\ /A\
protection and safety Lo ACE LW [ 2 1[0 [ % ]
measures.
Assessment is often aimed at Requires
guantifying performance « Risk assessment
measures for comparison with _
criteria. * Failure modes
+ Deterministic safety * Basic event probabilities [

assessment » Safety case
* Probabilistic safety * Safety arguments and

assessment evidence

i
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Safety case

Budapest University of Technology and Economics
Faculty of Transportation Engineering and Vehicle Enginee ring S ——

Department of Control for Transportation and Vehicle System s S —

Definition and Comments

Relationships

A collection of arguments
and evidence in support of
the safety of a facility or
activity.

Property-based, vulnerability
aware, standards-informed
and is described by the safety
justification triangle.

Types of claims

Reliability-functionality
Safety-robustness
Safety-fail safe

Rule compliance
Vulnerability assessment

Sources of evidence

E.g. Functionality:
Random testing
* Statistical testing
* Functional testing
* Model-based testing
* Development metrics
 Static analysis
* Formal verification
* Modelling and simulation

Safety
justification

Standards
compliance

Supports

Argument

Is a suclaim of Is ewXﬂQ}for

Subclaim Evidence

Is evidence for

Evidence
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Verification and validation

Budapest University of Technology and Economics
Faculty of Transportation Engineering and Vehicle Engineering
Department of Control for Transportation and Vehicle System s S —

Definition and Comments Relationships
Validation Validation is broader in scope, than
verification. Examples

The process of determining

whether a product or serviceis * Computer system validation:  Simulation

adequate to perform its testing and evaluation of the « Emulation

intended function integrated computer system to _

satisfactorily. ensure compliance with the Testing
requirements.

Verification Verification is closely related to

The process of determining quality assurance and quality

whether the quality or control. Examples

performance of a product or « Computer system verification: * Specification analysis

tserwce is as stated, _as ensuring that a phase in the « Static analysis

intended or as required. system life cycle meets the

* Model-based

requirements imposed on it by devel A
evelopmen

the previous phase.
e Formal verification

i
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