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Background: Programmable Logic Cont'g

PLC’s Are ...

» Similar to a Microcontroller.
» Initially designed to replace relay logic boards.
» Wiring between devices and relay contacts are done in the PLC program.

» Easier and faster to make changes.
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Background: PLC system diagram

External input devices

Pushbutton switch

Relay contact

Flow meter

Level transmitter sensor

N

J

Temperature
transmitter sensor

Proximity sensor

Pressure transmitter

sensor

PLC CPU

External output devices

Indicator

Power Supply

Digital display

Micro-controller

Actuator

Memory

Solenoidvalve

Fieldbus

Contactor

1/0 ports

Motor

Pump




Bakground: IEC 61131-3 Programming languages

Function Block Diagram (FBD)

Sequential Flow Chart (SFC)
CALC1
PUMP -
CALC STARTSTEP"
—_— —_— >=l ]
AUTO INL OUT i =
o N MAN_ON STEP A ||N ACTION D1 D1_READY
- D ACTION D2 D2_READY
sTepB || N ACTION D3 D3_READY
Ladder Diagram (LD) . D ACTION D4 D4_READY
CALC1
AUT CALC PUMP
——4UIEL——|N1 ouT O Structured'Téxt(STj
7
ACT
Z : REAL; END VAR
VAR aFB, bFB : FB type; END VAR

bFB(A:=1, B:=‘0K’);

o Z := X - INT TO REAL (bFB.OUT1);
Instruction List (IL) IF Z>57.0 THEN aFB(A:=0, B:="ERR”);
ELSE aFB(A:=1, B:="Z is OK”);
END_IF

A: 1D %$IX1 (* PUSH BUTTON *)
ANDN $MX5 (* NOT INHIBITED *)

ST %QX2 (* FAN ON *)




Bakground: Previous my work (May 2016) in Iraqg

Wiring diagram
I\ Ve

Resistance: 250 ohm per each ‘




Problem and Goal
S

»According to IEC61131-3

« Safety issues are not addressed
« PLCs not distinguish between logic signals and safety signals

d Goal:
* Formal V&V and tests by simulations are needed in the beginning of the design process
because of safety aspects.

« Have a tool which allows verification of safety application built up in the PLC safety
function blocks (SFB) library.



Motivation to implement SFB library

Qualifications of PLC programming tool
1. Supports IEC 61131-3
2.Certified PLCopen SFBs library
3.Supports PLCopen XML scheme

v

Safety application built up
from SFBs and programmed
in FBD language

]

» UPPAAL is an integrated tool environment for modelling, Export to PLCopen XML
validation and verification of real-time systems modelled as 2

networks of timed automata. Safety application in
PLCopen XML

v

Transformation tool

2
Safety application in
UPPAAL XML

v

Verification &Validation

v

Verified and validated safety
application

» XML interface is used to allow automatic transformation of a
safety application into UPPAAL model checker.
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Approach of verification of a safety application

» The conformance of these SFBs is normally
certified by some organization like TUV
(German organization that certifies the safety of
products of all kinds).

PLCopen SFB

Specification

Implementation of SFBs
in PLC-Programming-
Tool
(by Tool-Provider)

Formalization of SFBs
using Timed Automata in
Uppaal

Library of SFBs
in PLC-
Programming
SW

Certification

Lib. of
implemented SFBs
in accordance with
PLCopen-Spec.

Library of
formal SFBs in
Uppaal

Verification

Lib. of formalized
SFBs in
accordance with
PLCopen-Spec.



Description of PLC open specifications

»SFB: SF_Equivalent

 This function block converts two equivalent SAFEBOOL inputs to one SAFEBOOL output with
discrepancy time monitoring.

* If one channel signal changes from TRUE to FALSE, the output immediately switches off (FALSE)
for safety reasons.

 Discrepancy time: is the maximum period during which both inputs may have different states
without the function block detecting an error.

 Error: when both inputs do not have the same status once the discrepancy time has elapsed.

SF_Equivalent
BOOL __ | Activate Ready |  BOOL
SAFEBOOL | S _ChannelA S_EquivalentOut | SAFEBOOL
SAFEBOOL _ S ChannelB Error L BOOL
TIME __ | DiscrepancyTime DiagCode | WORD

Input/Output variables declarations of the block



State diagram for SFB SF_Equivalent

> State diagrams: It is used to give an

abstract description of the behavior of
an SFB.

»For example, the Ready output is false Ready = FALSE
only in Idle state, and the R N e
S_EquivalentOut output is true only in
Safety output enabled state. NOT 5

NOT 5_Channeld AND
NOT 5_ChannelB

5_ChannelA AND

T
NQT S_ChannelB

» The Error output is true only in error
states.

»The numbers in small circles indicate
the priority in transitions where zero is
the highest priority.

Discrepafcy Time Expired

Wait for
Channel A

S_ChanneldA AND
S_ChannelB

Channel B

From Active
Wait
8005

Discrepancy
Time Elapsed Discrepancy
Time Elapsed

NOT S_ChafinelA AND
NOT S_ChannelB

S_EquivalentOut = FALSE
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Temporal behavior of the SFB SF_Equivalent

L.
1. Inthe Start operation, all outputs are false by default until the SFB is activated (Activate = true).
2. The Ready output goes immediately to true and the Normal operation begins.
3. The status of the two input channels (S_Channel A and S-Channel B) is observed:

 If both channels go to true consecutively within a specified time (Discrepancy Time), the

S_EquivalentOut output goes to true indicating a safe state. Otherwise, the output goes to false
indicating an unsafe state.

® If the dISCrepanCy tlme iS Start} Normal operation
elapsed and both input Inputs
channels have different status, Activate
then the Error output goes to S— I I —
true.
S_ChannelB L] | [ ] |
» A diagnostic code output —— L ‘ k5 N
(DiagCode) indicates the active \ | : : .
internal state of the SFB in -
hexadecimal numbers. Ready | |
S_EquivalentOut "‘\&B 7B off A&B off

Error

DiagCode | 0000 8001 8004 8000 8000 8005 8001 8001 8014 8000 8000 8005 8001 3001

11



Implementation of SFBs in a PLC programming tool

12

All the Input/Output variables of the SFB are declared.
The state diagram is transferred into an IL code to allow direct verification of SFB

ﬁLC&pen SFB Spec :ﬁcatioh

Properties
(Text)

Internal Behavior
(State Diagram)

Implemented
Function Block

Q Implementation

in PLC Language

Temporal
Behavior of

specific Scenarios
(Timing
\ Diagrams) / Validation by Simulation
@ + Simulation T

Extraction of Scenario Scenarios

Input Sequence




Example: Emergency stop with safe stop equivalent monitoring
.-

» SF_EmergencyStop handles the Emergency Stop condition for the application, and ensures the correct

>
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restart.

SF_ESPE handles the output signal switching device of electro-sensitive protective equipment (ESPE),
and ensures the restart inhibit.

SF_SafeStopl
initiates and
monitors a stop of a
drive system in

accordance with stop

categoryl.

SF_Equivalent_1

InputDevicel_active

S1_S_EStopIn_1

Activate

SF_Equivalent
Ready

S_ChannelA 5 _EquivalentOut

SF_EmergencyStop_1

Cl1

C2

FALSE___|

SF_EmergencyStop

Activate Ready

S_EStopln S_EStopOut

| S_EStopOut )

Error_EStopl

S1_S_EStopIn_2_ S_ChannelB Error |- Prror-Fquivi S_StartReset Error —
Diag_Equiv 1 ALS iagCode iz
T#10ms___ S_DiscrepancyTime  DiagCode| g Eq FALSE__ | S_AutoReset DiagCode |  Diag EStopl
S0_Reset Reset
SF_ESPE_1 |
SF_ESPE AND C3
InputDevice2_active | Activate Ready | -~
SZ_S_ESPE_IU_I - S_ESPE_III S_ESPE_OIH
FALSE __| S_StartReset Error | Error_ESPEl
FALSE __| S_AutoReset DiagCode |  Diag ESPE1 SF_SafeStopl_1
SO_Reset __] Reset SF_SafeStopl
i Ready
—4 Activat I
—1 AND C4
S_EStopOut )_ _|__. S_StopIn S_Stopped|— S_Stopped
AxisD 1 — AxisID Error—Error_SafeStopl
T#100ms — MonitoringTime DiagCodel _ piag SafeStopl

Safety application to be verified

S3_Drive_Reset —

Reset




Example: Complete description of a safety application

-
» Emergency stop with safe stop & equivalent monitoring

» Three safety inputs and one safety output

 Thetwo inputs S1_S EStopIn_1and S1_S EStopln_2 are connected to the emergency
stop push button through 1002 switch

 If both go true within specified discrepancy time, it indicates that the switch is released
and no emergency stop is requested.

« This information passes via SF_Equivalent and SF_EmergencyStop to SF_SafeStop1.

Safety
inputs Safety Application

________

? IS 1_S_EStopIn_1
|

' | S1_S_EStopln_2
NV | P

Safet

=== \ $2_S_ESPE_In ety

I 1 output

? S_St d -
’7 —‘ - oppe — -
S0_Reset
R il >
Standard

S3 Drive_Reset

inputs

St

14 Graphical overview of the safety application interface



Example: Complete description of a safety application
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If there is no stop request (S_Stop = true), then it indicates a normal operation and the safety output
S_Stopped goes to false.

In case of false S_Stopln, it waits for acknowledgment from the drive system within a specified
monitoring time.

This acknowledgement signal informs the safety application that the motor is stopped.

When received, S_Stopped output goes to true and brings the system to a safe state.

n A
Actual Speed

Command generated either by

motion control or the drive itself
Shows the timing diagram for
SF_SafeStop1 in case of normal Power off
operation and safety request

T T Monitoring
Z Window
o — )l t
A Monitoring
S_Stopln Time
>

S_Stopped T

A4




Example: Implementation of a safety application
.

» Using the FBD editor, the four SFBs are inserted and declared. The safety Input/Output variables
are also declared to allow connecting to the SFBs.

0001:
SF_Equivalent_1 SF_EmergencyStop_1
SF_Equ... SF_Em...
Input.clive — == ACTI.. REA.. ACTL.. REA,,—-|
S1_S_ESt. SC. SE. S ES.. S_ES..
3 _| _ | |
S1_S_ESt.. S C.. ERR.. == =5 ST.. ERR..f=
T#10.. == DISC... DIAG... = =S _AU.. DIAG.. ==
RESET
SF_ESPE_1
SF_ES.. AND_B._
ACTI.. REA.. = Lt IN1 Output p==-
S ES.. S _ES.. 1—|— —= N2
== S ST.. ERR.. =
=S _AU... DIAG... =
RESET
AND2 SF_SafeStop1_1
AND_S... SF_Saf...
Input .ctive L N1 ouTH2] ACTI.. REA..|==
S2_S ES.. [1 KNz [2Ks_sT.. s_sT. S_Stopped
== AXISID ERR..p==
T#10. === MONI... DIAG...
S0_Reset RESET
S3_Drive...

16



Example: Implementation of a safety a
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» The simulation results showed that the safety functions are successfully achieved for the test-

cases.

InputDevicel _Active
S1_S_EStopln_1
S1_S_EStopln_2
InputDevice2_Active
S2 S ESPE In

SO _Reset .
S3 _Drive_Reset
SF_Equivalent_I1.S_EquivalentOut

SF_Equivalent_1.S_Error
SF.EmergencyStop_1.S_EStopOut

SF.EmergencyStop_1.Error

SF_ESPE_1.S_ESPE_Out .| 2 ==
SF_ESPE _1.Error

S_Stopped

SF_SafeStop1_1.Error _AH

Acknowledge | [ |

SF_SafeStopl_1.DiagCode 8001 8002 C003 8002 S000

Screen shot of the timing diagram of the input and output variables



Approach to transform a state diagram to timed automaton

» In the left side: state diagram
« The state diagram changes its state from Init to Wait for Channel A in case of a true S_ChannelB
and false S_ChannelA.
« It keeps a wait state until either an expiration of specified discrepancy time, or a change in
S_ChannelA/S_ChannelB status.
« Taking into account the priority number defined with every transition.

» In the right side: timed automaton
« The clock D gets set to zero every time the system switches from location {Init} to location
{Wait_for_A} on input event (B &('A) & Activate EQ).
« The value of D is checked on another transition from {Wait_for_A} to {Errorl _Error2} for the
constraint (D = =DT).

B&('A)
&Activite_Eq

NOT S_ChannglA AND
NOT S_ChanjelB

Wait for
Channel A
8014

(D>=DT)&Activate_Eq /-\

Error_Eq:=1

1 8 Errorl_Error2 Wait_for_A



System of timed automata

.
» Three timed automata.
» Every one consists of two locations and two edges between them.

» It simply describes the unconditional true/false variation of the input variable.
» On every edge, anew value of the input variable can be assigned.

Activate S_ChannelA S_ChannelB
notActive open open
Activate_Eq:=0 |Activate_Eq:=1 A:=0 A=l B:=0 B:=
Active closed closed

Timed automata for Activate S_ChannelA and S_ChannelB input variables of
SF_Equivalent.
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Approach for formalization of SFBs in UPPAAL
-

» To formalize an SFB:

1. State diagram is transferred to a timed automaton using the graphical editor of
UPPAAL.

2. Depending on this timed automaton and the input sequences scenario extracted
from the timing diagram, a simulation is executed to validate the temporal
behavior using the graphical simulator.

3. Thereafter, the textual properties are translated into temporal logic formulae.
Using the verifier, the properties of the safety function can be verified.

20



CTL and UPPAAL model checker

» Computation Tree Logic (CTL) is a branching temporal logic used in model checking.

» UPPAAL model checker can be used to determine the satisfaction of a given real time property with
respect to a timed automaton.

21

If the property is not satisfied, a diagnostic trace can be generated that indicates how the property

may be violated.
UPPAAL also provides a simulator that allows a graphical visualization of possible dynamic
behaviors of a system description, i.e. a symbolic trace.

r ™~ g CTL — A Property is satisfied
_\.a . v .
Spe““?d Al Temporal Logic| Model
properties Checker Property is not satisfied
State Timed and
Diner. H7| Automata some counter examples
lagram : -
Editor - Di .
. . __:’ =y 2 ) ~ =y e
Timing R lagnostic trace
S N Simulation
Diagram |y _ > Simulator g Compare the results
scenarios _— -
PLC to Timing Diagram
‘open
specifications Uppaal tool

Model checking and simulation in UPPAAL



Formalization of SF_Equivalent

v

22

The Input/Output variables are declared globally to allow sharing by other automata.
v" The state diagram of the SFB is graphically translated to the state transition timed automaton

!Activate_Eq

Idle

A&B&Activate_Eq (1A)&('B)

S_EquivalentOut:=1 &Activate_Eq
_EquivalentOut:=0

A&B& Activate_Eq
S_EquivalentOut:

|

(AAB)& Activate Eq

” !Activate_Eq
[ Ready Eq:=0, &7~ Ready_Eq:=0, b
Error_Eq:=0 Activate_Eq Error_Eq:=0
S_EquivalentOut: =0 Ready_Eq:=1
i nit (HB&('A)
3 &Activate_Eq
Error_Eq=:0
('A)&(!B Error3m,
B _
. A& (!B
&Activate_Eq E& A)ctiffa Eq
A&B
D<D D>=DT)&Activate_Eq AD-DT &Activate_Eq (D>=DT
¢ Error_Eq:=1 A S_EquivalenfOut:=1 &Activate_Eq
Wait_for_B Wait[for A 2-F4 R Error [Eq=:1

_ £ D<DT y

Safety_Output_Enabled S_EquivalentOut:=0
D=:0

UPPAAL timed automaton for state diagram

From_cive_Wait



UPPAAL timed automaton for s

Activate  S_ChannelA S_ChannelB SF_Equivalent
Gone) (Gpen)  (spen) (@)
» Simulation scenarios extracted Activate,_Eq -
from timing diagram with * ‘
message passing Asiesed -
synchronization between * *
automata. Botosed -

(cossa)

Bopen

(sper)

Aopen

(Sear)

(Satehy_Output_Enabied)
(From_Actve_wa)
(ini)

Dolozed

Aclosed * hﬁ
(ciosea) (Satet_Gutput_Enabiod)
(From Actve_war)

Aopen

Bopen
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Validation
B

» The Inputs automaton is used to assign inputs to the safety application.

» Inputs automaton should take the highest priority in execution,
« But that is not possible because inputs automaton runs unconditionally.
|t has always active transitions, which means no lower priority automaton gets the
chance for execution.

» To tackle this problem, Inputs automaton is given the lowest priority taking into account
the initial conditions needed to start execution.

[ The safety application is in normal operation state if all safety input variables are true,
taking into account the required activation and reset input variables.

» Starting from SF_Equivalent at right side, the timed automata are executed sequentially
with respect to priorities until reaching Operation_Mode state in SF_SafeStop1.

» According to simulation results, it is shown that the system is functioning

24



Validation

SF_SafeStop! _ C4 €3 SF EmergencyStop C2 C1__ SF ESPE SF_Equivalent

Simulation scenario of the safety
application

25



Verification

» Property 1: The safety application is in normal operation state if all safety input
variables are true, taking into account the required activation and reset input variables.

» Property 2: After the activation of SF_Equivalent and SF_ESPE, the SF_SafeStop

will keep activated.
 If the inputs are true, then the output will be always true.

» Property 3: Issuing the Emergency stop (via SF_EmergencyStop) or interrupting the
light beam in the light curtain (via SF_ESPE) stops the drive in accordance to stop
category 1.

 If there is a safety request to stop the drive by missing one of the safety inputs (A,
B or ESPE_In), and the control system gives acknowledgement of stopped drive,
then a safety output S_Stopped is issued to indicate safety stop. The other one
Indicates that it is not possible for the drive to stop while no safety request is

needed.
* Property 4: The stop of the electrical drive within a predefined time is monitored

(via SF_SafeStopl).
 |If an acknowledgement signal (Acknowledge=1) is received within specified

monitoring time (ToMT), a safety stop is monitored (S_Stopped=1).

26



Tasks of transformation tool

» The transformation has four tasks:
1. Transform the Input/output variables
declaration of the safety application to global
declaration in UPPAAL XML.

2. Transform all SFBs presented in PLCopen
XML to their corresponding automata in
UPPAAL XML.

3. Formalize a connection automaton for every
direct or indirect connection between SFBs.

4. According to the position of every SFB and the
order of every connection, the execution flow
is extracted from PLCopen XML.

» After transformation, UPPAAL XML file can be read
by UPPAAL tool.

27
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Library of
implemented SFBs
in accordance with
T .
PLCopen UPPAAL
PLC tool Safety
Safety application
application automata
in FBD
PLCopen Transformation tool  yppAAL XML
—
Input/output Global
declaration declaration
SFB P SFB automaton

Direct /indirect
connection

Execution flow

P Connection
automaton

P System priority

SFBs 1n accordance with

Library of formalized
PLCopen




Summary

» Formalize an approach for the verification of safety applications built from PLCopen
safety function blocks (SFBs).

» This approach was presented and illustrated using an example.

» This assumption is normally verified by certification of SFBs by independent
organizations like TUV.

» The SFBs have been implemented directly in IL and verified using Model Checking.

28
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