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Introduction

 Web applications are central part of our lives

 Cross-platform

 Without installation

 Usually cloud based

 Attractive target for attackers

 Cenzic: Application Security Trends Report 2013 

 90% of web apps are vulnerable

 Median 13 vulnerabilities per app

 Constantly changing frameworks, architecture



Introduction

 OWASP (Open Web Application Security Project)

 Typical vulnerabilities:

 SQL Injection

 Cross-Site Scripting (XSS)

 Cross-Site Request Forgery

 Race conditions

 Using vulnerable components (NPM)

 Penetration testing

 Requires extensive knowledge

 Can be automated by security expert

 Context specific



Proposed system



Security problem

 Declarative system model of app at an interface level

 Formal abstraction of some entity or process

 Potentially vulnerable application



Vulnerability Knowledge Base



Vulnerability Knowledge Base
Extensional Database

 Stores vulnerability knowledge

 System and language specific



Vulnerability Knowledge Base
Intensional Database

 Contributes to reasoning



Vulnerability Knowledge Base
Test Data Definitions

 Definite-clause grammars (Prolog)



Risk Profile

 Set of risks



Test execution

 Generate in-memory test cases from Risk Profile



Test evaluation

 Evaluate test results based on goals

 PASS

 FAIL

 INCONCLUSIVE



Model generation

 Web spider based on Crawler4J

 SUT → XML → SDL

 System DSL (SDL)



Experiments

 Damn Vulnerable Web Application (DVWA)

 By security professionals

 OWASP 2013 Top 10 vulnerabilities

 SQLI, XSS, Brute force password etc.

 3 security levels (low, medium, high)

 Running on a local Debian server



Results – SP model



Result – low security



Result – medium security



Result - summary



Thank you for your attention!


